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Chapter1

WinDri ver Overview

In this chapteryou will explore the usesof WinDriver, and learn the basic stepsof
creatingyour driver.

1.1 Intr oductionto WinDri ver

WinDriver is a developmenttoolkit that dramaticallysimplifiesthe difficult task of
creatingdevicedriversandhardwareaccesspplications WinDriverincludesawizard
andcodegeneratiorfeatureshat automaticallydetectyour hardwareandgenerate
thedriverto accesst from your application. Thedriver andapplicationyou develop
usingWinDriveris sourcecodecompatiblebetweerall supportedperatingsystems
(WinDriver currently supportswWindows 98/Me/NT/2000/XP/CE/CE.NET/Seev
2003, Linux, Solarisand VxWorks.). The driver is binary compatiblebetween
Windows 98/Me/NT/2000/XP/Serer 2003. Bus architecturesupportincludes
PCl/CardBus/ISA/ISAPnP/EISA/CompactP&hd USB. WinDriver providesa
completesolutionfor creatinghigh performancealriversthathandleinterruptsand|/O
atoptimalrates.

Don't let thesizeof this manualffool you. WinDrivermakesdevelopingdevice drivers
aneasytaskthattakeshoursinsteadof months.Most of this manualdealswith the
featureghatWinDriver offersto the advanceduser However, mostdeveloperswill
find thatreadingthis chapterand glancingthroughthe DriverWizard and function
referencechapterss all they needto successfullywrite their driver.

20
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WinDriver supportsUSB and PCI chipsetsfrom all vendors.Enhancedsupportis
offeredfor PLX, Altera, Marvell, AMCC, QuickLogic,CypressSTMicroelectronics,
Texas Instrumentsand National Semiconductorghipsets. A specialchapteris
dedicatedo developerof driversfor USB devicesandPCl cardswho areusingUSB
andPCl chipsfrom thesevendors.The final chaptersof this manualexplain how to
tuneyour driver codeto achieve optimal performancewith specialemphasisnthe
KernelPluginfeatureof WinDriver. This featureallows the developerto write and
delugthe entiredevice driverin usermode,andlaterdrop performanceritical parts
into kernelmode.In this way the driver achiezesoptimalkernel-modeperformance,
while the developerneednot sacrificethe easeof usermodedevelopment.

Visit Jungos websiteat ht t p: / / www. j ungo. comfor the latestnews about
WinDriver andotherdriver developmentoolsthatJungooffers.

Goodluck with your project!

1.2 Background

1.2.1 The Challenge

In protectedoperatingsystemssuchasWindows, Linux and Solaris,a programmer
cannotaccesshardware directly from the applicationlevel (usermode),where
developmentwork is usuallydone. Hardwarecanonly be accessefrom within the
operatingsystemitself (kernelmodeor Ring-0), utilizing software modulescalled
device drivers. In orderto accessa customhardware device from the application
level, a programmemustdo thefollowing:

« Learnthe internalsof the operatingsystemhe is working on (Windows
98/Me/NT/2000/XP/CE/CE.NET/Seev2003,Linux, SolarisandVxWorks).
« Learnhow to write adevice driver.

» Learnnew tools for developing/deliggingin kernelmode (DDK, ETK,
DDI/DKI).

» Write the kernel-modedevice driver thatdoesthe basichardwareinput/output.

» Write the applicationin usermodethat accessethe hardwarethroughthe
device driverwrittenin kernelmode.

« Repeatthe first four stepsfor eachnew operatingsystemon which the code
shouldrun.
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1.2.2 The WinDri ver Solution

Easy Development: WinDriver enablesWindows programmersto create
PCl/CardBus/ISA/ISAPnP/EISA/CompactP&idUSB -baseddevice drivers
in an extremely shorttime. WinDriver allows you to createyour driver in
the familiar usermodeervironment,usingMSDEYV, Visual C/C++, Borland
Delphi, Borland C++, Visual Basic, GCC or ary other32-bit compiler You
do not needto have ary device driver knowledge, nor do you have to be
familiar with operatingsysteminternals kernelprogrammingthe DDK, ETK
or DDI/DKI.

CrossPlatform: The driver createdwith WinDriver will run on Windows
98/Me/NT/2000/XP/CE/CE.NET/Seev 2003, Linux, Solarisand VxWorks.
In otherwords—writeit once,runit on mary platforms.

Friendly Wizards: DriverWizard(included)is agraphicaldiagnosticgool thatlets
you write to, andreadfrom, the hardwarebeforewriting a singleline of code.
Thehardwareis diagnosedvith just a few clicks of themouse:memoryranges
areread,registersaretoggledandinterruptsare checled. Oncethe device is
operatingto your satishiction, DriverWizard createshe skeletaldriver source
code,giving accesdunctionsto all theresource®nthe hardware.

Kernel-Mode Performance: WinDriver's API is optimizedfor performance For
driversthat needkernel-modeperformance WinDriver offers the Kernel
Plugin. This powerful featureenablesyou to createand delug your codein
usermodeandrun the performance-criticapartsof your code(suchasthe
interrupthandlingor accesgo I/0 mappedmemoryranges)n kernelmode,
therebyachieving kernel-modeperformancezeroperformancelegradation).
This uniguefeatureallows the developerto run usermodecodein the OS
kernelwithout having to learnhow the kernelworks. Thereis no needto use
theKernelPluginwhenworking with Windows CE or VxWorks, sincethereis
no separatiorbetweeruserandkernelmodesin theseoperatingsystems.This
enables/outo achieve optimal performancdrom usermodecode.

1.3 How FastCan WinDri ver Go?

For PCI drivers,you canexpectthe samethroughputusingthe WinDriver Kernel
Plugln aswhenusinga customkerneldriver. Throughputis constrainecnly by
the limitations of your operatingsystemand hardware. A rough estimateof the
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throughputyou canobtainusingthe KernelPluglnis about100,000interruptsper
second.

1.4 Conclusion

UsingWinDriver, adeveloperneedonly do thefollowing to createanapplicationthat
accessethe customhardware:
« StartDriverWizardanddetectthe hardwareandits resources.
« Automaticallygeneratehe device driver codefrom within DriverWizard.
 Callthegeneratedunctionsfrom theusermodeapplication.

The new hardwareaccessapplicationwill run on all Windows platforms(including
Windows CE), on Linux, on Solarisandon VxWorks (justrecompile).

1.5 WinDriver Benefits

» Easyusermodedriverdevelopment.
» KernelPluginfor high-performancelrivers.

« Friendly DriverWizard allows hardwarediagnosticsvithout writing a single
line of code.

» Automaticallygenerateghedriver codefor the projectin C, Delphi (Pascal)or
VisualBasic.

» Supportfor any PCIl/CardBus/ISA/ISAPnP/EISA/CompactP@hd USB
device, regardlesof manufcturer

« Enhancedsupportfor PLX/Altera/Manell/AMCC/QuickLogic PCI chips
allowsthe developerto disregardthe PClI chip details.

» Enhancedsupportfor Cypress STMicroelectronicsTexas Instrumentsand
NationalSemiconductor&JSB controllers hiding from the developerthe USB
implementatiordetails.
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Applications are binary-compatible across Windows
98/Me/NT/2000/XP/Serer 2003.

Applications are source code compatible across Windows
98/Me/NT/2000/XP/CE/CE.NET/Seev2003,Linux, SolarisandVxWorks.

Canbe usedwith commondevelopmentervironments,including MSDEYV,
Visual C/C++, BorlandDelphi, BorlandC++, Visual Basic,GCCor ary other
32-bitcompiler

No DDK, ETK, DDI or ary system-lgel programmingknowledgerequired.
Supportd/O, DMA, interrupthandlingandaccesto memory-mappedards.
Supportsnultiple CPUandmultiple PCl busplatforms.

Supportfor 64-bit PCl datatransfers.

Includesdynamicdriver loader

Comprehensie documentatiomndhelpfiles.

Detailedexamplesin C, DelphiandVisual Basic.

Two monthsof freetechnicalsupport.

No runtimefeesor royalties.
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1.6 WinDriver Ar chitecture

WinDriver Architecture
[ Jcompomentsyeu write i Your application
: (Your App.EXE)
|:| WinDriver Components
Your Driver code
WinDriver
UserMode Library,
T [ YT
User Mode
: Kernd Plugln :
- g '
H Tour WinDriver- | & 'WinDriver Kernel Your
% {Perfomanre ; Module
cirien | Doermel Pluging windw®  [4® Hardware
Functicns i (VXD 5ES DIL Q)

Figure 1.1: WinDriver Architecture

For hardwareaccessyour applicationcalls oneof the WinDriver functionsfrom the

WinDriverusermodelibrary (windr vr.h). Theusermodelibrary callsthe WinDriver
kernel,which accessethe hardwarefor you throughthe native calls of the operating
system.

WinDriver's designminimizesperformancehits on your code,even thoughit is
runningin usermode. However, somehardware drivers have high performance
requirementshat cannotbe achievedin usermode. This is whereWinDriver's edge
sharpens.After easily creatingand deluggingyour codein usermode,you may
drop the performance-criticamodulesof your code(suchasa hardwareinterrupt
handler)into the WinDriver Kernel Plugin without changingthemat all. Now,
WinDriver kernelcalls this modulefrom kernelmode,therebyachieving maximal
performanceThis allows you to programanddehug in usermode,andstill achieve
kernel performancewxhere needed. In Windows CE and VxWorks thereis no
separatiorbetweerusermodeandkernelmode;therefore you may achiese optimal
performancelirectly from usermode,without needingto usethe KernelPluglinin
theseoperatingsystems.



26 1 WinDriver Overview

1.7 What Platforms DoesWinDri ver Support?

WinDriver supportsiindows 98/Me/NT/2000/XP/CE/CE.NET/Seev2003,Linux,
SolarisandVxWorks. The samesourcecodewill runonall supporteglatforms.The
executableyou createwill operateon Windows 98/Me/NT/2000/XP/Sersr 2003.
Evenif your codeis meantonly for oneof theseoperatingsystemsusingWinDriver
will give you theflexibility to move your driver to anotheroperatingsystenwithout
needingto changeyour code.

1.8 Limitations of the Differ ent Evaluation Versions

All the evaluationversionsof WinDriver arefull featured.No functionsarelimited or
crippledin any way. The evaluationversionof WinDriver variesfrom the registered
versionin thefollowing ways:

« Eachtime WinDriveris activated,anUn-registered messageppears.

« Whenusingthe DriverWzard, a dialog box with a messagestatingthatan
evaluationversionis beingrun appear®n every interactionwith the hardware.

* In the Linux, Solaris, VxWorks and CE versions,the driver will remain
operationafor 60 minutes afterwhichtime it mustberestarted.

« TheWindows evaluationversionexpires30 daysfrom the dateof installation.

For moredetailspleaseaeferto appendixC.

1.9 How Dol Develop My Driver with WinDri ver?
1.9.1 On Windows 98/Me/NT/2000/XP/Sever 2003,Linux and
Solaris

1. StartDriverWizard. Referto Chapter5 for details.
2. Diagnoseyour device usingDriverWizard.

3. Let DriverWizardgenerateskeletalcodefor your driver.
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4. Modify thecodegeneratedby DriverWizardto suit your applications needs.
5. Runanddelugyourdriverin usermode.

6. If yourcodecontaingperformance-criticadectionsjmprove their performance.
SeeChapterl0for details.

NOTE:

The codegeneratedby DriverWzardis in facta diagnosticgprogramthatcontains
functionsthat read and write to ary resourcedetectedor defined(including
custom-definedegisters),enablesyour card’s interrupts,listensto them, access
USB pipesandmore.

1.9.2 On Windows CE

. Plugyour hardwareinto a Windows hostmachine.

. ActivateVisual C++ for CE onthe hostmachine.

. Diagnoseyour hardwareusingDriver\Wizard.

. Let DriverWizardgenerate/our driver’s skeletalcode.

. Modify this codeusingVisual C++to meetyour specificneeds.

[©2 NS T - O N N

. Testanddelug your codeandhardwarefrom the CE emulationrunningon the
hostmachine.

7. If your codecontaingperformance-criticadectionsjmprove their performance.
SeeChapterl0for details.

NOTE:
ISAPNPis not supportedinderWindows CE.

TIP

If you cannotplug your hardware into your NT machine,you may still use
DriverWizard by manuallyenteringall your resourcesnto it. Let Driver\Wizard
generatg/our codeandthentestit onyour hardwareusinga serialconnection After
verifying thatthe generateadodeworks properly modify it to meetyour specific
needs. You may alsouse(or combine)ary of the samplefiles for your driver’'s
skeletalcode.
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1.9.3 On VxWorks

1. Plugyour hardwareinto a Windows hostmachine.

2. Diagnoseyour hardwareusingDriver\Wizardfor Windows. Referto Chapters
for details.

3. Let DriverWizardgenerateyour driver's skeletalcodeandprojectmalefile for
Tornado.

4. Movethe codeto your tornadoenvironmentandcompileit.

5. Modify this codeusingtornadodevelopmentervironment,or ary other32-bit
developmentervironment,to meetyour specificneeds.

1.10 What Doesthe WinDri ver Toolkit Include?

* A printedversionof this manual
« Two monthsof freetechnicalsupport(Phone/Bx/Email)
e WinDrivermodules
e TheWinDriverCD
— Utilities
— ChipsetsupportAPls
— Sampléfiles

1.10.1 WinDriver Modules

« WinDriver (WinDri ver\include) —thegenerapurposehardwareaccessoolkit.
Themainfiles hereare:

— windrvr.h: the WinDriver API, datastructuresandconstantaredefined
in this headefile.

— wdu_lib.h: containsdefinitionsof the USB usermodelogic interface.

— windrvr_int_thr ead.ht containsdefinitions of interrupt wrapper
functionsto simplify interrupthandling.



WinDriver v6.20 Users Guide 29

windrvr_events.h containsfunctionsto implementeventhandlingand
PnPnotifications.

wdlib.h: containsAPI definitionsof the USB HID extendedsupport.
utils.h: OSspecificimplementatiorof threadsandevents.

status_strings.h errorstringsconversionfrom numericalreturnvalue.

* DriverWizard (Start Menu | Programs | WinDri ver | DriverWizard) — a
graphicattool thatdiagnoseyour hardwareandenables/ou to easilygenerate
codefor your driver (referto Chapters for details).

» Graphical Debugger (Start Menu | Programs | WinDri ver | Debug
Monitor ) — a graphicaldehuggingtool that collectsinformationaboutyour
driver asit runs; on Linux, Solaris, WinCE and VxWorks you canusethe
consoleversionof this program(referto Chapter7 for details).

» WinDriver distribution packaggWinDri ver\redist) — thefiles you includein
thedriver distributionto customers.

* WinDriver KernelPlugin (WinDri ver\kerplug) —thefiles andsampleseeded
to createa KernelPluginfor WinDriver.

» This manual(Start Menu | Programs | WinDri ver) — the full WinDriver
manual(this documentjn PDF Windows Help andHTML formats.

1.10.2 Utilities

* PCI_SCAN.EXE (\WinDri ver\util\pci_scan.exg — usedto obtainalist of the
PCl cardsinstalledandtheresourcesllocatedfor eachof them.

* PCI_DUMP.EXE (\WinDri ver\uti\pci_dump.exe) — usedto obtaina dump
of all the PCI configuratiorregistersof the PCl cardsinstalled.

* USB_DIAG.EXE (\WinDri ver\utihusb_diag.exe —providesalist of theUSB
devicesinstalledandidentifiestheresourcesllocatedfor eachoneof themand
theresourcesisedto accesshem.

The CE version includes:
* \REDIST\... \X86EMU\WINDRVR_CE_EMU.DLL: DLL that

communicatesvith the WinDriver kernel—forthe x86 HPC emulationmode
of Windows CE.
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\REDIST\... \X86EMU\WINDR VR_CE_EMU.LIB: animportlibrary that
is usedto link with WinDriver applicationghatarecompiledfor the x86 HPC
emulationmodeof Windows CE.

1.10.3 WinDriver’'s SpecificChipset Support

Theseare APIs thatsupportthe major PCl bridgechipsetsand USB Controllers,for
evenfastercodedevelopment Amongothersenhancedupportis includedfor:

WinDriver PLX APIs (for the 9030,9050,9052,9054,9060,9080,9056and
9656 PCl bridges)- undertherespectie directory, e.g.,WinDri ver\plx\9050.

WinDriver Marvell APIs (for the Marvell GT64 PCI bridges) —
WinDri ver\marvell\gt64.

WinDriver AMCC APIs (for the AMCC S5933 PCI bridges) —
WinDri ver\amcc.

WinDriver ALTERA (for Altera PCl cores)} WinDri ver\altera.

WinDriver QuickLogic APIs (for the QuickLogic PCI bridges)—
WinDri ver\QuickLogic.

WinDriver CypressAPIs (for the CypressEZ-USB controllers) —
WinDri ver\cypress

WinDriver STMicroelectronicsAPIs (for the ST7 and ST9 chips) —
WinDri ver\st.

WinDriver Texas InstrumentsAPIs (for the TUSB3410, TUSB3210,
TUSB2136,TUSB5052chips)— WinDri veriti.

Eachof thedirectoriesabove includesthefollowing subdirectories:

\lib —the specialchipsetAPI for the enhancedupportchip, written usingthe
WinDriver API.

\xxx_diag - a samplediagnosticsapplication,which waswritten usingthe
speciallibrary functionsavailablefor the chipsets;This applicationcanbe
compiledandexecutedas-is(xxx_diagi.e., p9054_diagc for the PLX 9054
chip).

Referto Chapter8 for details.
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1.10.4 Samples

Hereyou will find the sourcecodefor the utilities listed earlier alongwith other
sampleghatdemonstratédow to performthe variousdriver tasks. Find the sample
closesto thedriveryouneedanduseit to jump-startyourdriverdevelopmeniprocess:

* WinDriversamplegWinDri ver\sampleg — sampleghatdemonstratelifferent
commondrivers.

* WinDriver
for PLX/Altera/Manell/AMCC/QuickLogic/Cypress/STMicroelectras/TI
samples
(e.g.,WinDriver\PLX\p9054 _diagor WinDri ver\Cypress\lulk_sampleetc.)
— sourcecodeof the diagnosticsapplicationsfor the specificchipsetsthat
WinDriver supports.

1.11 Canl Distrib ute the Driver Createdwith
WinDri ver?

Yes. WinDriveris purchasedsa developmentoolkit, andary device driver created
usingWinDriver may be distributedroyalty freein asmary copiesasyou wish. See
thelicenseagreemen{WinDri ver\docs\license.txX} for moredetails.

1.12 lIdentifying the Right Tool for Your Development

Jungoofferstwo driver developmentroducts:WinDriverandKernelDriver.

WinDriver is designedor monolithic type usermodedrivers. It enablesyou to
accesyour hardwaredirectly from within your usermodeapplication without
writing a kernel-modedevice driver. Using WinDriver you caneitheraccess
your hardwaredirectly from your application(in usermode)or write a DLL
thatyou cancall from mary differentapplications.

In addition, WinDriver providesa completesolutionfor high-performance
drivers. Using WinDriver’s KernelPlugln,you candropyour usermodecode
into the kernelandreachfull kernel-modeperformance.
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A driver createdwith WinDriver runson Windows 98/Me/NT/2000/XP/Sersr
2003, Linux, Solaris, VxWorks and Windows CE/CE.NET Typically, a
developerwithout any previousdriver knowledgecangetadriver runningin a
matterof a few hours(comparedo severalweekswith a kernel-modedriver).

KernelDriver is intendedfor creatingstandardperatingsysteminternaldrivers
that requirehardwareaccessandthat mustcommunicatewith the operating
systemor mustbeimplementedn thekernel.

A driver created with KernelDriver can run on Windows
98/Me/NT/2000/XP/Serer 2003. KernelDriver dramaticallysimplifiesthe
difficult taskof creatingkernel-modedevice drivers,by providing a hardware
acces#\PI in thekernelmode whichis portableacrosshesupportedperating
systems.



Chapter 2

UnderstandingDeviceDrivers

This chapterprovidesyou with a geneal introductionto device drivers and takes
you throughthe structural elementsof a device driver.

2.1 Device Driver Overview

Device driversarethe software segmentsthat provides an interfacebetweenthe
operatingsystemandthe specifichardware devices suchasterminals,disks, tape
drives,video cardsandnetwork media. The device driver bringsthe device into and
out of service setshardwareparameterin thedevice, transmitsdatafrom the kernel
to the device, recevesdatafrom the device and passest backto the kernel,and
handleglevice errors.

A driver actslike a translatobetweenthe device andprogramshat usethe device.
Eachdevice hasits own setof specializedcommandghatonly its driver knows. In
contrast,most programsaccesdevices by using genericcommands.The driver,
therefore acceptgenericcommandg$rom a programandthentranslategheminto
specializeccommandgor thedevice.

33
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2.2 Classificationof Drivers According to
Functionality

Thereare numeroudriver types,differing in their functionality. This subsection
briefly describeshreeof the mostcommondrivertypes.

2.2.1 Monolithic Drivers

Monolithic driversare device driversthat embodyall the functionality neededo
supporta hardwaredevice. A monolithic driver is accessedby one or moreuser
applicationsanddirectly drivesa hardwaredevice. The driver communicatesvith
the applicationthroughl/O controlcommandgIOCTLs) anddrivesthe hardware
usingcallsto thedifferentDDK, ETK, DDI/DKI functions.

Application

A Uszer Mode

h 4 Kernel Mode

Figure2.1: Monolithic Drivers

Monolithic driversare supportedn all operatingsystemsncluding all Windows
platformsandall Unix platforms.
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2.2.2 LayeredDrivers

Layereddriversare device driversthat are part of a stackof device driversthat
togetherprocessan I/O request. An exampleof a layereddriver is a driver that
interceptscallsto thedisk andencrypts/decryptall databeingtransferredo/fromthe
disk. In this example,a driver would be hooked on to the top of the existing driver
andwould only do the encryption/decryption.

Layereddriversaresometimeslsoknown asfilter drivers,andaresupportedn all
operatingsystemsncluding all Windows platformsandall Unix platforms.

Application
[y User Mode
* Eernel Mode
Layered
Driver

Driver

{

oW

L

Figure2.2: LayeredDrivers

2.2.3 Miniport Drivers

A Miniport driver is anadd-onto a classdriver that supportsminiport drivers. It is
usedsothe miniport driver doesnot have to implementall of the functionsrequired
of adriverfor thatclass.Theclassdriver providesthebasicclassfunctionalityfor the
miniport driver.

A classdriveris a driver that supportsa groupof devicesof commonfunctionality;
suchasall HID devicesor all network devices.

Miniport driversarealsocalledminiclassdriversor minidrivers,andaresupportedn
theWindows NT (or 2000)family, namelyWindows NT/2000/XPandSener 2003.

Windows NT/2000/XP/Serer 2003provide several driver classegcalledports)that
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Application

User Mode

Kemel Mode

Figure2.3: Miniport Drivers

handlethe commonfunctionality of their class.lt is thenup to the userto addonly
thefunctionalitythathasto do with theinnerworkingsof the specifichardware.

The NDIS miniport driver is one exampleof sucha driver. The NDIS miniport
frameawork is usedto createnetwork driversthathook up to NT’'s communication
stacks,and are thereforeaccessibleéo commoncommunicationcalls usedby
applicationsTheWindows NT kernelprovidesdriversfor thevariouscommunication
stacksand othercodethatis commonto communicatiorcards. Due to the NDIS
framework, the network carddeveloperdoesnot have to write all of this code,only
the codethatis specificto the network cardheis developing.

2.3 Classificationof Drivers According to Operating
Systems

2.3.1 WDM Dirivers

WDM (Windows Driver Model) driversarekernel-modedriverswithin the Windows
NT and Windows 98 operatingsystemfamilies. Windows NT family includes
Windows NT/2000/XP/Serer 2003,andWindows 98 family includesWindows 98
andWindows Me.

WDM works by channelingsomeof thework of thedevice driverinto portionsof the
codethatareintegratedinto the operatingsystem.Theseportionsof codehandleall
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of thelow-level buffer managemenincluding DMA andPlugandPlay (Pnp)device
enumeration.

WDM driversarePnPdriversthat supportpower managemernprotocols,andinclude
monolithicdrivers,layereddriversandminiport drivers.

2.3.2 VxD Drivers

VxD driversare Windows 95/98/Me Virtual Device Drivers, often called VxDs
becausehe filenamesend with the .vxd extension. VXD drivers are typically
monolithicin nature.They provide directaccesgo hardwareandprivilegedoperating
systemfunctions.VxD driverscanbestacledor layeredin ary fashionbut thedriver
structureitself doesnotimposeary layering.

2.3.3 Unix Device Drivers

In the classicUnix driver model,devicesbelongto oneof threecateyories:character
(char)devices, block devicesand network devices. Driversthatimplementthese
devicesarecorrespondinglknown aschardrivers,block driversor network drivers.
UnderUnix, driversarecodeunitslinkedinto thekernelthatrunin privilegedkernel
mode. Generally driver coderunson behalfof a usermodeapplication. Accessto
Unix driversfrom usermodeapplicationss provided via the file system.In other
words,devicesappeato theapplicationsasspecialdevice files thatcanbe opened.

Unix device driversareeitherlayeredor monolithicdrivers. A monolithicdriver can
be percevedasaone-layelayereddriver.

2.3.4 Linux Device Drivers

Linux device driversarebasedon the classicUnix device driver model. In addition,
Linux introducessomenew characteristics.

UnderLinux, ablock device canbe accessetlk e a charactedevice, asin Unix, but
alsohasa block-orientednterfacethatis invisible to the useror application.

Traditionally, underUnix, device driversarelinkedwith thekernel,andthe systemis
broughtdown andrestartedafterinstallinganew driver. Linux introducesheconcept
of a dynamicallyloadabledriver calleda module. Linux modulescanbeloadedor
removeddynamicallywithout requiringthe systemto be shutdown. A Linux driver
canbewritten sothatit is staticallylinked or written in a modularform thatallows
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it to be dynamicallyloaded.This makesLinux memoryusagevery efficient because
modulescanbewrittento probefor their own hardwareandunloadthemselesif they
cannoffind the hardwarethey arelooking for.

Like Unix device drivers, Linux device driversare either layeredor monolithic
drivers.

2.3.5 Solaris Device Drivers

Solarisdevice driversarealsobasedon the classicUnix device driver model. Like
Linux drivers, Solarisdrivers may be either statically linked with the kernelor
dynamicallyloadedandremovedfrom thekernel.

Like Unix andLinux device drivers, Solarisdevice driversare eitherlayeredor
monolithicdrivers.

2.4 The Entry Point of the Driver

Every device driver musthave onemainentry point, like themai n() functionin a
C consoleapplication.This entrypointis calledDr i ver Ent r y() in Windows and
i ni t_nodul e() in Linux. Whenthe operatingsystemoadsthe device driver, this
driverentryprocedures called.

Thereis someglobalinitialization thatevery driver needgo performonly oncewhen
it is loadedfor thefirst time. This globalinitialization is the responsibilityof the
DriverEntry()/i nit_mnodul e() routine. The entry function alsoregisters
which driver callbackswill be calledby the operatingsystem.Thesedriver callbacks
are operatingsystemrequestdor servicesfrom the driver. In Windows, these
callbacksare calleddispatd routines andin Linux they arecalledfile opemtions
Eachregisteredcallbackis calledby the operatingsystemasa resultof somecriteria,
suchasdisconnectiorof hardware,for example.

2.5 Associatingthe Hardware to the Driver

Operatingsystemdiffer in how they link adevice to its driver.

In Windows, thelink is performedby the INF file, which registersthe device to work
with thedriver. This associations performedbeforetheDr i ver Ent r y() routine
is called. The operatingsystemrecognizeshe device, looksup in its databasevhich
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INF file is associatedvith the device, andaccordingto the INF file, callsthedriver’s
entrypoint.

In Linux, thelink betweeradevice andits driveris definedin thei ni t _nodul e()
routine. Thei ni t _nodul e() routineincludesa callbackwhich stateswhat
hardwarethe driver is designatedo handle. The operatingsystemcalls the driver’s
entry point, basedn thedefinitionin the code.

2.6 Communicating with Drivers

A driver cancreateaninstancethusenablingan applicationto opena handleto the
driverthroughwhich the applicationcancommunicatewith it.

The applicationscommunicatevith the driversusingafile accessAPI (Application
Programinterface).Applicationsopenahandleto thedriverusingCr eat eFi | e()
call (in Windows), or open() call (in Linux) with the nameof the device as
the file name. In orderto readfrom andwrite to the device, the applicationcalls
ReadFi |l e() andWiteFil e() (in Windows),orread() ,wite() in Linux.
Sending requestsis accomplishedusing an I/O control call, called

Devi cel oControl () (in Windows), andi oct| () in Linux. In this I/O
controlcall, theapplicationspecifies:

« Thedeviceto whichthecall is made(by providing thedevice’s handle).
< An IOCTL codethatdescribesvhich functionthis device shouldperform.
« A buffer with the dataon which therequesshouldbe performed.
The IOCTL codeis a numberthat the driver andthe requestemagreeuponfor a

commontask.

Thedatapassedetweerthedriverandtheapplicationis encapsulatenhto astructure.
In Windows, this structureis calledan1/O RequesPacket (IRP), andis encapsulated
by the I/O Manager This structureis passedn to the device driver, which may
modify it andpasst down to otherdevice drivers.



Chapter 3

WinDri ver USBOverview

This chapterexploresthe basic characteristicsof the USB bus and introduces
WinDriver USB’s featuesand architecture.

3.1 Intr oductionto USB

USB (UniversalSerialBus)is anindustrystandardextensionto the PC architecture
for attachingperipheralgso the computer The UniversalSerialBus wasoriginally
developedin 1995by leadingPC andtelecommunicatioiindustrycompaniessuch
aslintel, Compag,MicrosoftandNEC. USB wasdevelopedto meetseveral needs.
Amongthemwerethe needdor aninexpensie andwidespreaadonnectvity solution
for peripheralsn generalandfor computertelephoty integrationin particular an
easy-to-usandflexible methodof reconfiguringthe PC,anda solutionfor addinga
large numberof externalperipherals.

The USB interfacemeetstheseneeds.A single USB port canbe usedto connect
up to 127 peripheraldevices. USB alsosupportsPlug andPlay installationand hot
swapping. USB 1.1 supportshothisochronousndasynchronousatatransfersand
hasdual speeddatatransfer: 1.5 Mbps (megabitsper second)for low-speedUSB
devicesand12 Mbpsfor high-speedJSB devices(muchfasterthantheoriginal serial
port). Cablesconnectingthe device to the PC canbe up to five meters(16.4 feet)
long. USBincludeshuilt-in power distribution for low power devicesandcanprovide
limited power (up to 500mA of current)to devicesattachedn the bus.

Becaus®f thesebenefits USB is enjoying broadmarket acceptancéoday

40
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USB 2.0 supportsa signallingrateof 480 Mbps, 40 timesfasterthanUSB 1.1. USB
2.0is fully forward-andbackward-compatiblevith USB 1.1 andusesexisting cables
andconnectors.

USB 2.0 supportsconnectionswith PC peripheralsthat provide expanded
functionality and require wider bandwidth. In addition, it can handlea larger
numberof peripheralsimultaneously

USB 2.0 enhanceshe users experienceof mary applicationsjncludinginteractve
gaming,broadbandnternetaccessgdesktopandWeb publishing,Internetservices
andconferencing.

3.2 WinDriver USB Benefits

« Externalconnectionmaximizingeaseof use

« Selfidentifying peripheralsupportingautomatiamnappingof functionto driver
andconfiguration

« Dynamicallyattachablendre-configurablgeripherals
« Suitablefor device bandwidthgangingfrom a few Kbpsto hundredof Mbps

» Supportgsochronougaswell asasynchronousransfertypesover the sameset
of wires

 Supportssimultaneougperationof mary devices(multiple connections)

» SupportdJSB 2.0 (Hi-Speed)devicesfor the operatingsystemghat officially
supportthis specification

« Guaranteedandwidthandlow latenciesappropriateor telepholy, audio,etc.
(isochronoudransfemmay usealmostentirebus bandwidth)

* Flexibility: supportsaawide rangeof pacletsizesandawide rangeof datarates

* Rolustness:built-in error handlingmechanismand dynamicinsertionand
removal of deviceswith no delayobsenedby theuser

e Synepgy with PCindustry

» Optimizedfor integrationin peripheralandhosthardware
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» Low-costimplementation thereforesuitablefor developmentof low-cost
peripherals
» Low-costcablesandconnectors
« Usescommoditytechnologies

* Built-in power managemeranddistribution

Specificlibrary supportfor customUSB HID devices

3.3 USBComponents

USB Host: The USB hostcomputeris wherethe USB hostcontrolleris installed
andwherethe client software/d@ice driver runs. The USB hostcontrolleris
theinterfacebetweerthe hostandthe USB peripheralsThehostis responsible
for detectingheattachmenandremoval of USB devices,managinghecontrol
anddataflow betweenthe hostandthe devices, providing power to attached
devicesandmore.

USB Hub: A USB device thatallows multiple USB devicesto attachto a single
USB port on a USB host. Hubson the backplaneof the hostsare calledroot
hubs.Otherhubsarecalledexternalhubs.

USB Function: A USB device that can transmitor receve dataor control
information over the bus andthat providesa function. Compounddevices
provide multiple functionson the USB bus.

3.4 DataFlow in USB Devices

During the operationof a USB device, dataflows betweenthe client softwareand
thedevice. Thedatais transferredvia pipesthatrun betweermemorybuffers of the
softwareon the hostandendpointson thedevice.

A uniquelyidentifiableentity on a USB device, anendpointis the sourceor terminus
of the datathat flows from or to the device. EachUSB device, logical or physical,
hasa collectionof independenéndpoints Eachendpointhasthefollowing attributes:
bus accesdrequeng, bandwidthrequirementendpointnumber error handling
mechanismmaximumpaclet sizethat canbe transmittedor received, transfertype
anddirection(into or out of thedevice).
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A pipeis alogical componenthatrepresentsin associatiorbetweeranendpointon
the USB device andsoftwareon thehost.Datais movedto andfrom a device through
apipe. A pipe canbeeithera streampipe or a messag@ipe,dependingn thetype
of datatransferusedin the pipe. Streampipeshandleinterrupt,bulk andisochronous
transferswhile messag@ipessupportthe control transfertype. The differentUSB
transfertypesarediscussedbelow:

Endpoints
B S ——————
. e —————
________________ Memory Hosts
USB P Buffers

Device \|_ _____
e —————— P

N

A

A
A
A
AY
A
AY .
v Data Pipes/
~ T Data Transfer

Figure3.1: USB Endpoints

3.5 USBData Exchange

The USB standardsupportswo kinds of dataexchangebetweera hostanda device:
functionaldataexchangeandcontrolexchange.

Functional data exchange is usedto move datato andfrom thedevice. Thereare
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threetypesof datatransfers:bulk transfersjnterrupttransfersandisochronous
transfers.

Control exchange is usedto configurea device whenit is first attachedaindcanalso
be usedfor otherdevice-specificpurposesincluding control of otherpipeson
the device. Controlexchangeakesplacevia a control pipe, mainly the default
Pipe0, which alwaysexists. The controltransferconsistsof a setupstage(in
which a setuppacletis sentfrom the hostto thedevice), anoptionaldatastage
anda statusstage.

More informationon how to implementthe controltransferby sendingsetuppaclets
canbefoundin Chapter9, which dealswith WinDriverimplementatiorissues.

Thescreershotbelown depictsa USB device with onebidirectionalcontrolandthree
functionaldatatransferpipes/endpoints:

m Driver Wizard - =
File Edit “iew Hesources Build Tools ‘window Help

B mlm| =] 4] 2]

Log S [=]
Resources =

Fipes |

TlEwy |

Pipe Name Pipe Type Fipe info -
¥4 Fipe0n Control direction: in & out, pac e 8 Edit |
o Fipedl Bulk. direction: out, packet size: 64
o Fiped Bulk. direction: in, packet size: 64 Dzl |
o Fiped? Intermipt direction: in, packet zize: 2 H_eaerite o

pipe |
1] | |

Reset Pipe |

Faor Help, press F1 i

Figure3.2: USB Pipes
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3.6 USB Data Transfer Types

The USB device (function) communicatesvith the hostby transferringdatathrough
a pipe betweena memorybuffer on the hostandan endpointon the device. USB
providesfor four differenttransfertypes. A typeis selectedor a specificendpoint
accordingto the requirement®f the device andthe software. The transfertype of a
specificendpointis determinedn theendpointdescriptor

Datatransfertypesprovidedfor by the USB specificatiorareasfollows:

Control Transfer is mainly intendedto supportconfigurationcommandandstatus
operationshetweenthe software on the hostand the device. EachUSB
device hasat leastonecontrol pipe (default pipe),which providesaccesdo the
configurationstatusandcontrolinformation. Thecontrolpipeis abidirectional
pipe. Controltransferis bursty, non-periodiccommunication Controltransfer
hasarobusterrordetectionrecosery andretransmissiomechanisnandretries
are madewithout the involvementof the driver. Controltransferis usedby
low-speedandhigh-speedievices.

Isochronous Transfer is mostcommonlyusedfor time-dependeninformation,
suchas multimediastreamsand telepholy. The transferis periodicand
continuous. The isochronougipe is unidirectionaland a certainendpoint
can either transmit or receve information. Bidirectional isochronous
communicatiorrequirestwo isochronougipes,onein eachdirection. USB
guaranteesghe isochronoudransferaccesgo the USB bandwidth(thatis it
resenestherequiredamountof bytesof the USB frame)with boundedatengy
and guaranteeshe datatransferrate throughthe pipe unlessthereis less
datatransmitted.Up to 90% of the USB frame canbe allocatedto periodic
transfergisochronousandinterrupttransfers).If, during configurationthere
is not sufficient bus time available for the requesteisochronougipe, the
configurationis not established.Sincetimelinessis more importantthan
correctnesi thesetypesof transfersno retriesaremadein caseof errorin the
datatransfer However, the datarecever candeterminethatanerror occurred
onthebus. Isochronoudransfercanbe usedonly by high-speedievices.

Interrupt Transfer is intendedfor devicesthatsendandreceve smallamountsof
datainfrequentlyor in anasynchronoutime frame. An interrupttransfertype
guaranteesa maximumserviceperiodandathatdelivery will bere-attempted
in the next periodif thereis anerroron the bus. The interruptpipe, like the
isochronougipe, is unidirectional. The bus accesgime period(1-255msfor
high-speedievicesand 10-255msfor low-speeddevices)is specifiedby the
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endpointof theinterruptpipe. Althoughthe hostandthe device canonly count
on thetime periodspecifiedby the endpoint.the systemcanprovide a shorter
period(upto 1 ms).

Bulk Transfer is non-periodiclarge paclet, bursty communication Bulk transfer
typically supportsdevicesthattransferlarge amountsof non-timesensitie
data,andthatcanuseary availablebandwidth,suchasprintersandscanners.
Bulk transferallows accesgo the bus on an "as-available" basis,guarantees
the datatransferbut not the latengy, and providesan error checkmechanism
with retriesattempts.If partof the USB bandwidthis not beingusedfor other
transfersthe systemwill useit for bulk transfer Lik e the otherstreampipes
(isochronousandinterrupt),the bulk pipeis alsounidirectional.Bulk transfer
canonly beusedby high-speedlevices.

3.7 USB Configuration

Beforethe USB function (or functions,in a compounddevice) canbe operated,
the device mustbe configured. The host doesthe configuringby acquiringthe
configurationinformationfrom the USB device. USB devicesreporttheir attributes
by descriptors. A descriptoris the definedstructureandformatin which the datais
transferred A completedescriptionof the USB descriptorganbefoundin Chapterd
of the USB Specificationseeht t p: / / www. ush. or g for thefull specification).

It is bestto view the USB descriptorsasa hierarchicalkstructurewith four levels:

» TheDevicelevel
» The Configuratiorlevel

» Thelnterfacelevel (thislevel mayincludeanoptionalsub-level calledalternate
settings)

* TheEndpointlevel
Thereis only onedevice descriptoffor eachUSB device. Eachdevice hasoneor more

configurationseachconfigurationhasoneor moreinterfaces andeachinterfacehas
zeroor moreendpoints.

Device Level: Thedevice descriptorincludesgeneralinformationaboutthe USB
device, thatis, globalinformationfor all of the device configurations.The
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device descriptoiidentifies,amongotherthings,the device class(HID device,
hub, locatordevice, etc.), subclassprotocolcode,vendorID, device ID and
more.EachUSB device hasonedevice descriptor

Configuration Level: A USB device hasone or more configurationdescriptors.
Eachdescriptolidentifiesthe numberof interfacesgroupedn the configuration
andthe power attributesof the configuration(suchas self-povered,remote
wakeup, maximumpower consumptiorandmore). Only one configuration
canbeloadedat a giventime. For example,anISDN adaptemight have two
differentconfigurationspnethatpresentst with a singleinterfaceof 128 Kbps
andasecondhatpresentst with two interfacesof 64 Kbpseach.

Interface Level: Theinterfaceis a relatedsetof endpointsthat presenta specific
functionalityor featureof thedevice. Eachinterfacemayoperaténdependently
The interfacedescriptordescribeghe numberof the interface,the numberof
endpointsusedby this interfaceandthe interface-specificlass,subclasand
protocolvalueswhenthe interfaceoperatesndependently In addition, an
interfacemay have alternatesettings.The alternatesettingsallow theendpoints
or their characteristicso be variedafterthedevice is configured.

Endpoint Level: The lowestlevel is the endpointdescriptorthat providesthe
hostwith information regardingthe datatransfertype of the endpointand
the bandwidthof eachendpoint(the maximumpacket size of the specific
endpoint).For isochronougndpointsthis valueis usedto resene the bustime
requiredfor the datatransfer Otherattributesof the endpointsaretheir bus
accesdgrequeng, their endpointnumber their error handlingmechanismand
their direction.

SeemgomplicatedNot atall!l WinDriverautomateshe USB configurationprocess.
The includedDriverWizard and USB diagnosticsapplicationscanthe USB bus,
detectall USB devicesandtheir configurationsjnterfaces settingsand endpoints,
and enablethe developerto pick the desiredconfigurationbeforestartingdriver
development.

WinDriver identifies the endpointtransfertype as determinedin the endpoint
descriptor Thedriver createdwith WinDriver containsall configurationinformation
acquiredatthis early stage.
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3.8 WinDriver USB

WinDriver USB enablesdevelopersto quickly develop high-performancelrivers
for USB-basedlevices,without having to learnthe USB specificationor the OS
internals.Using WinDriver USB, developerscancreateUSB driverswithout having
to usethe DDK, andwithout having to be familiar with Microsoft's WDM (Win32
Driver Module).

Thedriver codedevelopedwith WinDriver USBis binary compatiblewith Windows
98, Windows Me, Windows 2000,Windows XP andWindows Sener 2003.

The sourcecodewill be codecompatiblewith all otheroperatingsystemsupported
by WinDriver USB, including Linux and Windows CE. For an up-to-datelist of
operatingsystemssupportedoy WinDriver USB, pleasevisit Jungos web site at:
http://ww. jungo.com

WinDriver USB encapsulatethe USB specificationand architectureetting you
focuson your applicationlogic. WinDriver USB featuresDriverWizard, with which
you candetectyour hardware,configureit andtestit beforewriting a singleline of
code. DriverWizardfirst leadsyou throughthe configurationprocedurewhereyou
canchooseahedesiredconfigurationjnterfaceandalternatesettingthrougha friendly
graphicaluserinterface. After detectingandconfiguringyour USB device, you can
thentestit, listento pipes,write andreadpacketsandensurethatall your hardware
resourcegunctionasexpected.WinDriver USB is a generictool kit thatsupportsall
USB devicesfrom all vendorsandwith all typesof configurations.

After your hardwareis diagnosedDriverWzardautomaticallygenerategour device
driver sourcecodein C, Delphior Visual Basic. WinDriver USB providesusermode
APIs to your hardware, which you can call from within your application. The
WinDriver USB API is specificto your USB device and includesUSB-unique
operationsuchasreset-pipeandreset-deice. Along with thedevice API, WinDriver
USB createsa diagnosticaapplicationwhich just needso be compiledandrun. You
canusethis applicationasyour skeletaldriverto jump-startyour developmentycle.
If youarea VB or a Delphiprogrammeryou will find thatthe WinDriver USB API
is alsosupportedn VB andDelphi, giving you everythingyou needto developyour
driverin VB andDelphi.

DriverWizard alsoautomateshe creationof an INF file, if needed An INF file is a
text file usedby the PlugandPlay mechanismsf Windows 98/Me/2000/XP/Sersr
2003to load the driver for a newly installed pieceof hardware or to replacean
existing driver. The INF file includesall necessarynformationaboutthe device(s)
andthefilesto beinstalled.INF files arerequiredfor piecesof hardwarethatidentify
themseles,suchasUSB andPCI. In somecasestheINF file of your specificdevice


http://www.jungo.com

WinDriver v6.20 Users Guide 49

is includedin the INF files thatareshippedwith the operatingsystem.In othercases,
youwill needto createanINF file for your device. WinDriver automateshis process
for you. More informationon how to createyour own INF file with DriverWizardcan
be foundin Chapters, which explainsthe DriverWizard. Instructionsfor installing
INF files canbefoundin Chapterl4, whichillustrateshow to distributeyour driver.

With WinDriver USB, all developmentis donein usermode, using familiar
developmentand deluggingtools and your favorite compiler (suchas MSDEYV,
Visual C/C++,BorlandDelphi, BorlandC++ or Visual Basic).
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3.9 WinDriver USB Architecture
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Figure 3.3: WinDriver USB Architecture

To accesgyourhardware,yourapplicatiormakescallsto theWinDriverkernelmodule
usingfunctionsfrom the WinDriver USB API. . The high-level functionsmake use
of thelow-level functions,which uselOCTLs to enablecommunicatiorbetweerthe
WinDriver kernelmoduleandyour usekmodeapplication. The WinDriver kernel
moduleaccessegour USB device resourceshroughthe native operatingsystem
calls.

Therearetwo layersresponsibldor abstractinghe USB device to the USB device
driver. The upperoneis the USB Driver layer (including the USB Driver (USBD)
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andUSB Hub Driver) andthe lower oneis the Host ControllerDriver layer (HCD).

The division of dutiesbetweerthe HCD andUSBD is not defined,andis operating
systemdependentBoth HCD andUSBD aresoftwareinterfacesandcomponent®f
the operatingsystemwherethe HCD layerrepresenta lower level of abstraction.

The HCD is the software layer that provides an abstractiorof the hostcontroller
hardwarewhile the USBD providesan abstractiorof the USB device andthe data
transferbetweerthe hostsoftwareandthe function of the USB device.

The USBD communicatesvith its clients (the specificdevice driver for example)
throughthe USB Driver Interface.At thelower level, the USBD andUSB Hub Driver
implementthe hardwareaccessanddatatransferby communicatingvith the HCD
usingthehostcontrollerdriver interface.

The USB Hub Driver is responsiblefor identifying the addition and removal of
devicesfrom aparticularhub OncetheHub Driverrecevesasignalthatadevice was
attachedr detachedit usesadditionalhostsoftwareandthe USB driverto recognize
andconfigurethe device. The softwareimplementingthe configurationcaninclude
thehubdriver, thedevice driver andothersoftware.

WinDriver USB abstractsthe configurationprocedureand hardware access
describedaborve for the developer With WinDriver USB API, developerscan
do all the hardware-relatedbperationsvithout having to masterthe lower levels of
implementingtheseactiities.

3.10 Which DriversCan | Write with WinDri ver
UusB?

Almost all monolithicdrivers(driversthatneedto accesspecificUSB devices)can
bewritten with WinDriver USB. In caseswvherea standardiriver needso bewritten,
e.g., NDIS driver, SCSldriver, Display driver, USB to Serial port drivers,USB
layereddrivers,etc.,useKernelDriver USB (alsofrom Jungo).

For quicker developmenttime, selectWinDriver USB over KernelDriver USB
wherever possible.
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3.11 WinDriver Extensionfor CustomUSBHID
Devices

WinDriver hasa new featureto supportthe developmentof driversfor customUSB
HID devices. This extensionprovidesuserlevel librariesand DLLs thatenablethe
applicationdeveloperto accessis customUSB HID device without needingto write
device driversat all. The WinDriver extensionfor customUSB HID devicesuses
the standardJSB HID classdriversthatare partof the operatingsystem providing
developerswith an easy-to-useAPI and significantly shorteningthe amountof
time neededo develop supportfor customHID USB devices. BecauseNinDriver
extensionfor customUSB HID devicesexploits the standardHID supportprovided
with the operatingsystem,no kernel-level driver needbe developed,resultingin
hassldreedistribution andmaintenancef your application.

Thereare several differencesbetweenwinDriver extensionfor customUSB HID
devicesandclassicWinDriver:

e UsermodeDLL vs.kernel-modariver

DifferentAPl (WDL_ vs.WD_)

Usageof HID classdrivervs. usageof customwWinDriver USB driver

Distributionissuegwdlib.dll vs.windrvr6.sys)

TheWnDriver extensionfor customUSBHID devicesusesa userlevel DLL to
provide supportfor HID. Throughoutthis manual,certain sectionsmay differ
betweerclassicWinDriver and the WinDriver extensionfor customUSBHID
devices. If you are developingusing the WinDriver extensionfor customUSB HID
devices,be sure to referto the sectionsdirectedat that product.



Chapter4

Installing WinDri ver

This chaptertakes you through the WinDriver installation process.and showsyou
how to verify that your WInDriver is properly installed. Thelast sectiondiscusses
the uninstall proceduke.

4.1 SystemRequirements

4.1.1 For Windows 98/Me

* An x86 processor

» Any 32-bitdevelopmenternvironmentsupportingC, VB or Delphi

4.1.2 For Windows NT/2000/XP/Sewer 2003

* An x86 processor
» Any 32-bitdevelopmentervironmentsupportingC, VB or Delphi

* Windows NT: ServicePack3 or higher(ServicePack6 is recommended)

53
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4.1.3 For Windows CE

« An x86 Windows CE targetplatform
or

A MIPS/ ARM Windows CE target platform. This optionis available for
Windows CE 4.x ((NET)

« Windows NT/2000/XP/Serer2003hostdevelopmentplatform

+ MicrosofteMbeddedVisual C++ with a correspondingarget SDK
or

Microsoft PlatformBuilder with correspondind3SP (Board SupportPackage)
for thetargetplatform

4.1.4 For Linux

e Linux 2.2,2.40r 2.6
¢ An x86 processor

* A GCCcompilerfor WinDriverinstallationandfor KernelPlugin

NOTE:
The GCC compilermustbethe sameversionasthe runningkernel

* Any 32-bit developmentervironmentsupportingC (suchas GCC) for user
mode

4.1.5 For Solaris

Solaris8.0/9.0

64-bit or 32-bitkernelon SFARC platform
or
32-bitkernelon x86 platform

Any developmenternvironmentsupportingC (suchasGCC)

WinDriver5.22is still providedfor Solaris2.6/7.032-bit kernelon Intel x86
platform.



WinDriver v6.20 Users Guide 55

NOTE:

If you have chosena developmenternvironment other than GCC, make

sure libgcc is installed on your computer You may download it from
http://ww. sunfreeware. com

Setthe LD _LIBRARY_PATH to thelocationof your libgcc, a probablelocation
would be:

LD_LIBRARY_PATH= /usr/local/lib:/usr/local/lib/sparcv9

4.1.6 For VxWorks

* VxWorks5.4

« Windows hostdevelopmentplatform

» Tornado2.0IDE

» TarmgetPlatformrunninga processothathasa BSP (Board SupportPackage)

compatiblewith thelist of CPU/BSPcombinationsupportedy DriverBuilder

For an up-to-date list see:
http://ww. jungo. com db- vxwor ks. ht m #pl at f or s

For informationon BSPcompatibility, pleasecontactyour nearestVindRiver
Systemssupportrepresentatie.

4.2 WinDriver Installation Process

The WinDriver CD containsall versionsof WinDriver for all the different
operatingsystems. The CD’s root directory containsthe Windows 98/Me and
NT/2000/XP/Serer2003version. Thiswill automaticallybegin whenyou insertthe
CD into your CD drive. Theotherversionsof WinDriverarelocatedin subdirectories,
i.e.,\Linux, \Wince andsoon.

4.2.1 WinDriver Installation Instructions for Windows 98, Me,
NT, 2000,XP and Sewer 2003

NOTE:

You musthave administratve privilegesin orderto install WinDriver on Windows
98, Me, NT, 2000,XP andSener2003.
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. InserttheWinDriver CD into your CD-ROM drive.

(Wheninstalling WinDriver by downloadingit from Jungos web site instead
of using the WinDriver CD, doubleclick the downloadedWinDriver file
(WDxxx.EXE) in your downloaddirectory andgo to Step3).

. Wait a few secondsuntil the installationprogramstartsautomatically If for

somereasorit doesnot startautomaticallydouble-clickthe file WDxxx.EXE
(wherexxx is theversionnumber)andclick thelnstall WinDri ver button.

. Readthelicenseagreementarefully, andclick Yesif you accepfts terms.
. Choosehedestinatioriocationin which to install WinDriver.

. In the Setup Type screenchooseoneof the following:

 Typical —to install all WinDriver modules(genericWinDriver toolkit +
specificchipsetAPIs)

» Compact—to install only the genericWinDrivertoolkit

» Custom — to choosewhich modulesof WinDriver to install; you may
choosewhich APIswill beinstalled

. After theinstallerfinishescopying the requiredfiles, choosewhetherto view

the quick-startguides.

. Youwill be promptedo rebootyour computer

The following stepsare for registered usersonly:

In orderto registeryour copy of WinDriverwith thelicenseyou recevedfrom Jungo,
follow the stepsbelow:

1. Activate DriverWizard GUI (Start | Programs | WinDri ver |

DriverWizard).

2. Selectthe Register WinDri ver option from the File menuandinsertthe

licensestringyou recevvedfrom Jungo.Click the Activate Licensebutton.

3. To actvate sourcecodeyou developedduring the evaluationperiod, please

referto WD _Li cense functionreferencen SectionA.1.9.
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4.2.2 Installing WinDriver CE

Installing WinDriver CE when Building New CE-basedPlatforms

The following instructionsapply to platform developerswho build WinCE kernel
imagesusingWindows CE PlatformBuilder:

NOTE:

We recommendhat you read Microsoft's documentatiorand understandhe
Windows CE and device driver integration procedurebeforeyou performthe
installation.

1. RunMicrosoft Platform Builder andopenyour platform.
2. SelectOpen Build ReleaseDir ectory from the Build menu.

3. Copy the WinDriver CE kernelfile
\WinDri ver\redistn TARGET_CPU\windr vr6.dll
tothe%_ FLATRELEASEDIR% subdirectoryonyourdevelopmenplatform
(shouldbethe currentdirectoryin the nev commandvindow).

4. Appendthecontentsof thefile
\WinDri ver\samples\wince_instal\PRRJECT_WD.REG
to thefile PROJECT.REG in the%_ FLATRELEASEDIR% subdirectory

NOTE:

On non-x86platforms,for PCl only: make sureyou copy the lines specified
for PClfrom PROJECT_WD.REG to PROJECT.REG, afterremoving the
commenimarks,andinsertingthe cardspecificinformation.

5. Appendthe contentf thefile
\WinDri ver\samples\wince_instal\PROJECT_WD.BIB
to thefile PROJECT.BIB in the%_ FLATRELEASEDIR% subdirectory

This stepis only necessanif you want the WinDriver CE kernel file
(windrvr6.dll) to be a permanenpart of the Windows CE image(NK.BIN ).
This would bethe caseif you weretransferringthefile to your targetplatform
usinga floppy disk. If you preferto have the file windrvr6.dll loadedon
demandvia the CESH/PPSHservicesyou neednot carry out this stepuntil
you build a permanenkernel.

6. SelectMake Image from the Build menuandnamethe new imageNK.BIN .
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7. Downloadyour new kernelto the target platform andinitialize it eitherby
selectingDownload/Initialize from the Target menuor by usinga floppy disk.

8. Restartyour target CE platform. The WinDriver CE kernelwill automatically
load.

9. Compile andrun the sampleprogramsto make surethat WinDriver CE is
loadedandis functioningcorrectly (SeeSection4.4, which describesow to
checkyourinstallation.)

Installing WinDri ver CE when Developing Applications for CE Computers

Thefollowing instructionsapply to driver developerswho do not build the WinCE
kernel,but only downloadtheir drivers,built usingMicrosofteMbeddedVisual C++,
to aready-mad&\VinCE platform:

1. Insertthe WinDriver CD into your Windows hostCD drive.
2. Exit from theautoinstallation.

3. Doubleclick the Cd_setup.exdile foundin the\Wince directoryon the CD.
Thiswill copy all neededNinDriverfiles to your hostdevelopmentplatform.

4. Copy the WinDriver CE kernelfile
\WinDri ver\redisn TARGET_CPU\windr vr6.dll
to the\WINDO WS subdirectoryof your target CE computer

5. Usethe Windows CE RemoteRagistry Editor tool (ceregedt.exg or the
Poclet Registry Editor (pregedt.exé on your target CE computerto modify
your registry so that the WinDriver CE kernelis loadedappropriately The
file \WinDri ver\samples\wince_instal\PRRJECT_WD.REG containsthe
appropriatechangedo bemade.

6. Restartyour target CE computer The WinDriver CE kernelwill automatically
load. Youwill haveto doawarmresetratherthanjust suspend/resume@sethe
resetor power buttonon your target CE computer).

7. Compileandrun the sampleprogramgseeSection4.4, which describeshow
to checkyour installation)to make surethat WinDriver CE is loadedandis
functioningcorrectly
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4.2.3 WinDri ver Installation Instructions for Linux

Preparing the Systemfor Installation

In Linux, kernelmodulesmustbe compiledwith the sameheadeffiles thatthe kernel
itself wascompiledwith. SinceWinDriverinstallsthe kernelmodulewindrvr6.0, it
mustcompilewith the headeffiles of the Linux kernelduringtheinstallationprocess.

Therefore beforeyou install WinDriver for Linux, verify thatthe Linux sourcecode
andthefile versions.hareinstalledon your machine:

Install linux kernel source code

« If you have yet to install Linux, pleasechooseCustom installationwhen
performingtheinstallationandthenchooseo install the sourcecode.

« If Linux is alreadyinstalledon the machine you mustcheckto seeif the Linux
sourcecodewasinstalled. You cando this by looking for linux in the/usr/src
directory If the sourcecodeis not installed,you caneitherreinstall Linux
with the sourcecode,asdescribedabore, or you caninstall the sourcecodeby
following thesesteps:

1. Login assuperuser

2. Type:
/'$ rpm -i /<source location>/ <Linux
distributor>/RPMS/kernel-source-<v ersio n number>

(For example: to install the sourcecode from the Linux installation
CD-ROM, for RedHat7.1,type:

/'$ rpm -i  /mnt/cdrom/RedHat/RPMS/
kernel-source-2.4.2.-2.i386rpm )

TIP
If you do not have anRPM with the sourcecode,you may downloadit
from: http://rpnfind. net/!linux/RPM .

Install version.h

» Thefile version.his createdwvhenyou first compilethe Linux kernelsource
code.Somedistributionsprovide a compiledkernelwithout thefile version.h
Look under/usr/src/linux/include/linux/ to seeif you havethisfile. If youdo
not, pleaseollow thesesteps:


http://rpmfind.net/linux/RPM/
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1. Type:
/'$ make xconfig

2. Savetheconfigurationby choosingSave and Exit.

3. Type:
/'$ make dep.

Before proceedingwith theinstallation,you mustalso make surethatyou have a
linux symboliclink. If you donot, pleasecreateoneby typing:

fusr/src$ In -s <target kernel>/  linux
(For example:for Linux 2.4 kerneltype:
fusr/src$ In -s linux-2.4/ linux )
Installation

1. Insertthe WinDriver CD into your Linux machineCD drive or copy the
downloadedfile to your preferreddirectory.

2. Changdlirectoryto your preferrednstallationdirectory(your homedirectory,
for example):
/$ cd ~

3. Extractthefile WDxxxLN.tgz (wherexxx is theversionnumber):
~$ tar xvzf /<file location>/WDxxXLN.tgz
For example:

* FromaCD:

~$ tar xvzf /mnt/cdrom/LINUX/WDxxxLN.tgz
* Fromadownloadedile:

~$ tar xvzf /home/username/WDxxxLN.tgz

4. Changdlirectoryto WinDriver (this directoryis createdby tar):
~$ cd WinDriver/

5. Install WinDriver:

(@ ~/ WnDriver$ make

(b) Becomesuperuser:
~/WnDriver$ su

(c) Installthedriver:
~/ W nDriver# make install
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6. Createasymboliclink sothatyou caneasilylaunchthe DriverWizardGUI
~/WnDriver$ In -s
<full path to WinDriver>/WinDriver/wizard/wdwizard/
usr/bin/wdwizard
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. Changehereadandexecutepermission®n thefile wdwizard sothatordinary
userscanaccesshis program.

. Changeheuserandgroupids andgive read/writepermissiongo thedevicefile
/deviwindrvré dependingon how you wish to allow usersto acceshardware
throughthe device.

. You cannow startusingWinDriver to accesgyour hardwareandgenerateyour

driver code!

The following stepsare for registered usersonly

In orderto registeryour copy of WinDriverwith thelicenseyou recevedfrom Jungo,

follow the stepsbelow:

1. Activatethe DriverWizard GUI:
~/ WnDriver/w zard$ ./wdwizard

2. Selectthe Register WinDri ver option from the File menuand insertthe

licensestringyou recevedfrom Jungo.

3. Click theActivate Licensebutton.

4. Toregistersourcecodeyoudevelopedduringtheevaluationperiod,pleasaefer

toVWD_Li cense functionreferencdA.1.9].

Restricting Hardware Accesson Linux

CAUTION:
Since/dev/windrvré gives direct hardware accesso user programs,it may

compromisekernelstability on multi-userLinux systems.Pleaseestrictaccesso

the DriverWizardandthe device file /dev/windr vr6 to trustedusers.

For securityreasonsheWinDriverinstallationscriptdoesnotautomaticallyperform

the stepsof changingthe permissionson /dev/windrvré andthe DriverWizard
executablgwdwizard).
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4.2.4 WinDriver Installation Instructions for Solaris

Installationof WinDriver shouldbe performedby the systemadministratodogged
in asroot, or with root privileges,sincethe WinDriver installationprocessncludes
installationof the kernelmodulewindr vr6.

1. Insertyour CD into your SolarismachineCD drive or copy thedownloadedile
to your preferreddirectory

2. Changedirectoryto preferredinstallationdirectory (your homedirectory for
example):
/$ cd ~

3. Copy thefile WDxxxSLS.tgz to the currentdirectory(here’xxx’ standgor the
versionnumber—500,for example):
~$ cp /home/username  /WDxxxSLS.tgz /

4. Extractthefile:
~$ gunzip -c WDxxxSLS.tgz | tar xvf -

5. Changdirectoryto WinDriver.

6. Install WinDriver:
The installationrequiresyou to determineon which PCI cardyou will be
working, by definingthe device’s VendorID and Device ID (hexadecimal
values).Therearetwo differentwaysto do this andinstall thedriver:

» Modify theinstallationfile beforeperformingthe installationandthen
install WinDriver:

(a) Openthefile install_windrvr for editing, and changethe default
VendorID anddefault Device ID to your PCI cards identification
values.

(b) Install WinDriver:
~/ W nDriver# .linstall_windrvr

» Usethe Command.ine to changeyour device’s identificationvaluesand
install thedriverin onestep,by typing:
~/ W nDriver# VENDOR_ID=XXXXDEVICE_ID=XXXX
Jinstall_windrvr
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10.

NOTE:

From version5.x andabove this directoryis createdby tar, but in versions
preceding5.x the WinDriver directory is not createdby the extraction.
Therefore,whenworking with versionspreceding5.x (version4.33, for
example)first createa directory(e.g.,WinDriver) beforeproceedingwith the
installation.

(/$ mkdir ~/WinDriver )

The following thr ee stepsare optional:

. Createa symboliclink sothatyou caneasilylaunchthe DriverWizard GUI:

~/WnDriver# In -s ~/WinDriver/wizard/wdwizard
/usr/bin/wdwizard

. Changehereadandexecutepermission®nthefile wdwizard sothatordinary

userscanaccesghis program.

. Changeheuserandgroupids andgive read/writepermissiongo thedevicefile

/dev/windrvr6 dependingon how you wish to allow usersto acces$ardware
throughthe device.

You cannow startusingWinDriverto accesyour hardwareandgeneratsyour
drivercode!

The following stepsare for registered usersonly:

In orderto registeryour copy of WinDriver with the licenseyou have recevedfrom
Jungo pleaseollow the stepshelow:

. Activatethe DriverWizard GUI:

~/WnDriver/w zard$ ./wdwizard

. Selectthe Register WinDri ver option from the File menuandinsertthe

licensestringyou recevedfrom Jungo.

. Click the Activate Licensebutton.

. Toregistersourcecodeyoudevelopedduringtheevaluationperiod,pleaseefer

toWD_Li cense functionreferencdA.1.9].
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Restricting Hardware Accesson Solaris

CAUTION:

Since/dev/iwindrvré givesdirect hardware accesso user programs,it may
compromisekernelstability on multi-userSolarissystemsPleaseaestrictaccesso
DriverWizardandthedevice file /dev/windr vr6 to trustedusers.

For securityreasonsheWinDriverinstallationscriptdoesnotautomaticallyperform
the stepsof changingthe permissionson /dev/windrvré andthe DriverWizard
executablgwdwizard).

4.2.5 DriverBuilder Installation Instructions for VxWorks

Thefollowing describesheinstallationof DriverBuilderfor VxWorks. DriverBuilder
developmenernvironmentworkswith Tornado2 for Windows only (onx86 platform).
Driversgeneratedisingversion5.x andabove of DriverBuilderwill runon Intel x86
BSPs(pc486,pcPentiumand pcPentiumPro)PPC821/860with MBX821/860and
PPC750(IBM PPC604)with MCP750.For anup-to-datdist see:
http://ww.jungo. com db- vxwor ks. ht ml #pl at f or ns.

Installation:

1. DownloadDriverBuilderfor VxWorks.

2. Changdriveto the preferredroot drive for DriverBuilder For example:
\> ¢\

3. Unpackthefile you downloaded:
\> unzip -d DBxxxVX.zip ¢\ (Herexxx' standsfor the version
numbere.g.,500.)

NOTE:

The extractioncreatesa directorycalledDriverBuilderandthenplacesall of
the DriverBuilderinstallationfiles in it. If working with a versionprior to
5.00,youwill haveto createa directoryfor DriverBuildermanually andthen
performthe extraction.For example:

\'> c:\cd_vxworks  andunpackthefile to it:

\'> unzip -d DBxxxVX.zip c:\db_vxworks



http://www.jungo.com/db-vxworks.html#platforms
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NOTE:

In WinDriver, sampledor VxWorks have the .out extension,e.g.,pci_diag.out. To
invoke theseprogramsuseWindshto loadthem,andexecutetheroutinexxx_main.
For example:

wddehug.out : wddelug_mainpci_diag.out : pci_diag_main

TIP

DriverBuilderis basedon Jungos WinDriver productline. You cansave time by
downloadingtheWindowsversionof WinDriverandusingits graphicaldevelopment
ernvironmentfor fasthardware validationand automaticcodegeneration.If you
chooseo do so,follow thesesteps:

1. Downloadandinstall DriverBuilderfor VxWorks.

2. Downloadandinstall WinDriverfor Windows. Don't skip this part.

3. Create a shortcut on your desktop to DriverWzard
(C:\WinDri ver\wizard\wdwizard.ex€) so that you can easily launchand
developyour driver usingthe GUI Driver\Wizard.

4.3 Upgrading Your Installation

To upgradeto a new versionof WinDriver on Windows, follow the stepsoutlined
in Section4.2.1, which illustratesthe procesf installing WinDriver for Windows
98/Me/NT/2000/XP/Serer 2003. You caneitherchooseto overwrite the existing

installationor install to a separatelirectory

After installation,start DriverWizard and enterthe new licensestring, if you have
recevedone.This completegsheupgradeof WinDriver.

To upgradeyour sourcecode, passthe new licensestring as a parameterto
WD Li cense. Pleasaeferto WD_Li cense functionreferencdA.1.9] for more
details.

The procedurdor upgradingyour installationon otheroperatingsystemss the same
asthe onedescribedabove. Pleasecheckthe respectie installationsectionsfor
installationdetails.
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4.4 Checking Your Installation

4.4.1 On Your Windows, Linux and Solaris Machines

1.

StartDriverWizard by choosingPrograms |WinDri ver | DriverWizard from
the Start menu.

. Make surethat your WinDriver licenseis installed (seeSection4.2, which

explainshow to install WinDriver). If you arean evaluationversionuser you
do notneedto install alicense.

. For PCl cards- Insertyour cardinto the PClI bus,andverify that DriverWizard

detectst.

. ForISA cards- Insertyour cardinto theISA bus,configureDriverWizardwith

your cards resourcesindtry to read/writeto the cardusingDriverWizard. (Not
relevantfor Solaris)

4.4.2 On Your Windows CE Machine

1.

StartDriverWizard on your Windows hostmachineby choosingPrograms |
WinDri ver | DriverWizard from the Start Menu.

. Make surethat your WinDriver licenseis installed. If you arean evaluation

versionuser you do not needto installalicense.

. For PCI/USBdevices— Plug your device into the computer andverify that

DriverWizard detectst.

. ForISA cards- Insertyour cardinto theISA bus,configureDriverWizardwith

your cards resourcesndtry to read/writeto the cardusingDriver\Wizard.

. ActivateVisual C++for CE.

. Load one of the WinDriver samples, e.g.,

\WinDri ver\samples\spea&r\spealer.dsw.

. Setthetargetplatformto x86emin the Visual C++ WCE configurationtoolbar

. Compileandrun the spealer sample. The Windows hostmachines spealer

shouldbe activatedfrom within the CE emulationervironment.

NOTE:
ISAPNPis not supportedinderWindows CE.
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4.4.3 On VxWorks

1. In x86 only: Make sure MMU is set to basic support
(hardware/memory/MMU/MMU Mode).

2. LoadDriverBuilder downloadthe objectfile:
(DriverBuilder \redist\eval\inteIx86\PENTIUM\windr vr6.0).

3. Initialize DriverBuilderfrom the WindShell:
=> drvrinit()
function returned (return value = 0)
=>

4. Run a sample driver

Load C:\Dri verBuilder \samples\pci_diag\PENTIUM\pci_diagout from
theWindShell:

=> pci _di ag_n=i n()

5. ScanthePClbus,opencardsandaccesshem.

4.5 Uninstalling WinDri ver

This sectionwill helpyou to uninstalleitherthe evaluationor registeredversionof
WinDriver.

4.5.1 Uninstalling WinDri ver from Windows 98, Me, NT, 2000,
XP and Server 2003

1. Close ary openWinDriver applications,including DriverWzard, the
DehugMonitorlog andary userspecificapplications.

2. If youcreateda KernelPlugindriver:

« If your createdKernelPlugindriveris currentlyinstalled,uninstallit by
running:



68 4 Installing WinDriver

— ForaSYSKernelPlugindriver:
wdreg -name <Kernel Plugin name> uninstall

— Fora VXD KernelPluglndriverusethe-vxd flag:
wdreg -vxd -name <Kernel Plugin name>
uninstall

NOTE:
The Kernel Plugin nameshouldbe specifiedwithout the *.sys/vxd

extension.

 Eraseyour KernelPlugindriver.

3. For all Windows platforms,with the exceptionof Windows NT andWindows
98/Me usingwindr vr6.vxd:

 Uninstallarny Plug-and-Playdevices (USB/PCl)registeredto work with

WinDriver.
— OnWindows 2000/XP/Serer 2003run:
wdreg -inf <path to the device-specific *inf

file>  uninstall
— OnWindows 98/Me uninstall(Remare) the device from the Device
Manager
* Verify that there are no *.inf files that register your device(s)
with WinDriver (windrvr6.sy9) in the %windir%\inf directory or
%windir%\inflother directory(Windows 98/Me).

NOTE:
It is recommendechot to uninstall the WinDriver kernel module

(windr vr6.sys/vxd), sinceWinDriver is designedasa genericdriver module
andmay be usedby otherdriversin the system.To successfullyjterminate

your usageof WinDriver without uninstallingthe WinDriver kernelmodule,
simply skip this stepandproceedo the stepsbelow.

This stepis optionalandwe recommendyou skip it, asexplainedin the note
above.

* To uninstallwindr vr6.syson Windows 98/Me/2000/XP/Sersr 2003run:
wdreg -inf <path to windrvr6.inf> uninstall
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NOTE:
windr vr6.sysshouldresidein the samedirectoryaswindr vr6.inf when
runningthis command.

To uninstallwindrvr6.syson Windows NT 4.0run:
wdreg uninstall
To uninstallwindrvr6.vxd on Windows 98/Merun:
wdreg -vxd uninstall
 Erasethefollowing filesif they exist:
— Windows 98/Me/NT/2000/XP/Serer2003:
%windir%\system32\dri vers\windrvr6.sys

— Windows 98/Me:
%windir%\system\vmm32\windr vr6.vxd

5. This stepis requiredonly for computerson which the entire WinDrivertool-kit
hasbeeninstalled.

 Uninstallthe WinDrivertool-kit usingtheuninstallshield:
Start | Settings| Control Panel | Add/Remove Programs

» Erasethe\WinDri ver directory

» EraseWinDriver'sentryin thestartmenu:
On Windows 2000, for example: Start | Settings| Task Bar
| Advanced| Advanced| All Users| Start Menu | Programs |
WinDri ver

6. Remore WinDriver DLLs.

We recommendhot to performthis step,sinceremoving the DLLs will effect
otherWinDriver basedapplicationghatmayberunningin the system.
Erasethefollowing DLL filesif they exist:
%windir%\system32\wd_ utils.dll

%windir%\system32\wdlib .dll

7. Rebootthecomputer

4.5.2 Uninstalling WinDri ver from Linux

NOTE:
You mustbeloggedin asrootto performthe uninstallprocedure.
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. Verify thatthe WinDriver moduleis not beingusedby anotherprogram:

 View alist of modulesandthe programausingeachof them:
[ # [Isbin/lsmod

* Closeary applicationghatareusingthe WinDriver module.

» Unloadany modulesthatareusingthe WinDriver module:
/ sbi n# rmmod

. Unloadthe WinDriver module:

/ sbi n# rmmod windrvré

. Remwetheold device nodein the/dev directory:

[# rm -rf  /dev/windrvr6

. If you createda KernelPluglin,removeit aswell.

. Remwethefile .windri ver.rc from the/etc directory:

[# rm -rf  /etc/.windriver.rc

. Remorethefile .windri ver.rc from $HOME :

[# rm -rf $HOME/.windriver.rc

. If you createda symboliclink to DriverWizard, deletethe link usingthe

command:
[# rm -f Jusr/bin/wdwizard

. Deletethe WinDriverinstallationdirectoryusingthe command:

[# rm -rf  ~/WinDriver

4.5.3 Uninstalling WinDri ver from Solaris

NOTE:
Youmustbeloggedin asrootto performthe uninstallprocedure.

1. Changddirectoryto WinDriver.

2. If you createda KernelPlugln,remove it by following thesesteps:

# [lusr/sbin/rem_drv kpname
# rm /kernel/drv/sparcv9/kpname
# rm /kernel/drv/kpname conf
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3. Runthefollowing uninstallationscript:
~/ W nDriver# .remove_windrvr

4. If youcreatedasymboliclink to DriverWizard,deletethelink:
# rm -f /usr/bin/wdwizard

5. Deletethe WinDriver installationdirectory, after changingthe directoryto the
oneabove WinDriver:
# rm -rf  ~/WinDriver

4.5.4 Uninstalling DriverBuilder for VxWorks

1. DeletetheDriverBuilderinstallationdirectory(C:\Dri verBuilder, for example)
usingWindows Explorer

2. If you createdary shortcutgo DriverWizardon your desktop deletethem.
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UsingDriverWizard

5.1 An Overview

DriverWizard (includedin the WinDriver toolkit) is a GUI-baseddiagnosticsand
driver generatiortool thatallows you to write to andreadfrom the hardware,before
writing a singleline of code. The hardwareis diagnosedhrougha GraphicalUser
Interface—memoryangesareread,registersaretoggledandinterruptsarechecled.
Oncethe cardis operatingto your satishction, DriverWizard createshe skeletal
driver sourcecode,with functionsto accessll your hardwareresources.

If you aredevelopingadriverfor a cardwhich is basedn oneof the supportedJSB
or PCI chipsetg(PLX 9030,9050,9052,9054,9056,9060,9080,9656, 0P 480,
Marvell gt64, Altera, QuickLogic PBC/QuickPCIAMCC 5933,STMicroelectronics
ST7,ST9, Tl TUSB3410,TUSB3210,TUSB2136,TUSB5052andthe Cypress
EZ-USB family), we recommend/ou readChapter8, which explainsWinDriver’s
enhancedupportfor specificchipsetspeforestartingyour driver development.

DriverWizard canbe usedto diagnoseyour hardwareand cangeneratean INF file
for hardware running underWindows 98/Me/2000/XP/Serer 2003 (an INF file
shouldnot be generatedor hardware runningunderWindows NT). Avoid using
DriverWizardto generateodefor a cardbasedon oneof the supportedPCl chipsets,
asDriverWizard generategienericcodewhich will have to be modifiedaccording
to the specificfunctionality of the cardin question. Preferably usethe complete
sourcecodelibrariesandsampleapplicationgsuppliedin the packagejailoredto the
variousPCl chipsets.

72
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DriverWizard is an excellent tool for two major phasesin your HW/Driver
development:

Hardware diagnostics: After the hardwarehasbeenbuilt, insertthe hardwareinto
the appropriateslot (PCl/CardBus/ISA/ISAPnP/EISA/CompactP@b) attach
your USB device to the USB port on your machine anduseDriverWizardto
verify thatthe hardwareis performingasexpected.

Code generation: Onceyou arereadyto build your code let DriverWizardgenerate
your driver codefor you.

The codegeneratedby DriverWizardis composeaf thefollowing elements:

Library functions for accessinggachelementof your device's resourcegmemory
ranges)/O rangesregistersandinterrupts).

A 32-bit diagnosticsprogram in consolemodewith which you candiagnoseyour
device. This applicationutilizesthe speciallibrary functionsdescribedabove.
Usethis diagnosticgprogramasyour skeletaldevice driver.

A project workspace thatyou canuseto automaticallyload all of the project
informationandfiles into your developmenternvironment.In WinDriver Linux
andWinDriver Solaris,DriverWizard generateshe malkefile for the relevant
operatingsystem.

5.2 DriverWizard Walkthr ough

To useDriverWzard:

1. Attach your hardware to the computer:
If it's a PCl/CardBus/ISA/ISAPNP/EISA/CompactP€4drd, attachit to the
appropriateslotin your computer If it's a USB device, attachit to the USB
portonyour computer
OR
You have the option of usingDriverWizardto generatecodefor a virtual PCI
device. In this caseuseDriverWizardwithout attachinga device.

2. Run DriverWizard and selectyour device:
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(a) Click Start | Programs | WinDri ver | DriverWizard or doubleclick
the DriverWizardicon on your desktop.

(b) Click OK ontheinitial screen.
(c) Click Nextin theChooseYour Project dialogbox.

(d) SelectyourPnP Devicefromthelist of devicesdetectedy DriverWizard.

For non-PnPcards,selectISA. For codegeneratiorfor a non-attached
device,selectPCl: VIRTUAL DEVICE.

E-_.'Select Your Device LI

Flease zelect vour device from the list of detected cards below, ar
chooze |54 cad"” for non plug & play cards.

154 card (10 ports / memory £ intermupts]

Parallel port Refresh
PCI: WIRTUAL DEVICE devices list
PCL: W& WT82C691 /6934694 Host Bridoe

PCI: W& WT82CH38MYP/E94x PCl-to-PCI Bridge (AGP)

PCI Wia  YTB2CEA6/E864/6968 PCI4a-154 bidge Edit PCI
PCI: W& %T82C586/596/686 PCIIDE Controller TR
PCI: W& %T83C572 PCI USE Controller
PCI: W& %T83C572 POl USE Controller Eramee
PCI: WA WTB2CE864 ACPI Power Management Controller IMF file
PCl: Realek RTS1394/B/C Fast Ethemet Adapter -
PCl: Enzoniq 5880 AudioPCl Generate
: ADIS M5 TNT2 Model 54 2 T 2 Model 64 Pro i
USE: Mo devices found
Uninstall
INF file

Device Description:

Wendor 1D 10de Device 1D 2d
Bus 1 Slot O Function O

Mewt > I Cancel

Figure5.1: Selectionof PnPDevice

NOTE:

On Windows 98, if you do not seeyour USB device in the list, reconnect
it andmake surethe New Hardware Found/Add New Hardware wizard
appeardor your device. Do not closethe dialogbox until you have generate
anINF for your device usingthe stepsbelow.

)
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3. Chooseif to usethe WinDriver extensionfor custom USB HID devices:
(This stepis for USB HID devices only. Developersworking with
PCl/CardBus/ISA/ISAPnP/EISA/CompactP€&drdsshouldskip this step).

If the selecteddevice is a USB HID device, DriverWizardwill askyouif you
wantto usethe WinDriver extensionfor customUSB HID devices. Select
Yesto continueusingthe WinDriver extensionfor customUSB HID devices,
andNo to useclassicWinDriver supportfor USB devices. The differences
betweerclassicWinDriver supportfor USB devicesandWinDriver extension
for customUSB HID devicesareexplainedin Section3.11

If the WinDriver extensionfor customUSB HID devicesis used,someof the
following stepsof the DriverWizardwill be omittedentirely.

4. Generatean INF file for DriverWizard:
Whenever developinga driver for a Plug andPlay Windows operatingsystem
(i.e., Windows 98, Me, 2000, XP or Sener 2003)you arerequiredto install
an INF file for your device. This file will registeryour PlugandPlay device
to work with thewindr vr6.sysdriver. Thefile generatedby the DriverWizard
in this stepshouldlater be distributed to your customersusing Windows
98/Me/2000/XP/Serer2003,andinstalledon their PCs.
The INF file you generatehereis also designedto enableDriverWzard
to diagnoseyour device (for example,whenno driver is installedfor your
PCI/USB device). As explainedearliet this is requiredonly whenusing
WinDriver to supporta Plug andPlay device (PCI/USB)on a Plug andPlay
system(Windows 98/Me/2000/XP/Serer 2003). Additional information
concerningheneedfor anINF file is explainedin Section14.4.1

If you do not needto generatean INF file, skip this step and proceedto
the next one

To generatehe INF file with the Driver\Wizard,follow the stepsbelow:

(a) IntheSelectYour Device screenglick the Generate.INF file buttonor
click Next.

(b) DriverWizardwill promptyou for informationaboutyour device: Vendor
ID, Device/ProductD, Device Class.etc. Entertherequireddetailsin the
dialogboxthatappears.
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BREnter Information for INF File x|

Please fill in the infarmation belaw far your device.

Thig information will be incorporated into the [NF file,
which ‘WinDriver wil generate for your device.

The information you specify will appear in the
Device Manager after the installation of the INF file.

Wendor D: Odd4 Product D Im 08

Manufacturer name: ICUSTDM
Device name: IF'FHNTEH
Device Class: OTHER =

WinDiriver's unique Class.

Uze thiz aption far a non-standard type of device.
WinDiriver will et a new Clazs twpe for your device.

V' This device is a multiinterface device
Plzase select the interfaces for the INF file:

V' Interface 0 V' Interface 1 ™ Interface 2 [~ Interface 3
[ Interface 4 [~ Interface 5 ™ Interface & [~ Interface 7

¥ Automatically Install the INF file.
Mate: This will replace any existing diiver you may have for your device.

Figure5.2: DriverWizard INF File Information

(c) For USB deviceswith multiple interfaces checkthe box statingthatthis
is a multiple-interfacedevice, thenselectthe interfacesfor the INF file.
You have the option of generatinga separatéNF file for eachinterface,
or asingleINF file for someor all of theinterfaces.

NOTE:
For USB deviceswith multiple interfaces,you mustidentify all the
interfacessupportedor Driver\Mzardto work properly

(d) Whenyou're done,click Next andchoosethe directoryin which you
wishto storethegeneratedNF file. DriverWizardwill thenautomatically
generateghe INF file for you.

On Windows 2000/XP/Sewer 2003you canchooseto automatically
installthe INF file from the DriverWizard by checkingthe Automatically
Install the INF file optionin the DriverWizard’s INF generatiordialog
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box. On Windows 98/Me you mustinstall the INF file manually using
Windows Add New Hardware Wizard or Upgrade Device Driver
Wizard, asexplainedin Sectionl4.4. If theautomatidNF file installation
on Windows 2000/XP/Serer 2003fails, DriverWizard will notify you
andprovide manualinstallationinstructionsfor this OSaswell.

(e) Whenthe INF file installationcompletesselectand openyour device
from thelist in the SelectYour Device screen.

5. Uninstall the INF file of your device:
You canusethe Uninstall optionto uninstallthe INF file of your PnPdevice
(PCI/USB).Onceyou uninstallthe INF file, the device will no longerbe
registeredto work with thewindrvr6.sys andthe INF file will be deletedfrom
theWindowsrootdirectory

If you do not needto uninstall an INF file, skip this stepand proceedto
the next one

(a) IntheSelectYour Device screencglick theUninstall .INF file button.
(b) Selectthe INF file to beremoved.

6. Selectyour USB device’s alternate setting:
(This stepis for USB devices only. Developersworking with
PCl/CardBus/ISA/ISAPnP/EISA/CompactP€&drdsshouldskip this step).

Choosethe desiredalternate setting from thelist. (Note that DriverWizard
readsall thesupportedievices’ alternatesettingsanddisplaysthem. For USB
deviceswith only onealternatesettingconfigured DriverWizardautomatically
selectghe detectedalternatesettingandthereforethe SelectDevice Interface
dialogboxwill notbedisplayed.)
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mﬁelect Device Interface x|

Choosze interface far the device:

Config. 1: interface no. 0, altermate setting: 2, index: 0

end-pointz; 0, class: Oxff, sub-clazs: O=ff, protocol: Oukf

et 5 Cancel |

Figure5.3: USB Device Configuration

7. Diagnoseyour device:
Beforewriting your device driver, it is importantto make sureyour hardwareis
working asexpected.UseDriverWzardto diagnoseyour hardware.All of your
actiity will beloggedin the DriverWizardlog sothatyou may lateranalyze

yourtests:

(a) Defineandtestyour PCl device’s I/O andmemoryrangesyegistersand
interrupts:
» DriverWizard will automaticallydetectyour Plug and Play
hardware’s resourcegl/O rangesmemoryrangesandinterrupts).
You candefinetheregistersmanually
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For non-PlugandPlay hardware,defineyour hardware’s resources
manually

Readandwrite to the I/O ports, memoryspaceandyour defined
registers.

NOTE:

You have the optionto checkthe Auto Readbox from the Register
Information window. Theregistersthataremarkedwith the Auto
Readoptionwill automaticallybereadwith ary registerread/write
operationperformedfrom the Wizard (the readresultswill be
displayedn thewizard’s Log window).

‘Listen’ to your hardwaresinterrupts.

' Log 19 [=]
Read from BARD at offset: 0x0 Value: 0x6060606
Write to BARD at offset: 0x0 Value: 0x6060606

“ Resources =]

ol [l
1 El

o | Mermary Ilmarrupts | Begisters |
= ————— 86 R0 3 |
e 400000 (NEIEE Adtion Ecit
m R
E_adl DElEte
Size
32t E M Read/Wite
temony
Data
Cancel [T p—

Figure5.4: PCI DiagnosticsScreen

(b) Testyour USB device’s pipes:
DriverWizard shaws the pipe detectedaccordingto the selected
configuration\interice\alternatsetting. In orderto performUSB data
transferdollow the stepsgivenbelow:

Selectthedesiredpipe.

For a control pipe (a bidirectionalpipe), click Read/Write to Pipe.
A new dialogboxwill appearallowing youto selecta standardJSB
requesi{seeFigure5.5) or entera customrequestOnceyou selecta
standardJSB requestthe setuppaclet arrayis automaticallyfilled
andthe requestdescriptionis displayedin the dialog box. For a
customrequestyou arerequiredto entera setuppaclet andwrite
operationdata. The setuppaclet shouldbe eight byteslong (little
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endian)and shouldconformto the USB specificationparameters
(bmRequestype,bRequestwValue,windex, wLength).

5
— Setup Packet — Action — Request Description
Select a request Pead hom Pipe Custorn request:
Custom request j witstoPips || |
— Filinthe setup packet filds and click
CE T CONFIRURETION st "Read from Pipe” / "Wiite to Pipe”
GET_DESCRIPTOR - CONFIGURATION
GET_DESCRIPTOR - DEVICE File to Pipe:
GET_DESCRIPTOR - STRING
GET_INTERFACE Pine to File
GET_STATUS - DEVICE
GET_STATUS - ENDFOINT Sonve it st
GET_STATUS - INTERFACE

“wiite to pipe data [Hex):

Figure5.5: USB RequestList

NOTE:

More detailedinformationonthe standardJSB requestspn how to
implementthe control transferandhow to sendsetuppacletscan
befoundin Sections9.3and 9.4.

iii. For aninput pipe (movesdatafrom device to host)click Listen to
Pipe. To successfullyaccomplishthis operationwith devicesother
thanHID, you needto first verify thatthe device sendsdatato the
host. If no datais sentafter listeningfor a shortperiod of time,
DriverWizardwill notify youthatthe Transfer Failed.

iv. To stopreadingclick Stop Listen to Pipe.

v. For anoutputpipe (movesdatafrom hostto device), click Write to
Pipe. A new dialogbox will appear(seeFigure5.6), askingyou to
enterthe datato write. The DriverWizardlog will containthe result
of theoperation.
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x

“write to pipe data [Hex]: — Action

Fead fram Fipe |
Write to Pipe |
Clear |

File ta Pipe |
Fipe to File |
Save Wiite Data |

Figure5.6: Write to Pipe

8. Generatethe skeletal driver code:

(a) SelectGenerate Codefrom theBuild menu,or click Next in the Define
and Test Resourcesfor Your Device dialogbox.

B8 Driver Wizard

File Edit “iew Besources | Build Tools ‘Window Help
R EIRS AR G

Figure5.7: GenerateCode Option

(b) SelectwWinDriver in the ChooseType of Driver dialogbox. Selecting
the KernelDriver optionwill generatkernelsourcecodedesignedor
full kernel-modedrivers. Seethe KernelDriver documentatioror the
Jungowebsite (ht t p: / / www. j ungo. com) for moredetails. (Note
thatthis dialogbox appear®nly whenbothWinDriver andKernelDriver
areinstalledon your machine.)


http://www.jungo.com
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B8 choose Type of Driver x|

Select the type of driver pou wish to create:

Chooge "winDiriver” for creating a user mode driver.
Chooze "Femelliiver for creating a Kermel mode hardware driver.
Presz "which Diriver iz good for me?"' Far more information.

& WinDriver

- Supports Windows $/Me, NTAMTE/2000, CE
- Supports Viwiorks, Linux and Solans

- Mo kemel or DDE. knowledge needed.

- Portable acrossz operating systems.

-Wer short development time.

" KemelDriver

- Supports Windows 98/MeMTAMTE A20005P [S%'5]
- Supports Windows 95/98/Me VXD
- Suppaorts Linus [kernel module)
- For creating MT kiniport drivers.
- Faor creating drivers that communicate
with ather kernel drivers.

“ehich Diriver iz good for me? |

M est > Cancel |

Figure5.8: SelectDriver Type

(c) Next, the SelectCode Generation Options dialog box will appear
Choosehelanguagen which the codewill be generatedndthe desired
developmentervironmentfor the variousoperatingsystems.

(d) Click Next andindicatewhetheryou wish to handlePlugandPlay and
power managemengventsfrom within your driver codeandwhetheryou
wish to generat&kernelPlugincode.

NOTE:

In orderto work with a Kernel Plugln, you musthave an appropriate
Microsoft DDK installedon your computerbeforeyou generateKernel
Plugincode.

(e) Saveyour project(if required)andclick OK to openyour development
ervironmentwith thegeneratediriver.
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m&:lect Code Generation Options x|

I which language do you want pour code to be generated?

= C ¢~ Pascal [Delphil © Visual Basic ‘

Generate project mak efile for:

I~ M5 Developer Studio 4
¥ M5 Developer Studio 6.5
[~ M5 Developer Studio .MET

I™ Borland C++ Builder 3
" Boiland C++ Builder 4 - &

[~ M5 Developer Studio - For CE [ Linus Makefile

[~ Borland Delphi
[~ WisualBasic B

[~ Solariz Makefile
[~ Tomado 2

[ Generate KDF file for Windows NT Embedded

our winDriver base directony:

I Ydavizhilyaterc, B0wizard

IDE to Invoke:

Browse |

I WS Developer Studio 6.5

[

Cancel |

Figure5.9: Optionsfor GeneratingCode

m Select Driver Options

Please mark additional options fior your driver

v Plug and Play natifizations

[~ Kemel Plugin

¥ Power Management notifications

Cancel |

Figure5.10: Notification Events

(f) For USB only - closeDriverWzard.

9. Compile and run the generatedcode:

83

» Usethis codeasa startingpoint for your device driver. Modify where
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neededo performyour driver’s specificfunctionality.

» The sourcecode DriverWizard createscan be compiledwith ary
32-bit compiler, andwill run on all supportedplatforms (Windows
98/Me/NT/2000/XP/CE/CE.NET/Seev 2003, Linux, Solarisand
VxWorks)without modification.

5.3 DriverWizard Notes

5.3.1 Sharing a Resource

If you want morethanonedriver to sharea single resourceyou mustdefinethat
resourceasshared:

1. Selecttheresource.
2. Rightclick ontheresource.

3. SelectShare from themenu.

NOTE:
New interruptsare setasShared by default. If you wish to defineaninterruptas
unsharedfollow Stepsl and2, andselectUnshared in Step3.

5.3.2 Disabling a Resource

During your diagnosticsyou may wish to disablea resourceso that DriverWizard
will ignoreit andnot createcodefor it.

1. Selecttheresource.
2. Rightclick ontheresourcename.

3. ChooseDisablefrom themenu.

5.3.3 Logging WinDriver API Calls

You have the optionto log all theWinDriver API callsusingthe Driver\Mzard,with
the API callsinput and outputparametersYou canselectthis option by selecting
theLog API calls optionfrom the Tools menuor by clicking ontheLog API calls
toolbariconin the DriverWizard's openingwindow.
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5.3.4 DriverWizard Logger

Thewizardloggeris the emptywindow thatopensalongwith the Device Resources
dialogboxwhenyou openanew project. Theloggerkeepgrackof all of theinputand
outputduring the diagnosticsstage so thatyou may analyzeyour device’s physical
performancetalatertime. You cansave thelog for futurereference Whensaving
theproject,yourlog is ssvedaswell. Eachlog is associatedvith oneproject.

5.3.5 Automatic Code Generation

After youhavefinisheddiagnosing/ourdevice andhave ensuredhatit runsaccording
to your specificationsyou arereadyto write your driver.

Generating the Code

ChooseGenerate Codefrom theBuild menu.DriverWizardwill generatehesource
codefor your driver, andplaceit alongwith the projectfile (xxx.wdp, where"xxx"
is the projectname). The files are saved in a directory DriverWizard createdor
every developmenernvironmentandoperatingsystemselectedn the Generate Code
dialogbox.

Generated PCl Code

In the sourcecodedirectoryyou now have a new xxxlib.h file. It stategheinterface
for the new functionsthat DriverWizard createdfor you and the sourceof these
functions,xxxlib.c, whereyour device-specificAPI is implementedIn addition,you
will find the samplefunctionnai n in thefile xxxdiag.c.

Thecodegeneratedby DriverWizardis composeaf thefollowing elementsandfiles,
where"xxx" representyour projectname:

« Library functionsfor accessingachelementof your card's resourcegmemory
ranges)/O rangesregisters,nterruptsandthe USB pipes):

xxx_lib.c Hereyou canfind theimplementatiorof the hardware-specifiAPI
(foundin xxx_lib.h), usingthe standard\inDriver API.

xxx_lib.h Thisis theheadefile of thediagnosticprogram.Hereyou canfind
the hardware-specifiAPI createdby DriverWizard. You shouldinclude
thisfile in your sourcecodein orderto usethis API.

* A generalPCl utility library:
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A diagnosticsprogram with whichyoucandiagnoseyourcard. Thisconsole
applicationutilizesthe specialibrary functionsthatwerecreatedor your
device by DriverWizard. Usethis diagnosticprogramasyour skeletal
devicedriver.

pci_diag_lib.c This is the sourcecode of the diagnosticsprogram
DriverWizardcreates.

« A list of all files createccanbefoundat xxx_files.txt.

After creatingyour code,compileit with your favorite Win32 compiler, andseeit
work!

Changehefunctionmai n of the programsothatthe functionalityfits your needs.
Generated USB Code

In the sourcecodedirectoryyou now have anen USB applicationthatusesyour USB
devicesanddemonstrateBnPeventsandread/writefunctionality for it. In addition,
thesourcecodedemonstratelandlingof multiple (identical)USB devices. The USB
applicationwill have the samenameaswasspecifiedfor the project,togethemwith
therespectie.c and.hfiles.

Whenusingthe WinDriver extensionfor customUSBHID device the geneiated
applicationwill be a standad Windowsapplicationthat can readto and written
from your customUSBHID device

Compiling the Generated Code

For Windows 98, Me, NT, 2000, XP, CE and Server 2003 (Using MSDEV):

1. For Windows platforms,DriverWizardgenerateshe projectfiles (for MSDEV
4,5,6 and7 (.NET), BorlandC/C++ Builder, VisualBasicandDelphi). After
codegenerationthe chosenDE (IntegratedDevelopmentEnvironment)will
be launchedautomatically You canthenimmediatelycompileandrun the
generateatode.

Visual Basic or Delphi Code Generation

This will generateVisual Basicor Delphi projectandfiles, similar to the MSDEV
projectsgeneratedor PClandUSB in theabove sections.
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For Linux and Solaris:
1. DriverWzardcreatesa makefile for your project.
2. Compilethe sourcecodeusingthe malkefile generatedby DriverWizard.

3. Useary compilationenvironmentto build your code preferablyGCC.

For Other OSsor IDEs:
1. Createa new projectin your IDE (Integrateddevelopmentervironment).
2. Includethe sourcefiles createdby DriverWizardin your project.
3. Compileandruntheproject.
4

. The project containsa working example of the customfunctions that
DriverWizard createdfor you. Usethis exampleto createthe functionality
youwant.



Chapter 6

DevelopingaDriver

This chaptertakesyou throughthe WinDriver driver developmentycle

NOTE:

WinDriver provides a special set of APIs to further shorten
developmenttime for those who use one of the supportedchipsets
(PLX/Altera/Manell/AMCC/QuickLogic/Cypress/STMicroelectnics/TI) for their
USB or PCI bridge. If this appliesto you, readthe following overvien andthen
jump straightto Chapter8.

6.1 Usingthe DriverWizard to Build a Device Driver

« Use DriverWzard to diagnoseyour card. Read/writeto the I/O, memory
rangesand/orregistersthatyour cardsupportsandto the pipesof your USB
device. Verify thatyour device operatesasexpected.

« UseDriverWzardto generateskeletal codefor your device in C, Delphi or
VisualBasic.Referto Chapter5 for detailsaboutDriver\Wizard.

« If you are using one of the supportedchipsets(PLX 9030, 9050, 9052,
9054,9056,9060,9080, 9656, IOP 480, Marvell gt64, Altera, QuickLogic
PBC/QuickPCIAMCC 5933,STMicroelectronicsST7,ST9, TI TUSB3410,
TUSB3210,TUSB2136,TUSB5052andthe CypressEZ-USBfamily) asyour
USB or PCI chipsetswe recommendhat you usethe specificsamplecode

88
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providedfor your chip asyour skeletaldriver code.For moredetailsregarding
WinDriver's enhancedupportfor specificPClandUSB chipsetspleaserefer
to Chapter8.

NOTE:
The WinDriver PLX 9050library is fully compatiblewith PLX 9052.

« Useary 32-hit compiler(suchasMSDEYV, Visual C/C++, Borland Delphi,
BorlandC++, Visual Basic, GCC)to compilethe skeletaldriveryou need.

« For Linux and Solaris,usearny compilationenvironment,preferablyGCCto
build your code.

» Thatis all you needdo to createyour usermodedriver. If you discover
that betterperformancds neededpleasereferto Chapterl0 for detailson
performancemprovement.

PleaseseeAppendixA for a detailedfunctionandstructurereferencdor WinDriver.
SeeChapte9 to learnhow to performoperationghatDriverWizardcannotautomate.

6.2 Writing the Device Driver Without the
DriverWizard

Theremay be timeswhenyou chooseto write your driver directly without using
DriverWizard. Sometimesyou may be compelledto do so, for example,when
working with VxWorks without usingWindows asa host,sinceDriverBuilderdoes
not provide the DriverWizard utility. In eithercase proceedaccordingto the steps
outlined below, or choosea samplethat mostclosely resemblesvhat your driver
shoulddo, and modify it. For further information on VxWorks, pleaserefer to
Sectionst.2.5and4.4.3

1. Copy thefile windrvr.h to your sourcecodedirectory

2. Add thefollowing line to the sourcecode:

#include "W ndrvr.h"
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6 Developinga Driver

6.2.1 PCI/ISA Drivers

1.

Call Wb_Open [A.1.2] at the beginning of your programto geta handlefor
WinDriver.

. Call\D_Ver si on [A.1.3] to make surethatthe WinDriver versioninstalled

is upto date.

. For PCl cards:

(a) CallWb_Pci ScanCar ds [A.2.2]to getalist of the PCl cardsinstalled.
(b) Chooseyourcard.
(c) CallWp_Pci Get Car dl nf o [A.2.3].

. For ISAPnPcards:

(a) Call\WD_I sapnpScanCar ds [A.2.5] to getalist of theISAPnPcards
installed.

(b) Chooseyourcard.
(c) CallWb_| sapnpCet Car dl nf o [A.2.6].

. For ISA (non-PnP)cards: fill in your card information (I/O, memory &

interrupts)in theWD_CARD structure.

. CallWD_Car dRegi st er [A.2.8] to opena handleto your device with the

desiredconfiguration.

. Now you canuseWD_Tr ansf er [A.2.1( to perform|/O and memory

transfers.

. If the cardusesinterrupts,call WD_| nt Enabl e [A.3.2]. Now you canwait

for interruptsusing\\D_| nt Wai t [A.3.3].

. Tofinish,call\D_Car dUnr egi st er [A.2.9], andattheendcallWD_Cl ose

[A.1.4].

6.2.2 USBDrivers

1.

Call WDU_I nit [A.6.1] at the beginning of your programto initialize
WinDriver for your USB device and wait for the device-attachcallback.
Therelevantdevice informationwill be providedin theattachcallback.
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2. Oncethe attachcallbackis receved, you can start using one of the
WDU_Tr ansf er [A.6.7] functionsfamily to sendandreceie data.

3. Tofinish,call\WDU_Uni ni t [A.6.6] to un-registerfrom the device.

6.3 Writing Usingthe WinDri ver Extensionfor
CustomUSBHID Devices

If youwishto usethe WinDriver extensionfor customUSB HID devicesto develop
applicationsvithoutthe DriverWizard, proceedaccordingo the stepsoutlinedbelow,
or choosea samplethatmostcloselyresemblesvhatyour applicationshoulddo, and
modify it.

1. Ensurethatwindri ver/include is onyourincludepath.

2. Add thefollowing linesto the sourcecode:

#include <wi ndows. h>
#include "wdlib. h"

3. Add windri ver/lib/wdlib .lib to your project:

4. CallWoL_I ni t [A.10.3 atthebeginningof your programto geta handlefor
the USB HID device.

5. CallWDL_Ver si on [A.10.7] to make surethattheWinDriverversioninstalled
is upto date.

6. CalltheWDL__ functionsto performread/write etc.

7. Tofinish,call\WDL_Cl ose [A.10.4] to closeyour device.
6.4 Developingin Visual Basicand Delphi
The entire WinDriver API can be usedwhendevelopingdrivers in Visual Basic

and Delphi.
Using DriverWizard
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DriverWzard canbe usedto diagnoseyour hardwareandverify thatit is working
properlybeforeyou startcoding. DriverWizard’s automaticsourcecodegenerator
generatesodein C, DelphiandVisual Basiconly.

To createyour driver codein C, Delphior Visual Basic,pleasereferto Chapters.
Samples

Sampledor driverswritten usingthe WinDriver API in Delphior VisualBasiccanbe
foundin:

1. \WinDri ver\delphi\samples

2. \WinDri ver\vb\samples

Usethesesamplesasa startingpointfor your own driver.
Kernel Plugin

DelphiandVisual Basiccannotbe usedto createa KernelPlugin. Developersusing
WinDriver with Delphior VB in usermodemustuseC whenwriting their Kernel
Plugin.

Creating your Driver

Themethodof developmentin VisualBasicis the sameasthe methodin C usingthe
automaticcodegeneratiorfeatureof Driver\Wizard.

Yourwork processhouldbeasfollows:

UseDriverWzardto easilydiagnoseyour hardware.

Verify thatit is working properly

« Generategyourdriver code.

Integratethedriverinto your application.

You may find it usefulto usethe WinDriver samplesto getto know the
WinDriver AP| andasyour skeletaldriver code.



WinDriver v6.20 Users Guide 93

6.5 Testingon WindowsCE

Emulation

If your Windows hostdevelopmentworkstationalreadyhasthe target hardware
pluggedin, you canusethe x86 HPC softwareemulatorto testyour driver. Generate
the codeasusualusing DriverWzard, or from scratchas describecearlierin this
chapter Whencompilingthe code,usethe Visual C++ WCE Configurationtoolbar
to selectthe x86emtarget platform. You will needto link the import library
WinDri ver\redist\x86emu\windivr_ce_emu.libwith your applicationprogram
objects.



Chapter7

DebuggingDrivers

Thefollowing sectionsdescribehow to dehug your hardware accessapplication
code

7.1 UserMode Debugging

« SinceWinDriver is accessedrom usermode,we recommendhat you first
delugyour codeusingyour standarddehuggingsoftware.

* Whenthe Debug Monitor is activated, WinDriver’'s kernelmoduleperforms
verificationof the validity of the memoryrangeavhenusing\WD_Tr ansf er
[A.2.1Q), i.e. it verifiesthatthe reading/writingfrom/to the memoryis in the
rangethatis definedfor the card.

» UseDriverWzardto checkvaluesof memoryandregistersin the detugging
process.

* Whendevelopingfor Windows CE: If you areusingthe WinDbg delugger
from Microsoft to connectto your target platformvia a serial(COM1) port,
you canusethe DEBUGMSG macroinsideyour usermodedriver codeto send
printf-style dehuggingoutputto the deluggerwindow. Referto the following
locationsfor moreinformation:

— \WINCE210\PUBLIC\COMMON\DDK\INC\DBGPRINT .H
— \WINCE210\PUBLIC\COMMON\O AK\DEMOS\DBGSAMP1

94
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The ETK documentatioralso includesdetaileddocumentatioron using
WinDbg for usermodeor driver dehugging.

7.2 Debug Monitor

Dehug Monitor is a powerful graphical- and console-modetool

for monitoring all actvities handled by the WinDriver kernel

(windr vr6.syswindr vr6.vxd/windr vr6.dll /windr vr6.0). You canusethis tool
to monitorhow eachcommandsentto the kernelis executed.

Dehug Monitor hastwo modes:graphicalmodeandconsolemode. The following
sectionsxplain how to operateDebug Monitor in bothmodes.

7.2.1 Using Debug Monitor in Graphical Mode

Applicablefor Windows 98, Me, NT, 2000,XP, Sener2003,Linux andSolaris.You
may alsouseDelug Monitor to dehug your CE driver coderunningon CE emulation
onWindows NT. For VxWorks andCE targetsuseDebug Monitor in consolemode.

1. Runthe Delug Monitor usingonethefollowing threeways:

» TheDehug Monitor is availableaswddebug_guiin the\WinDri ver\util\
directory

» The Dehug Monitor can be launchedfrom the Tools menuin
DriverWzard.

* In Windows, useStart | Programs| WinDri ver | Debug Monitor to
startDebug Monitor.



96

BB/ winDriver Debug Monitor

File Edit Yisw Help

7 Dehugging Drivers

=10 x|

===

WinD niver Debugging Monitor +B.02

Runrning WinDriver v6.02 Jungo [c] 1997 - 2003 Build Date: May 19 2003 %86 5vS 195301
Time: Tue Map 20 10:32:02 2003

05: Windows NT 5.0 Build 0.0.2195 Service Pack 3

Figure7.1: StartDebug Monitor
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2. Activateandsetthetracelevel usingeitherthe View | Debug Options menu
or the Change Statusbutton.

E¥'Debug Options x|

i~ Section

v 110 W Dma
¥ Memary ¥ Kemel Plugin

Status
¥ Interrupts W Miscellaneous
IT v Pl ¥ License
aff ¥ PCMCIA ¥ Caid Registration
I 154PaP ¥ Kemel Diiver
I use ¥ Events

Level
[F Enmmar £ Wamn £ Info * Trace

¥ Send debug messages to the operating system
kemel debugger

Carce

Figure7.2: SetTraceOptions

» Status— Settraceon or off.

» Section— Choosewhat part of the WinDriver API you would like to
monitor. If you aredevelopinga PCI cardandexperiencingproblems
with your interrupthandler selectthe Int andPCI checkboxes. USB
developersshouldselectthe USB checkbox. KernelDriver usersshould
selectthe Ker_drv checkbox to monitorcommunicatiorbetweertheir
customkernel-modedrivers (developedusing KernelDriver) and the
WinDriverkernel.

TIP
Choosecarefullythosesectionghatyouwouldlik eto monitor. Checking
moreoptionsthannecessargouldresultin anoverflow of information,
makingit harderfor youto locateyour problem.

» Level — Choosethe level of messagegou wantto seefor theresources
defined.
Error is thelowestlevel of trace,resultingin minimum outputto the
screen.

Trace is the highestlevel of tracing, displayingevery operationthe
WinDriverkernelperforms.
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* Selectthe SendWinDri ver Debug MessagesTo Kernel Debugger
checkbox if you want deluggingmessage$o be sentto an external
kerneldehuggeraswell.

This option enablesyou to sendto an externalkerneldetuggerall the
dehlug informationthat is receved from WinDriver’'s kernel module
(whichcalls\WD_DebugAdd() [A.1.6] in yourcode).

Now run your application,reproducehe problem,andview the delug
informationin the externalkerneldehuggerslog.

Windows userscanuseMicrosoft's WinDbg tool, for example,which
is freely suppliedin the NT DDK andthroughMicrosoft's web site
(Microsoft DeluggingTools page).

3. Onceyou have definedwhatyou wantto traceandon whatlevel, click OK to
closethe Modify Statuswindow.

4. Activateyour program(step-by-ster in onerun).

5. Watchthe monitorscreerfor errorsor ary unexpectedmessages.

7.2.2 Using Debug Monitor in ConsoleMode

Thistool is availablein all supportedperatingsystemsTo useit, run:

\W nDriver\util> wddebug

with theappropriateswitches.

For alist of switchesthatcanbe usedwith Delbug Monitor in consolemode,type:
\ > wddebug

To seeactivity loggedby the Debug Monitor, type:

\ > wddebug dump.

Using Debug Monitor on Windows CE

On Windows CE, Debug Monitor is only availablein consolemode. You first need
to starta Windows CE commandwindow (CMD.EXE) on the Windows CE tamget
computerandthenrunthe programWDDEBUG.EXE insidethis shell.

Using Debug Monitor on VxWorks

OnVxWorks,Delug Monitor is only availablein consolemode.However, becausef

the specialsyntaxof the TornadoWindShell,we shav a samplesessiorwith Tornado
Il IDE below, wherewe first loadthe delug monitor, thensettheoptionsandthenrun

it to captureinformation.
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-> | d < wddebug. out

Loadi ng wddebug. out |

val ue = 10893848 = 0Oxa63al8
-> wdddebug

-> wddebug_main "on", "trace", "all"

Debug | evel (4) TRACE, Debug sections (Oxffffffff) ALL ,
Buf fer size 16384

value = 0 = 0x0

-> wddebug_mai n " dunp”

WDDEBUG v5. 00 Debuggi ng Monitor.

Runni ng DriverBuilder V5.00 Jungo (c) 2001 eval uation copy
Time: THU JAN 01 01: 06:56 2001

CS: VxWor ks

Press CTRL-BREAK to exit

Pleasenotethefollowing:

» The Delug Monitor objectbinarymoduleis calledwddebug.out.
* Themainprogramentrypointis calledwddebug_rai n.

* The amgumentsare enclosedn doublequotesandare separatedy commas.
This syntaxis requiredby WindShell.



Chapter 8

Usingthe EnhancedSupportfor
PClandUSBChipsets

This chapteris relevantto projectsusingone of the chipsetsfor which WinDriver
offers enhancedsupport. Thesecurrently include PLX 9030,9050, 9052,
9054,9056,9060,9080,9656, 0P 480, Marvell gt64, Altera, QuickLogic
PBC/Qui&PCI, AMCC 5933,STMicioelectonics ST7,ST9,TI TUSB3410,
TUSB3210,TUSB2136,TUSB5052and the CypressEZ-USBfamily. WinDriver
supportsall other PCI and USB chipsetsvia DriverWzard and the standad
WinDriver API.

8.1 Overview

In additionto thestandardVinDriver API describedn theearlierchaptersWinDriver
alsooffersacustomAPI for specificchipsets—currentli?LX 9030,9050,9052,9054,
9056,9060,9080,9656,I0P 480,Marvell gt64, Altera, QuickLogic PBC/QuickPCl,
AMCC 5933,STMicroelectronicST7,ST9,TI TUSB3410,TUSB3210,TUSB2136,
TUSB5052andthe Cypres€EZ-USBfamily.

The following is an overview of the developmentprocessvhenusing WinDriver's
chipset-specifi@CI API:

1. Runthecustomdiagnosticgprogramto diagnoseyour card.

100
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2. Locatethe diagnosticgprogramfor your card. See\WinDri ver\chip_vendor
\chip_name\xxxdiag\xxxdiagc

3. Usethesourcecodefor this diagnosticgprogramasyour skeletaldevice driver.
4. Modify the codeto suityour application.

5. If theusermodedriver you have createdn the above stepscontainspartsthat
requireenhancegberformancdaninterrupthandler for example),pleaserefer
to Chapterll, which explainsthe WinDriver’s KernelPlugln. Thereyoulearn
how to move partsof your sourcecodeto WinDriver's KernelPlugin,thereby
eliminatingary calling overheadandachieving maximalperformance.

8.2 What isthe PCI DiagnosticsProgram?

The diagnosticprogramis a ready-to-rursamplediagnosticapplicationfor certain
PCI chipsets. The diagnosticsprogramaccesseshe hardware via WinDriver's
chipset-specifidPIs (xxxLIB.C). It is written asa console-modeapplication,and
not asa GUI application,to simplify the understandingf the sourcecodeof the
diagnosticgprogram.This will helpyou learnhow to properlyusethe API for your
card.

This applicationcanbe usedas your skeletal device driver. If your driver is not
a console-modepplication,just remove the printf calls from the code. You may
replacethemwith MessageBox you wish.

Youmayfind xxx_DIAG.C helpfulasbothanexampleof how to useyour card's API
andasa usefuldiagnosticaitility.

8.3 UsingYour PCI ChipsetDiagnosticsProgram

8.3.1 Intr oduction
The customdiagnosticprogram(xxx_DIAG.EXE) accessethe hardware using
WinDriver. Therefore WinDriver mustbeinstalledbeforexxx_DIAG s run.

OnceWinDriveris running,you mayrunxxx_DIAG by clicking on Start | Programs
| WinDriver | Samples| Chip_name Diagnostics
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The applicationwill first try to locatethe card with the default VendorID and
DevicelD assignedy your PCI chip vendor e.g.,for PLX 9054VendorID=0x10b5
andDevicelD=0x9054.If suchacardis foundyouwill getaYour PCI Card Found
messagé€PLX 9054 Card Found). If you have programmed/our EEPROM to load
adifferentVendorlD/DeicelD, thenat the main menuyou will have to chooseyour
card(optionLocate/Chooseyour boardin the mainmenu).

8.3.2 Main Menu Options

ScanPCl Bus

Displaysall thecardspresenbnthe PCl busandtheirresourcegl/O rangesMemory
ranges/nterrupts,VendorID/ DevicelD). This informationmay be usedto choose
thecardyou needto access.

Locate/ChooseYour Board

Chooseghe active card that the diagnosticsapplicationwill use. Enter the
VendorID/DeicelD of the cardyou wantto accessvhenprompted. If thereare
multiple cardswith the sameVendorID/DevicelD, you will beaslkedto chooseoneof
them.

PCI Configuration Registers

This option is available only after choosingan active card. A list of the PCI
configuratiorregistersandtheir readvaluesaredisplayed.Thesearegenerakegisters
commonto all PCl cards.In orderto write to aregister, enterits numberandthenthe
valueto write to it.

Your PCI Local Registers

This optionis availableonly afterchoosinganactive card. A list of your PClregisters
andtheir readvaluesis displayed.In orderto write to a register, enterthe register
numberandthenenterthe valueto write to it.

AccessMemory Rangeson the Board

This optionis availableonly after choosinganactive card. Usethis optioncarefully.
Accessingmemoryrangesaccessethe local bus on your card. If you accessan
invalid local addressor if you have ary problemwith your card(suchasa problem
with the IRDY# signal),the CPU may hang. The IRDY# signalis the initiator ready
signalthatindicatesthattheinitiator is readyto performa datatransfer
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« In orderto accessa local region, first toggle the active mode between
BYTE/WORD/DWORD, to fit the hardwareyou areaccessing.

 |n orderto readfrom alocal addresschooseRead from Board. Youwill then
beasledfor thelocal addresgrom whichto read.

« In orderto write to alocal addresschooseéWrite to Board. You will thenbe
askedfor thelocal addresgo which to write, andthe datato bewritten.

In bothreadingandwriting from the board,the addresg/ou supplywill bealsoused
to setthe baseaddressegister

Enable/DisableInterrupts (Where Available)

This optionwill appeamnly if the cardwassetto openwith interrupts. Choosing
thisitem togglestheinterruptstatus(Enable/Disable)Wheninterruptsaredisabled,
interruptsthatthe cardgeneratesarenot intercepteddy the application.If interrupts
aregeneratedy the hardwarewhile theinterruptsaredisabledby the application the
computemmayhang.

AccessEEPROM Device (Where Available)

The EEPROM accesss part of the addedfunctionality for several chipsets(e.g.
PLX9050/54/56/9656)lt enablegeadingandwriting from the EEPROM locatedon
thedevelopmenboard. The EEPROM is usedto hold the configurationof the device,
i.e. theinitial stateof the PCI configurationregisters. By writing to the EEPROM
you canchangethevendorID anddevice ID of the device aswell asthe amountof
resourcedt requestatboottime.

The EEPROM accessoption provides basic read/write accessto the serial
configurationEEPROM. This is availableonly after choosingan active card. This
option assumeshat the configurationEEPROM hasinitialized the configuration
register

* In orderto readfrom an EEPROM location,chooseRead a Byte from Serial
EEPROM. You will thenbe asledfor the addresf thelocationfrom which
to read.

« In orderto write to an EEPROM location, chooseWrite a Byte to Serial
EEPROM.You will thenbe asledfor the addresgo which to write, andthe
datato bewritten.

NOTE:
Resolutiorof delaytimeis basednPCtimertick, or approximatelyp5 milliseconds
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8.4 Creating Your Driver Without Usingthe PCI
DiagnosticsCode

1. Add xxxLIB.C to yourprojector your makefile.

2. Includexxxlib.hin yourdriver sourcecode.

NOTE:

You will find the source code for xxx_DIAG.EXE in your

\WinDri ver\chip_vendor\chip_name\xxx_diagdirectory Double-click
the dsw file (which containsthe projectenvironmentusedto compilethis
code)in this directoryto startyour MSDEV with the propersettingsfor a
project. You may usethis asyour skeletalcode.

3. Call Pxxx_Open atthebgginningof your codeto geta handleto your card.

4. After locating your card, you may read/writeto memory enable/disable
interrupts,accessyour EEPROM, and more using the following functions
(pleasenotethatsomeof thesefunctionsarenot availableto all PCI chipsetsor
have differentprototypes):

* xxx_I| sAddr SpaceActi ve
* XXX_Get Revi si on

* xxX_ReadReg

* XXX_WiteReg

» Xxxx_ReadSpaceBl ock
* XXX_W it eSpaceBl ock
* XxxX_ReadSpaceByt e

* xxX_ReadSpaceWrd

* XxxX_ReadSpaceDWor d
* XxxX_WiteSpaceByte
* XxX_WiteSpaceWwrd
* XXX_WiteSpaceDWrd
* xXX_ReadBl ock

* XXX_WiteBl ock

* XxxX_ReadByt e
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xxX_ReadWor d
xxX_ReadDword
XXX_WiteByte
XxX_WitewWrd
xxx_WiteDword
xxx_| nt1 sEnabl ed
xxx_I nt Enabl e
xxx_IntDi sabl e
xxxX_DMAOpen
xxx_DMACI ose
xxx_DMASt ar t
xxX__DNMAI sDone
xxX_EEPROVRead
XXX_EEPROMNV i t e
xxX_ReadPCl Reg
xxxX_WitePCl Reg

5. Callxxx_C ose beforeendof codeto closeyour card.

NOTES:

* You may be ableto shortenthe developmentprocesdy usingoneof the
sampledriversincludedwith WinDriver asyour skeletalcode.

» APIs may vary slightly betweenPClI chips. Pleaseeferto the sample
codeof thetargetchipsetfor specificimplementation.

Sample Code

Sampleusesof WinDriver for all PCI chipsetsare suppliedwith the WinDriver

toolkit.

You mayfind the WinDriver samplesuinder\WinDri ver\samplesandthe WinDriver
for PLX/Altera/Manell/AMCC/QuickLogic/Cypress/STMicroelectrios/TIsampes
unden\WinDri ver\chip_vendor. Eachdirectorycontainsfiles.txt thatdescribeghe
varioussamplesncluded.
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Eachsampleis locatedin its own directory For your corveniencewe have supplied
adspfile alongsideeach.c file, sothatusersof Microsoft’s DevelopersStudiomay
doubleclick the dsp file and have the whole ervironmentreadyfor compilation.
Thoseusing otherwin32 compilersmustincludethe .c files in their stand-alone
consoleprojects,andincludexxx_lib.cin their projects.Linux andSolarisusersmay
usethe makefile provided.

You may usethe sourceof the diagnosticprogramdescribedearlierto learnyour
particularPCI chipsets API usage.

8.5 WinDriver’'s SpecificPCl ChipsetAPI Function
Reference

Usethis sectionasa quick referencdo WinDriver's specificPCI API functions.
Advanceduseramayfind morefunctionalityin WinDriver's API.

All the functionsoutlinedin ChapterA, the WinDriver function referenceare
implementedn the respectie \WinDri ver\chip_vendor\chip_name\lib\xxx_lib.c
file.

For moredetailedinformation,pleasereferto the samplecodeimplementatiorof the
targetchipset.
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8.5.1 xxx_CountCards ()

Returnsthe numberof cardson the PCI bus that matchthe given VendorID and
DevicelD.

This value canthenbe usedwhen calling xxx_QOpen to selecta boardto open.
Normally, only oneboardis in the bus,andthis functionwill returni.

PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE
Returnghe numberof matchingPCl cardsfound.
EXAMPLE

nCards = P9054_Count Cards( 0x10b5, 0x9054 );
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8.5.2 xxx_Open()

Usedto opena handleto your card. If several cardswith identical PCI chipsare
installed,the specificcardto openmay be specifiedby usingxxx_Count Car ds
beforeusingxxx_GOpen, andthencalling openwith a specificcardnumber

If Openis successfulthe functionreturnsTrue andahandleto thecard.
PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE
TRUE if successful.
EXAMPLE

if (!P9054_QOpen( &hPl x, 0x10b5, 0x9054, O,
P9054_OPEN_USE_I NT ))

printf("Error opening device\n");
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8.5.3 xxx_Close()

ClosesWinDriverdevice. Must be calledwhenthedriveris nolongerin use.
PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.

RETURN VALUE
None.

EXAMPLE

P9054_dC ose( hPLX) ;
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8.5.4 xxx_IsAddrSpaceActive()

Checksif the specifiedaddresspaceis enabled. The enabledaddresspacesare
determinedy the EEPROM, which setsthe memoryrangesequestatboottime.

Usethis function after calling xxx_QOpen to make surethatthe addresspacethat
your driveris goingto useis enabled.

PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

TRUE if addresspacds enabled.

EXAMPLE

if ( !'P9054_I sAddr SpaceActi ve( hPl x, P9054_ADDR SPACE2) )

{

printf ("Address space2 is not activel\n");

}
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8.5.5 xxx_GetRevision()

Returnsyour PCI chipsetsilicon revision.
PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.

RETURN VALUE

Returnsthesilicon revision.
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8.5.6 xxx_ReadReq()

Readdatafrom a specifiedregisteron theboard.
PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiornof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.

RETURN VALUE

Datareadfrom register(for P9054_ReadReg only).

8.5.7 xxx_WriteReg ()

Writes datato a specifiedregisteron theboard.
PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiornof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

None.
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8.5.8 xxx_ReadSpaceByte()

Readsa bytefrom addresspaceontheboard.
PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.

RETURN VALUE

Datareadfrom the board.

8.5.9 xxx_ReadSpaceWrd()

Readsaword from addresspaceon theboard.
PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

Datareadfrom theboard.

8.5.10 xxx_ReadSpaceWord()

Readsa dword from addresspaceon theboard.
PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.
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RETURN VALUE

Datareadfrom theboard.

8.5.11 xxx_WriteSpaceByte()

Writesa byteto addresspaceontheboard.
PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

None.

8.5.12 xxx_WriteSpaceWbrd()

Writesaword to addresspaceon theboard.
PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.

RETURN VALUE

None.

8.5.13 xxx_WriteSpaceDNord()

Writesa dword to addresspaceon theboard.
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PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

None.
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8.5.14 xxx_ReadSpaceBlock()

Readsa block from addresspaceon theboard.
PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiornof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.

RETURN VALUE

Datareadfrom theboard.

8.5.15 xxx_WriteSpaceBlock()

Writesablock to addresspaceon the board.
PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiornof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

None.
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8.5.16 xxx_ReadByte()

Reads bytefrom memoryon theboard.
PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.

RETURN VALUE

Datareadfrom the board.

8.5.17 xxx_ReadWord()

Readsaword from memoryon theboard.
PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

Datareadfrom theboard.

8.5.18 xxx_ReadDWord()

Readsa dword from memoryontheboard.
PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.
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RETURN VALUE

Datareadfrom theboard.

8.5.19 xxx_WriteByte()

Writesa byteto memoryontheboard.
PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

None.

8.5.20 xxx_WriteWord()

Writesa word to memoryon theboard.
PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.

RETURN VALUE

None.

8.5.21 xxx_WriteDWord()

Writesa dword to memoryon theboard.
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PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

None.
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8.5.22 xxx_ReadBlock()

Readsa block of memoryfrom theboard.
PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiornof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.

RETURN VALUE

Datareadfrom theboard.

8.5.23 xxx_WriteBlock()

Writesablock of memoryto theboard.
PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiornof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

None.
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8.5.24 xxx_IntlsEnabled()

Checkswhetherinterruptsareenabled.
PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.

RETURN VALUE

TRUE if interruptsarealreadyenablede.g.,if P9054_| nt Enabl e wascalled.
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8.5.25 xxx_IntEnable()

Enableinterruptprocessing.

NOTE:

All PCI chipsets use level-sensitve interrupts. Hence, you

must edit the implementation of this function (found in your
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.c file) to fit your specific

hardware.

The commentsn this functionindicatewherechangesnustbeinserted.

PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

TRUE if successful.

8.5.26 xxx_IntDisable()

Disableinterruptprocessing.
PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiornof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.

RETURN VALUE

None.
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8.5.27 xxx_DMAOpen()

InitializestheWD_DMA structure(seewindrvr.h) andallocatesa contiguousbuffer.
WD_DMA structure

typedef  struct  {
DWORD hDmm; // handl e of dma buffer
PVO D pUser Addr; // beginning of buffer
DWORD dwBytes; // size of buffer
DWORD dwOptions; // allocation options:

// DMA KERNEL BUFFER ALLOC, DMA KBUF_BELOW 16M
// DVA LARGE_BUFFER, DMA ALLOW CACHE,

// DMA KERNEL_ONLY MAP, DMA READ FROM DEVI CE,
// DVMA WRI TE_TO DEVI CE

DWORD dwPages; // nunber of pages in buffer

DWORD hCard; // Handle of relevant card as received from
/1 WD_Car dRegi ster()

VWD _DVA_PAGE Page[ WD_DMA_PAGES] ;

} VD _DVA, WD _DMA V30;

TheWD_DMA_PAGE structureis definedasfollows:

typedef  struct  {
KPTR pPhysi cal Addr; // physical address of page
DWORD dwBytes; // size of page

} WD _DVA PAGE, WD DVA PAGE_V30;

PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.
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RETURN VALUE

ReturnsTRUE if DMA buffer allocationsucceeds.



WinDriver v6.20 Users Guide 125

8.5.28 xxx_DMAClIose()

Freeshe DMA handle andfreestheallocatedcontiguousbuffer.
PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.

RETURN VALUE

None.

8.5.29 xxx_DMAStart()

StartDMA to or from thecard.
PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

None.

8.5.30 xxx_IsDMADone()

Usedto testif DMA is done.(UsewhenQuickLogic PBC_DMAStartis calledwith
fBlocking == FALSE.)

PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.
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RETURN VALUE

ReturnsTRUE if DMA transferhasbeencompleted.
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8.5.31 xxx_PulseLocalReset()

Sendsaresetsignalto the cardfor a periodof wDelay milliseconds.
PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.

RETURN VALUE

None.
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8.5.32 xxx_EEPROMRead()

Readdatafrom the EEPROM. Syntaxandfunctionality mayvary betweerdifferent
chipsets.Pleasaeferto the samplecodeimplementatiorof the target chipsetfound
in the\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile for exactsyntaxand
usage.

PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

Returnshedataread.

8.5.33 xxx_EEPROMWrite()

Writes datato the EEPROM. Syntaxandfunctionality may vary betweendifferent
chipsets.Pleasaeferto the samplecodeimplementatiorof the target chipsetfound
in the\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile for your chipsetsexact
syntaxandusage.

PROTOTYPE AND PARAMETERS

Pleaserefer to the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

ReturnsTRUE if EEPROM write succeeds.
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8.5.34 xxx_ReadPCIReg()

Readdatafrom the PCI configuratiorregisters.
PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_namel\lib\xxx_lib.cfile.

RETURN VALUE

Datareadfrom configuratiorregister

8.5.35 xxx_WritePCIReg()

Write to the PClI configuratiorregisters.
PROTOTYPE AND PARAMETERS

Pleasereferto the samplecodeimplementatiorof the target chipsetfoundin the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VALUE

None.



Chapter9

Advancedissues

This chapter containsinstructionsfor performingopetationsthat Driver\Mzard
cannotautomate You do not haveto readthis chapterif you are usinga chipset
from PLX, Altera, Marvell, AMCC, QuickLaogic, Cypress,STMicoelectonics,
Texas Instrumentsand National Semiconducta.

WinDriver includescustomAPIs built specificallyfor thesePCI chipsetvendors.
TheseAPIs save you from needingto learnboththe PClinternalsandthechipsetdata
sheets.With theseAPIs, usinga DMA functionis assimpleascalling a function,
e.g.,P9054_ DMAOpen, P9054_ DMASt ar t , etc.

9.1 Performing DMA

If youarenotusinga PCl chipsetwith enhancedupportthe next sectionswill guide
you throughthe stepsof performingDMA via WinDriver's API.

You may alsoreferto WO_DVALock[A.2.12] and WD_DMAUNI ock[A.2.13 in
ChapterA.

Therearetwo waysto performDMA: Contiguous Buffer DMA andScatter/Gather
DMA. Scatter/GatheDMA is much more efficient than contiguousDMA. This
methodallows the PCl device to copy memoryblocksfrom differentaddressesThis
meanghatthetransfercanbedonedirectlyto/fromtheusersbuffer thatis contiguous
in virtual memory but fragmentedn the physicalmemory If your PCl device does

130
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not supportScatter/Gatheyou will needto allocatea physicallycontiguousnemory
block, performthe DMA transferto there,andthencopy the datato your own buffer.

The programmingof DMA s specificfor differentPCl devices. Normally, you need
to programyour PCI device with the Local addresgon your PCl device), the Host
addresgthe physicalmemoryaddreson your PC) andthe transfercount(size of
block to transfer) andthensettheregisterthatinitiatesthe transfer

9.1.1 Scatter/Gather DMA

SampleDMA Implementation

The following is an outline of a DMA transferroutinefor PCI devicesthat support
Scatter/GatheDMA. More detailedexamplescanbefoundin:

* \WinDri ver\pIx\9054\lib\p9054 _lihc
« \WinDri ver\pIx\9080\lib\p9080 _lihc
< \WinDri ver\marvell\gt64\lib\gt64 _lib.c

BOCL DWMVA routine(void *startAddress, DWORD transferCount,
BOCL f I sRead)

WD_DVA dnm;

int i;

DWORD dwSt at us;

BZERO (dma) ;

dma. pUser Addr = start Address;

drma. dwByt es = transfer Count;

drma. dwOptions = flsRead ? DMA_READ FROM DEVI CE : DVA WRI TE_TO DEVI CE;

/1 Initialization of dma.hCard, value obtained from W) _CardRegi ster call:
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dma. hCard = cardReg. hCard;

/1 lock region in nenory
dwst at us = WD_DMALock( hWD, &dre) ;
if (dwsSt at us)

{
printf("Could not |ock down buffer\n");

return FALSE;
}
for (i =0;i!=dma. dwPages; i ++)
{
/1l Programthe registers for each page of the transfer
My_DMA_Pr ogr am Page(dmra. Page[i] . pPhysi cal Addr,
drma. Page[i].dwBytes, fDir);
}
/[l wite to the register that initiates the DVA transfer
M/_DMA Initiate();
/1 read register that tells when the DVA i s done
while (! My_DMA Done());
WD_DMAUNI ock( hWD, &drma) ;
return TRUE;

What Should You Implement?

« My_DMA Pr ogr am Page — Settheregisterson your device thatarepartof
thechainedist of transferaddresses.

« My_DMA I nitiat e — Setthe startbit on your PCI device to initiate the
DMA.

« My_DMA Done — Readthetransferendedbit onyour PCldevice.

Scatter/Gather DMA for Buffers Larger than 1 MB

TheWD_DMA structureholdsa list of 256 pagegsee\WD_DMA _PAGES definition
in windr vr.h). Thex86 CPUusesa pagesizeof 4 KB, so256 pagesanhold 256*4
KB =1 MB. Sincethefirst andlastpagedo not necessarilystart(or end)on a 4096
byte boundary256 pagescanhold 1 MB - 8 KB.

If you needto lock down a buffer largerthan1 MB, i.e., morethan256 pagesyou
will needthe DMA_LARGE_BUFFERoption.
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WhenusingtheDMA_LARGE_BUFFERflagin WO_DMALock [A.2.17], dwPagess
aninput/outputparameterAs aninputto WD_DMALock () call, dwPagesequalsthe
maximumnumberof elementsn anarrayof pagesOnreturnfromWD_DMALock( ) ,
dwPagesequalsthe numberof actualphysicalblocks. The returneddwPagesmay be
smaller becausadjacenpagesarereturnedasoneblock.

BOCL DWVA Large_routine(void *startAddress,
DWORD transfer Count, BOCL fl sRead)
{
DWORD dwSt at us;
DWORD dwPagesNeeded = transferCount / 4096 + 2;
/1 WD _DWVA structure al ready has space for WD _DVA PAGES
/1 nunber of entries
WD_DVA *pDma=cal | oc(sizeof (WD _DMA) +sizeof (WD _DMA PAGE) *
(dwPagesNeeded - WD _DVA PAGES), 1);
pDma- >pUser Addr = st art Address;
pDma- >dwByt es = transfer Count;
pDma- >dwOpt i ons = DVA_LARGE_BUFFER |
(flsRead ? DVA_READ FROM DEVI CE : DMA WRI TE_TO DEVI CE);
pDna- >dwPages = dwPagesNeeded;
/1 Initialization of dma.hCard, val ue obtained fromWD_CardRegi ster call:
dma. hCard = cardReg. hCar d;
/1 lock region in nmenory
dwst at us = WD_DMALock( hVD, pDrra) ;
if (dwsSt at us)
{
printf("Could not |ock down buffer\n");

}

else
/1 the returned pDma->dwPages nmay be snall er

/1 the rest is the sane as in the DVA routine()
/1 free the WD_DVA structure allocated

}
free (pDma);

}

9.1.2 ContiguousBuffer DMA

More detailedexamplescanbefoundat:
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« WinDri ver\QuickLogic\lib\pbclib .c

* WinDri ver\amcc\lib\amcclib.c

Read Sequence

Thefollowing is areadsequencérom the cardto the motherboards memory

{
WD _DMVA dnm;
DWORD dwSt at us;
BZERO (dnm) ;
/1 allocate the DVA buffer (10000 bytes)
dma. pUser Addr = NULL;
drma. dwByt es = 10000;
dma. dwOpt i ons = DVA KERNEL_BUFFER_ALLOC |
(flsRead ? DMA_READ FROM DEVI CE : DMA WRI TE_TO DEVI CE);
I/ Initialization of dma. hCard, value obtained from WD _CardRegi ster call:
dma. hCard = cardReg. hCard;
dwst at us = WO_DMALock( hWD, &dnm) ;
if (dwsStatus)
{
printf("Failed allocating kernel buffer for DVA n");
return FALSE;
}
/1 transfer data fromthe card to the buffer
My_Program DVMA_Transf er (dma. Page[ 0] . pPhysi cal Addr,
drma. Page[ 0] . dwBytes, fDir);
/1 Wait for transfer to end
while (! My_Drma_Done());
/'l now the data is the buffer, and can be used
UseDat aReadFr onCar d( dma. pUser Addr) ;
/'l release the buffer
WD_DMAUNI ock( hVD, &dnma) ;
return  TRUE;

Write Sequence

Thefollowing is awrite sequencéom themotherboard memoryto the card.
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WD_DVA dnm;
DWORD dwSt at us;
BZERO (dnm) ;
/lallocate the DVA buffer (10000 bytes)
drma. pUser Addr = NULL;
drma. dwByt es = 10000;
dma. dwQpt i ons = DVA_KERNEL_BUFFER_ALLCC |
(flsRead ? DVMA_READ FROM DEVI CE : DMA WRI TE_TO DEVI CE);
/1 Initialization of dma.hCard, value obtained from WD _CardRegi ster call:
dma. hCard = cardReg. hCard;
dwSt at us = WDO_DMALock( hWD, &dre) ;
if (dwsSt at us)
{
printf("Failed allocating kernel buffer for DVAIN");
return FALSE;
}
/1 prepare data into buffer
Pr epar eDat al nBuf f er (dnma. pUser Addr) ;
/'l transfer data fromthe buffer to the card
My_Program DVA Tr ansf er (dma. Page[ 0] . pPhysi cal Addr,
Local Addr);
/1 Wait for transfer to end
while (! My_Dma_Done());
/1 release the buffer
WD_DMAUNI ock( hWD, &drre) ;
return TRUE;

9.1.3 Performing DMA on SPARC

SFARC on SolarissupportdDVMA (Direct Virtual Memory Access).Platformsthat
supportDVMA performtransfersoy providing thedevice with avirtual addressather
thana physicaladdress.With this memoryaccessnethod,the platformtranslates
device accesseto the provided virtual addressnto the properphysicaladdresses
usingatype of Memory Managementnit (MMU). Thedevice transfergo andfrom
a contiguousvirtual imagethat canbe mappedto dis-contiguougphysicalpages.
Devicesthatoperatdn theseplatformsdo notrequireScatter/GatheDMA capability
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9.2 Handling Interrupts

Interruptscanbe handledeasilyvia DriverWizard. We recommendhat you allow
DriverWizardto generatehe interruptcodefor you, by defining(or auto-detecting)
your hardwares interrupts. Use the following sectionto understandhe code
DriverWizardgenerate$or you or to write your own interrupthandler

9.2.1 General—Handling an Interrupt

1. A threadis createdo handleincominginterrupts.
2. Thethreadrunsaninfinite loop thatwaitsfor aninterruptto occur
3. Whenaninterruptoccursthedriver’sinterrupthandlercodeis called.

4. Whentheinterrupthandlercodereturns the wait loop continues.

TheWD_I nt Wi t function[A.3.3] putsthethreadto sleepuntil aninterruptoccurs.
Thereis no CPU consumptionwhile waiting for an interrupt. Oncean interrupt
occurs,it is first handledby the WinDriver kernel,thenthe WD _| nt Wi t wakesup
theinterrupthandlerthreadandreturns.

Sinceyour interruptthreadrunsin usermode,you may call any Windows API
function,includingfile handlingandGDI functions.

Simple interrupt handler routine for edge-triggered interrupts (normally
ISA/EISA cards):

/1 interrupt structure
VD _| NTERRUPT | ntrp;
DWORD DLLCALLCONV wait_interrupt (PVO D pDat a)

{
printf ("Waiting for interrupt");
for (53)
{

WD IntWait (hWD, & ntrp);
if (Intrp.fStopped)
break ; // WD_IntDisable called by parent

/1 call your interrupt routine here
printf ("Got interrupt %\ n", Intrp.dwCounter);
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return  0;
}
void Install _interrupt()
{

BZERQ(I ntrp);
/1 put interrupt handle returned by WD _Car dRegi ster

Intrp.hinterrupt = cardReg. Card.Iten{O].Il.Int.hlnterrupt;
/1 no kernel transfer conmands to do upon interrupt
Intrp. Cnd = NULL;
Intrp. dwCnds = O;
/1 no special interrupt options
Intrp. dwOptions = O;
WD _| nt Enabl e(hWD, &l ntrp);
if  (!lntrp.fEnabl eCk)
{
printf ("Failed enabling interrupt\n");
return ;

}
printf ("starting interrupt thread\n");

t hread_handl e = CreateThread (0, 0x1000,
wait _interrupt, NULL, 0, & hread_id);
/1 call your driver code here
WD | nt Di sabl e (hWD, &l ntrp);
Wi t For Si ngl eObj ect (t hread_handl e, | NFI N TE);

Simplified Interrupt Handling Using windrvr_int_thr ead.c

WinDriver providesthe following corveniencefunctionsto further simplify the
interrupthandling: | nt er r upt Enabl e [A.2.14] and| nt er r upt Di sabl e
[A.2.15]. Bothfunctionsareimplementedn \WinDri ver\src\windrvr_int_thr ead.c
Pleasereferto the implementatiorof thesefunctionsfor a betterunderstandingf
how this mechanisnoperates.

In the following example,we rewrote the codefrom Section9.2.1to usethese
corveniencewrapperfunctions. This codewasextractedfrom the sampleprogram
int_io.c, which canbe found unden\WinDri ver\samples\int_ia Pleaseeferto this
file for thefull listing.

VO D DLLCALLCONV i nterrupt_handl er (PVO D pData)

{
WD_| NTERRUPT * plntrp = (WD_| NTERRUPT *) pDat a;



138 9 AdvancedIssues

int

/1 do your interrupt routine here
printf ("CGot interrupt %\ n", plntrp->dwCounter);

mai n()

HANDLE hWD;

WD_CARD_REQ STER car dReg;
/1 interrupt structure
VD _| NTERRUPT *pl ntrp;
HANDLE t hr ead_handl e;

hWD = WD_QOpen();

BZERQ( car dReqQ) ;

cardReg. Card. dwitens = 1;

cardReg. Card. I ten{0].item = | TEM | NTERRUPT;
cardReg. Card. I ten 0] . f Not Shar abl e = TRUE;
cardReg. Card. I tenfO].l.Int.dwMnterrupt = MY_I RQ
cardReg. Card.Itenf{0].I.Int.dwOptions = O;

WD _Car dRegi ster (hWD, &cardReg);

plntrp = mal | oc(sizeof (WD_I NTERRUPT));
BZERQ( *pl ntrp);
pl ntrp->hlnterrupt =
cardReg. Card.ItenfO].I.Int.hlnterrupt;
printf ("starting interrupt thread\n");
/1 this calls WD_IntEnable() and creates an interrupt
/1 handl er thread

dwSt at us = | nterrupt Enabl e( & hread_handl e, hWD, plntrp,
interrupt_handl er, plntrp))
if  (dwsSt at us)

{
printf ("failed enabling interrupt Status Ox% - %\n",
dwSt at us, Stat2Str(dwStatus));
}
else

/1 call your driver code here
printf ("Press Enter to uninstall interrupt\n");
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fgets(line, sizeof (line), stdin);

/1 this calls WD_IntDisabl e()
I nterrupt Di sabl e(thread_handl e);

}
WD_Car dUnr egi st er (hWD, &car dReg) ;

free(plntrp);
}

In the above code,the functioni nt er r upt _handl er senesasour interrupt
handlerinvokedoncefor everyinterruptthatoccurs.In thesimplified codefor setting
up interrupthandling,we call | nt er r upt Enabl e [A.2.14]. Thisfunctionspavns
athread,whichin turn callsthefunctioni nt er r upt _handl er . A pointerto this
functionis passedasthe fourth parameteto | nt er r upt Enabl e. Eachtime an
interruptoccurs,the datapData,specifiedby the fifth parameteris passednto the
function.

9.2.2 ISA/EISA and PCI Interrupts

Generally ISA/EISA interruptsare edgetriggered,in contrastto PCI interrupts,
which arelevel sensitve. This hasmary implicationsfor how the interrupthandler
routineis written.

Edge-triggered interrupts aregeneratednce,whenthe physicalinterruptsignal
goesfrom low to high. Therefore,exactly oneinterruptis generated.This
malkes the Windows operatingsystemcall the WinDriver kernelinterrupt
handlerthatreleasedhethreadwaitingonthe\WD | nt Vi t function[A.3.3].
No specialactionis neededn orderto acknavledgethisinterrupt.

Level-sensitive interrupts  aregeneratedslong asthe physicalinterruptsignalis
high. If theinterruptsignalis not loweredby the endof theinterrupthandling
by the kernel,the operatingsystemwill call the WinDriver kernelinterrupt
handleragain,causinghe PCto hang! To preventsuchasituation theinterrupt
mustbe acknavledgedby the WinDriverkernelinterrupthandler

Transfer Commandsat Kernel Level (Acknowledging the Interrupt)

Usually, interrupthandlerdor PCI cards(level-sensitve interrupthandlersiheedto
performtransfercommandst the kernelto lower the interruptlevel (acknavledge
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the interrupt). The transfercommandshouldwrite to run-timeregistersof the PCI
card,thusclearinga hardwareinterrupt.

To pasgransfercommanddo be performedn the WinDriver kernelinterrupthandler
beforeWD | nt Wi t [A.3.3] returns,you mustpreparean array of commands
(WD_Transfer structure) andpasst to the WD | nt Enabl e function[A.3.2].

For example, supposethe interrupt must be clearedby writing a 0 to interrupt
command-statusegister andthis registeris mappedo 10 port dwAddr, thenyou
couldwrite:

WD_TRANSFER trans[ 2] ;
BZERO(t r ans) ;
trans[0].cndTrans = RP_DWORD; // Read Port Dword
/1 Set address of 1O port to wite to:
trans[ 0] .dwPort = dwAddr;
trans[1l].cnmdTrans = WP_DWORD; // Wite Port Dword
/1 address of 1O port to wite to
trans[ 1] . dwPort = dwAddr;
/1l the data to wite to the |10 port
trans[ 1] . Data. Dnord = O;
Intrp. dwCnds = 2;
Intrp.Cnd = trans;
Intrp. dwOptions =
I NTERRUPT_LEVEL_SENSI TI VE | | NTERRUPT_CMD_COPY;
WD _| nt Enabl e(hWD, &l ntrp);

This sampleperformsa DWORD readcommandrom the /O addresslwAddr, then
writesto the samel/O portavalueof "0".

TheINTERRUPT_CMD_COPYoptionis usedto retrieve the valuereadby thefirst
transfercommandpeforethe write commands issued.This is usefulwhenyou need
to readthevalueof aregister andthenwrite to it to lower theinterruptlevel. If you
try to readthis registerafter WD _| nt Wi t [A.3.3] returns,it will alreadybe"0"
becausehe write transfercommandvasissuedat kernellevel.

DWORD DLLCALLCONV wai t _i nterrupt (PVO D pDat a)
{
printf("Waiting for interrupt\n");
for (53)
{
WD_TRANSFER trans[ 2];
Intrp. dwCrds = 2;
Intrp.Crd = trans;
WD | ntWait (hWD, &l ntrp);
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if (Intrp.fStopped)
break ; // WD_IntDisable called by parent

/] call your interrupt routine here
printf("Got interrupt %. Value of register read %\ n",
Intrp. dwCounter, trans[0]. Data. Dword);

}

return 0;

}

Study the implementation of the interrupt handling in the
\WinDri ven\src\windrvr_int_thr ead.cfile, and seethat it usescodesimilar to
thatusedabove.

Impr oving the Interrupt Handling Rate on VxWorks

WinDriverfor VxWorks (a.k.a.DriverBuilder)implementsa call-backroutine,which,
if setby theuser is executedmmediatelywhenaninterruptis recevved,thusenabling
youto speedup interruptacknawledgmentandprocessingThis routineis notneeded
on Windows 98/Me/NT/2000/XP/Sersr 2003, Linux andSolaris,sinceyou canuse
the KernelPluglnfeatureto improve the interrupthandlingrate on theseplatforms.
SeeSectionllorhttp: //ww. j ungo. conl kpi . ht M for moreinformation
abouttheKernelPlugin.

To usethewi ndr vr _i sr routine:

1. Includethefollowing declaratiorin your code:
int (__cdecl *w ndrvr_isr)(void);
2. Setwi ndr vr _i sr to pointto theinterrupthandlerroutinethatyou wish to
have performedmmediatelyuponthearrival of aninterrupt. For example:
int __cdecl my_isr(void )
/1 Add code here in order to verify that the ISR is called.

return TRUE; // |f TRUE, continue regular handling of WnDriver;
/1 1f FALSE, exit ISR

}

extern int (__cdecl *wi ndrvr_isr)(void );

/1 after calling drvrinit()
Wi ndrvr_isr = my_isr;


http://www.jungo.com/kpi.html
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9.2.3 Interrupts in Windows CE

Windows CE usesalogicalinterruptschemeatherthanthephysicalinterruptnumber
It maintainsaninternalkerneltablethatmapsthe physicallRQ numberto thelogical
IRQ number Device driversareexpectedto usethe logical interruptnumberwhen
requestingnterruptsfrom Windows CE. In this context, therearetwo approacheto
interruptmapping:

 In mostof the x86 or MIPS platforms,all the physicalinterruptsexceptfor
someresenedonesarestaticallymappedisingthis simplemapping:

logicalinterrupt= SYSINTR_FIRMWARE + physicalinterrupt

Calling WD_CardRegister with the INTERRUPT_CE_INT_ID flag

set, instructs WinDriver to follow this mapping. Otherwise,when
INTERRUPT_CE_INT_ID flag is cleared,the developermust provide

the mappedogical interrupt. Note thatif you wantto usea resenedinterrupt
value,you shouldmodify this staticmapaccordingto thefollowing paragraph.

« Onotherplatforms,with no suchmapping,the developershoulddo oneof the
following:

1.

NOTE:
This optioncanonly be performedby the platform builder.

Statically map the physical IRQ to a logical interrupt,
and call WD_CardRegister with the logical interrupt and
with the INTERRUPT_CE_INT_ID flag set. The static
interrupt map is in the file CFWPC.C (located in the
%_TARGETPLATROOT%\KERNEL\HAL directory).

You will thenneedto retuild the Windows CE image NK.BIN and
downloadthe new executableontoyour targetplatform.

Static mappingis helpful alsoin the caseof usingresened interrupt
mapping.Supposeyour platform staticmappingis:
— IRQO: Timer Interrupt
IRQ2: Cascadénterruptfor thesecondPIC
IRQ6: Thefloppy controller
IRQ7: LPT1 (becausehe PPSHdoesnot useinterrupts)
IRQ9
IRQ13: Thenumericcoprocessor
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An attemptto initialize anduseary of theseinterruptswill fail. However,
you may wantto useoneor moreof theseinterruptson occasionsuch
aswhenyou do not wantto usethe PPSH,but you wantto reclaimthe
parallelportfor someotherpurpose.

To solwe this problem, simply modify the file CFWPC.C (locatedin
the%_ TARGETPLATROOT%\KERNEL\HAL directory)to include
code,asshownn below, thatsetsup a valuefor interrupt? in theinterrupt
mappingtable.

SETUP_| NTERRUPT_MAP( SYSI NTR_FI RMAARE+7, 7) ;
Suppose/ou have a PCI cardwhich wasassignedRQ9. SinceWinCE
doesnot mapthis interruptby default, you will not be ableto receve
interruptsfrom this card. In this case you will needto inserta similar
entryfor IRQ9.

SETUP_I NTERRUPT_MAP( SYSI NTR_FI RMMRE+9, 9) ;

2. (On ARM platformsonly) Registerthe device with the PCI bus driver,
and call WD_CardRegister with the logical interruptand with the
INTERRUPT_CE_INT_ID flag cleared. Following this methodwiill
causdhePClbusdriverto performthelRQ mappinganddirectWinDriver
to useit.

The following registry exampleshavs how to registeryour device with
the PCl busdriver (canbeaddedo your Platform.re file).

[ HKEY_LOCAL_MACHI NE\ Dri ver s\ Bui | t I n\ PCI \ Tenpl at e\ MyCar d]
"C ass"=dwor d: 04

"Subd ass" =dwor d: 01

"Progl F"=dwor d: 00

"Vendor | D'=nul ti _sz:"1234","1234"

"Devicel D'=nul ti _sz:"1111","2222"

For moreinformation, referto MSDN Library, underPCI Bus Driver
Ragistry Settingssection.

9.3 USBControl Transfers

9.3.1 USB Data Exchange

The USB standardsupportstwo kinds of dataexchangebetweenthe hostandthe
device:
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Functional data exchange is usedto move datato andfrom thedevice. Thereare
threetypesof datatransfersBulk, Interrupt,andlsochronoudransfers.

Control exchange is usedto configurea device whenit is first attachedaindcanalso
be usedfor otherdevice-specificpurposesincluding control of otherpipeson
thedevice. Controlexchangeakesplacevia a control pipe, mainly the default
Pipe0, which alwaysexists.

Fiz Edt Wew Hesources Buld Took 'Window Help
Q| my| < |o]e] L] 4] 2]
Control
Pipe
Pl | PR |
drachon: in & oul, packel size B4
If'-f Ppsl2 Bulk drschon: oul, packet nze: b
. o Pipeld Bulk direction: oul, packet size: B4
Functional o Pipel Bulk diection oul, packet size; B4
Dam Transfer o Fipsid Isochiomous  direction: oul, packet tze: 16
Fipes (Bulk, < Ppald lsochiomous  direction; oul, packet size: 16
Interrapt, md \\‘ + Pipella lsockionous  direction: out, packet size: 16
L ochrorous) .< o Pipafl Inbaimpt direction: in, packet size: 16
o Pipei2 Bulk divection: in, packet size: 54
o Pipetd Budk direchion: in. packet size: B4
|l o Pipefs Bulk directiory in. packet size: 54
o Pipesd Izochionous  diechon: in, packet size: 16
o Ppeta Izochionous  drechon: in, packet size: 16
Fpela lzochionous  drechon: in, packet sipe: 16
WY P p

Figure9.1: USB DataExchange

9.3.2 More About the Control Transfer

The control transactionalways begins with a setupstage. The setupstageis
followedby zeroor morecontrol datatransactiongdatastage)that carrythe specific
informationfor therequeste@perationandfinally a statustransactiorcompleteghe
controltransferby returningthe statusto the host.

During the setupstage an 8-bytesetuppaclet is usedto transmitinformationto the
control endpointof the device. The setuppaclet’s formatis definedby the USB
specification.
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A controltransfercanbeareadtransactioror awrite transactionln areadtransaction
the setuppacletindicatesthe characteristicandamountof datato be readfrom the
device. In awrite transactiorthe setuppacket containghe commandsent(written) to
the device andthe numberof control databytesthatwill be sentto thedevicein the
datastage.

Referto Figure9.2 (taken from the USB specification)for a sequencef readand
write transactions.

‘(in)’ indicatesdataflow from the device to the host.

‘(out)’ indicatesdataflow from the hostto the device.

Setup Thata Stage
Stage {Optional) Status
; N ;
Conmrol - )
Wrte SETUP DATA [ouf) | |DA‘T‘A (o) | |DA‘1"A (outj| Stts ()
Setup Thata Stage
Stage (Opﬁﬂl) Status
T R et
Conmrol
Coms SETUP DATA | | DATS (i) | | DATA (20 | ——
Setup Stafus
Stage
f_)\_\ f_JL_\
Neo-data SETUF | ‘ Sttus @) |
Conmol

Figure 9.2: USB Readand Write

9.3.3 The Setup Packet

Thesetuppaclkets(combinedwith thecontroldatastageandthe statusstage)areused
to configureandsendcommandgo the device. Chapter9 of the USB specification
definesstandardlevice requestsUSB requestsuchasthesearesentfrom the hostto
the device, usingsetuppaclets. The USB device is requiredto respondproperlyto
theserequestsin addition,eachvendormay definedevice-specificsetuppacletsto
performdevice-specificoperationsThe standardsetuppaclets(standardJSB device
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requestspredetailedbelon. Thevendors device-specificsetuppacletsaredetailed
in thevendors databookfor eachUSB device.
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9.3.4 USB Setup Packet Format
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The tablebelonr shovs the format of the USB setuppaclet. For moreinformation,
pleasereferto the USB specificatioratht t p: / / www. usb. or g.

Byte

Field

Description

0

bmRequest
Type

Bit 7: Requestdirection (O=Host to

device - Out, 1=Device to host- In).

Bits 5-6: Requesttype (O=standard,
1=class,2=vendor 3=resered). Bits

0-4: Recipient(O=device, 1=interface,
2=endpoint,3=other).

bRequest

Theactualrequesiseenext table).

wValuelL

A word-sizevaluethatvariesaccording
to the request. For example, in the
CLEAR_FEATURE requestthe value
is usedto selectthe feature, in the
GET_DESCRIPOR requestthe value
indicates the descriptor type and in
the SET_ADDRESSrequestthe value
containsgthedevice address.

wValueH

Theupperbyte of the Valueword.

windexL

A word-sizevaluethatvariesaccording
to the request. The index is generally
used to specify an endpoint or an
interface.

(€3]

windexH

Theupperbyte of the Index word.

wlLengthL

A word-size value that indicates the
number of bytesto be transferredif
thereis a datastage.

wLengthH

Theupperbyte of the Lengthword.

9.3.5 Standard Device RequestCodes

Thetablebelon shavs the standarddevice requestodes.


http://www.usb.org

148 9 AdvancedIssues

<
=N
c
(¢}

bRequest
GET_STRATUS
CLEAR_FEATURE
Reseredfor futureuse
SET_FEAURE
Reseredfor futureuse
SET_ADDRESS
GET_DESCRIPDR
SET_DESCRIPDR
GET_CONFIGURAION
SET_CONFIGURAION
GET_INTERFACE
SET_INTERRCE
SYNCH_FRAME

OO NOO W NFLO

PR e
N R o

9.3.6 SetupPacket Example
This exampleof astandardJSB device requestillustratesthe setuppacletformatand
its fields. The setuppacletis in Hex format.

Thefollowing setuppacletis for a controlreadtransactiorthatretrievesthe device
descriptorfrom the USB device. The device descriptorincludesinformationsuchas
USB standardevision, vendorID andproductiD.

GET_DESCRIPTOR (Device) Setup Packet

[80[06[00[0L][00][00] 12[00 |

Setup packet meaning:
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Byte| Field Value | Description
0 BmRequest | 80 8h=1000b
Type bit 7=1-> directionof datais from device to
host.
0h=0000b

bits 0..1=00-> therecipientis thedevice.

1 bRequest 06 TheRequests GET_DESCRIPDR.

2 wValueL 00

3 wValueH 01 The descriptortypeis device (valuesdefined
in USB spec).

4 windexL 00 Theindex is not relevantin this setuppaclet
sincethereis only onedevice descriptor

5 windexH 00

6 wlLengthL 12 Length of the datato be retrieved: 18(12h)

bytes (this is the length of the device
descriptor).

7 wLengthH 00

In responsethe device sendsthe device descriptordata. A device descriptorof
CypressEZ-USB IntegratedCircuit is providedasanexample:

[ByteNo. [ 0 [ 1 [ 2[3[4]5[6]7][8]9][10]
[ Content | 12 01| 00 OL [ ff [ ff | ff | 40| 47| 05] 80 |

[ByteNo. [ 11 [ 12 13[ 14 ] 15] 16 [ 17 |
[Content [ 00 01] 00 00 00] 00 ] 01 |

As definedin the USB specification byte O indicatesthe length of the descriptoy
bytes2-3 containthe USB specificationreleasenumber byte 7 is the maximum
paclet sizefor endpoint00, bytes8-9 arethe VendorlD, bytes10-11arethe Product
ID, etc.

9.4 Performing Control Transferswith WinDri ver

WinDriver allows you to easilysendandreceve controltransferson Pipe00,while
using DriverWizard to testyour device. You caneitherusethe API generatedy
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DriverWizard[5] for your hardware,or directly call the WinDriver WDU_Tr ansf er
[A.6.7] functionfrom within your application.

9.4.1 Control Transferswith DriverWizard

1. ChoosePipeO0Oandclick Read/Write To Pipe.
2. Youcaneitherentera customsetuppacket, or usea standardJSB request.

 For a customrequest:entertherequiredsetuppaclet fields. For a write
transactiorthatincludesa datastage enterthe datain the Write to pipe
data (Hex) field. Click Read From Pipe or Write To Pipe accordingo
therequiredtransactior(seeFigure9.3).

MPipeDD - Control x|
i Setup Packet [ Action i Request Description
Select a request: fiead from Pipe _| Custom request:
I Custom request j ———— =====s=smmma=

Fill i the setup packet figlds and click

Type Reguest w¥alue windex  wlength LI el ¢ o
I— l— l— l— l— File to Pipe
I Pipe to File

Save Wiite Data

Write ta pipe data [Hex):

Figure9.3: CustomRequest

 For a standardJSB request: selecta USB requestfrom the request
list, whichincludesGET_CONFIGURATION, GET_DESCRIPTOR
CONFIGURATION, GET_DESCRIPTOR DEVICE andmore(see
Figure9.4). EachstandardJSB requesis describedn the right handof
thedialogboxwhenselected.
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BRPipeoo - Control x|
— Setup Packet — Action — Request Description
Select a request: Read from Pipe Custom request:
Sy r—— j Wite s e [

Hr
GET_CONFIGLIRATION
GET_DESCRIPTOR - CONFIGURATION

Fill in the setup packet fields and click

Clear "Read from Pipe" / "wiite to Pipe"

GET_DESCRIFTOR - DEVICE File to Pipe
GET_DESCRIPTOR - STRING

GET_IMTERFACE Pipe to File
GET_STATUS - DEVICE

GET_STATUS - ENDFOINT Save Wiite Data
GET_STATUS - INTERFACE

Wiite ko pipe data [Hex],

Figure 9.4: Request.ist

3. The device descriptordataretrieved from the device usingthe standardJSB
requesiGET_DESCRIPTOR DEVICE canbeseenin the DriverWizardlog
screern(seeFigure9.5).

9.4.2 Control Transferswith WinDri ver API

To performa reador write transactioron the control pipe, you caneitherusethe
API generatedy DriverWizard for your hardware, or directly call the WinDriver
WDU_Tr ansf er [A.6.7] functionfrom within your application.

Fill the setuppacletin the BYTE SetupRcket[8] arrayandcall thesefunctionsto
sendsetuppaclketson Pipe00Oandto retrieve controlandstatusdatafrom the device.

» Thefollowing sampledemonstratesow to fill the SetupRcket[8] variablewith
aGET_DESCRIPOR setuppaclet:

0x80; //BnRequst Type
0x6; //bRequest [0x6 == GET_DESCRI PTOR]
0; /I wwal ue

set upPacket [ 0]
set upPacket [ 1]
set upPacket [ 2]
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BS DriverWizard - Unregistered Copy.

Ele Edit ¥iew Buld Tools Window Help

L] * Generate Code |

4 Log M[=1E3
Transferred 18 Bytes from Pipe00
1z 01 00 01 00 OO OO0 03 1E 04 50 10 00 01 00 00 | viweunnuns |
0o o1 1 ..
|
B3 Pipe00
Setup Packet Lction Request Description

Select a request Read from Pipe GET_DESCRIPTOR - DEWICE:
| GET_DESCRIPTOR - DEVICE | P
Retums the device's device descriptor,

$ All devices must provide a device descriptar.
Type Reguest wialue windex  wlength
IF a device does nat suppart a requested descr
a0 B oo 1} 12
m responds with a Reguest Emor.

Pipe to File The v alue field specifies the descriptor type |
|BD 06 00 01 00001200 Q high byte and the descriptar index in the: low by
The windex field should be 0 for 3 device desc
| m The wlength field specifies the number of bute
|F the: descriptor is longer than the wLength fieh

Wfrite to pipe data [Hex): the initial bytes of the descriptar are returned.
|F the: descriptor is shorter than the wLength fie
device indicates the end of the control transfer
sending a short packet when further data is rec

Figure9.5: Log Screen

setupPacket[3] = 0x1; //wWalue [Descriptor Type: 0x1 == DEVI CE ]
set upPacket[4] = O; /1w ndex

set upPacket[5] = O; /1wl ndex

setupPacket[6] = 0x12; //wLength [Size for the returned buffer]
set upPacket[7] = O; //wLengt h

» Thefollowing sampledemonstratebow to senda setuppacket to the control
pipe (a GET instruction;thedevice will returntheinformationrequestedn the
pBuffer variable):

WDU_Tr ansf er Def aul t Pi pe(hDev, TRUE, 0, pBuffer, dwSize,
bytes_transferred, &setupPacket[0], 10000);

» Thefollowing sampledemonstratebow to senda setuppacket to the control
pipe (a SETinstruction):

WDU_Tr ansf er Def aul t Pi pe(hDev, FALSE, 0, NULL, O, bytes_transferred,
&set upPacket [ 0], 10000);
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For furtherinformationregardingVWDU_Tr ansf er Def aul t Pi pe, pleasereferto
SectionA.6.9, andfor furtherinformationregardingWWbU_Tr ansf er , pleaserefer
to SectionA.6.7,

9.5 Support for 64-bit Operating Systems

NOTE:
Startingfrom version6.02, WinDriver supportsSolaris8.0/9.064-bit kernels.Refer
to Section4.1.5for thefull list of Solarisplatformssupportedy WinDriver.

« WinDriverfor Solaris64-bitkernelsupportdoth32-bitand64-bitapplications.
Notethat64-bit applicationsaremoreefficient.

* In general DWORD is unsignedong. On 32-bit applicationsDWORD is a
32-bit variableand on 64-bit applicationsDWORD is a 64-bit variable. The
exceptionis the transfercommandasedin the WD_Tr ansf er struct. In
WD _Tr ansf er structDWORD standsfor 32-bit and QWORD standsfor
64-bit regardlesof how the applicationwascompiled. This exceptionwas
madefor backward codecompatibility andfor compatibility between32-bit
and64-bit applications.

« On64-bitoperatingsystems64-bitdatatransfersareperformeddirectly. There
is no needto useWinDriver\WD_Tr ansf er [A.6.7] function.



Chapter 10

Impr oving Performance

10.1 Overview

Onceyour usermodedriver hasbeenwritten and delugged,you might find that
certainmodulesin your codedo not operatefastenough(for example:aninterrupt
handleror accessind/O-mappedregions). If this is the case,try to improve
performancen oneof thefollowing ways:

* Improvetheperformancef your usermodedriver.

* Move the performance-criticapartsof your codeinto WinDriver's Kernel
Pluglin.

NOTE:

KernelPluglnis of greatusein PCl applicationge.ginterrupthandling),andis not
supportedn USB applications.

KernelPluglnis notimplementedinderWindows CE andVxWorks,sincethereis
no separatiorbetweerkernelmodeandusermodein theseoperatingsystems.As
such,top performancecanbe achiezedwithout usingthe KernelPlugin.

Usethe following checklistto determinehow to bestimprove the performanceof
your driver.
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10.1.1 Performance Impr ovementChecklist

The following checklistwill helpyou determinehow to improve the performancenf

your driver:

Problem

Solution

1. ISA Card — accessingan
I/O-mappedangeonthecard

Try to corvert multiple callsto WD_Tr ansf er to one
calltoWD_Mul ti Tr ansf er (seeSectionl0.2.2later
in this chapter).

« If this doesnot solve the problem,handlethe
I/O at kernelmodeby writing a KernelPlugin
(seethe KernelPlugin-relatecchapterdor details,
Chaptersll and 12).

2. PCI Card — accessingan
I/O-mappedangeonthe card

First, try to changethe card from I/O-mappedto
memory-mappethy changingbit 0 of the addresspace
PClI configurationregisterto 0 andthentry the solutions
for problem#3. You will probablyneedto reprogram
the EPROM to initialize BAROQ/1/2/3/4/5registerswith
differentvalues.

« If thisis not possible try the solutionssuggested
for problem#1.

« If this doesnot solve the problem,handlethe
I/0 in kernelmodeby writing a KernelPlugin
(seethe KernelPlugln-relatecchapterdor details,
Chaptersll and 12).

3. Accessing a
memory-mapped range on
thecard

Try to accessnemorywithout using\WD_Tr ansf er,
and insteadusing direct accesso memory-mapped
regions(seeSection10.2.1laterin this chapter).

« If this doesnot solve the problem,thenthereis a
hardware designproblem. You will not be able
to increaseperformanceby usingary software
designmethod,writing a KernelPlugin, or even
by writing afull kerneldriver.
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4. Interruptlateny — missing
interrupts, receving interrupts
toolate

Handlethe interruptsin kernelmodeby writing akernel
Plugin(seetheKernelPlugin-relatecchapterdor details,
Chaptersll and 12).

5. USB devices— slow transfer
rate

To increasethe transferrate, try to increasethe paclet
sizeby choosinga differentdevice configuration.

10.2 Improving the Performanceof a User-Mode

Driver

As ageneralrule, transferso memory-mappedegionsarefasterthantransfersto
I/O-mappedegions. Thereasons thatWinDriver enableghe userto directly access
thememory-mappedegionswithout callingtheWD_Tr ansf er function.

10.2.1 UsingDirect Accessto Memory-Mapped Regions

After registeringa memory-mappedegion using\WD_Car dRegi st er [A.2.8], two
resultsarereturned:dwTransAddr anddwUserDirectAddr.

The dwTransAddr result should be used as a baseaddresswhen calling

WD _Tr ansf er [A.2.1( to reador write to the memoryregion. A more efficient
way to performmemorytransfersvould be to usedwUserDirectAddr directly asa
pointer andthenuseit to accesgshe memory-mappedange. This methodenables
you to read/writedatato your memory-mappedegion without any function calls
overheadij.e., zeroperformancelegradation.

WhetheryouuseWD_Tr ansf er or dwUserDirectAddr, it is importantto alignthe
baseaddressaccordingto the size of the datatype, especiallywhenissuingstring
transfercommandsOtherwise thetransfersaresplitinto smallerportions.

The easiestvay to align datais to usebasictypeswhendefininga buffer, i.e.

BYTE buf{len]; // for BYTE transfers notaligned

WORD buf[len]; // for WORD transfers alignedon 2-byteboundary
UINT32 buf[len]; // for DWORD transfers alignedon 4-byteboundary
UINT64 buf[len]; // for QWORD transfers alignedon 8-byteboundary

10.2.2 Accessingl/O-Mapped Regions

Theonly way to transferdataon I/O-mappedegionsis by callingaWp_Tr ansf er
function[A.2.10]. If you needto transfera large buffer, the String (Block) Transfer
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commandscan be used. For example, RP_SBYTE, the ReadPort String Byte
commandywill transfera buffer of bytesto the I/O port. In suchcasesthefunction
calling overheads nagligible whencomparedo the block transfertime.

In a casewheremary shorttransfersare called,the function calling overheadmay
increaseo suchanextentthatit causesverall performancelegradation.This might
happenf you needto call WD_Tr ansf er morethan20,000timespersecond.

Take for examplea casein which a 1-MB block of dataneedsto be transferred
word-by-word, andin eachword thatis transferredirst the LOW byteis transferred
to I/O port 0x300andthenthe HIGH byteis transferredo I/O port 0x301.

Normally this would meancalling WD_Tr ansf er 1 million times—byte0 to
port 0x300,byte 1 to port 0x301,byte 2 to port 0x300, byte 3 to port 0x301, etc.
(WP_BYTE — Write PortByte).

A quick way to sare 50% of the function call overheadwould be to call

WD Tr ansf er with a WP_SBYTE (Write Port String Byte), with two bytesat
atime. Thefirst call would transferbyte 0 andbyte 1 to ports0x300and0x301,the
seconctall would transferbyte 2 andbyte 3 to portsOx300and0x301,etc. Thisway,
WD_Tr ansf er will only becalled500,000timesto transferthe block.

Thethird methodwould beto prepareanarrayof 1000MD_TRANSFER commands.
Eachcommandn the arraywould have a WP_SBYTE commandhattransferswo
bytesatatime. Thenyouwould call WD_Mul ti Tr ansf er [A.2.11] with apointer
to the arrayof WO_TRANSFER commands.n onecall to WDO_Mul ti Tr ansfer,
2000bytesof datawill betransferredYouwill needonly 500callstoWD_Tr ansf er
to transferthe 1 MB of data. This is only 0.05%o0f the original numberof callsto
WD Tr ansf er. The trade-of in this caseis betweenthe numberof calls to

WD Tr ansf er andthe memorythatis usedto setupthe 500 WD TRANSFER
commands.

10.2.3 Performing 64-bit Data Transfers

NOTE:

The ability to perform actual64-bit transfersis dependanbn the existenceof
supportfor suchtransferdoy the hardware,CPU, bridge,etc,andcanbe affectedby
ary of theseor their specificcombination.

WinDriversupport$4-bit PCl datatransferon x86 platformsrunning32-bitoperating
systemslf your PCl hardware(device andbus)is 64-bit, this featurewill enableyou
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to utilize your hardware'sbroadebandwidth eventhoughyour hostoperatingsystem
is only 32-bit.

Thisinnovative technologymakespossibledatatransferratespreviously unattainable
on suchplatforms.DriversdevelopedusingWinDriverwill attainsignificantlybetter
performanceesultsthandriverswritten with the DDK or otherdriver development
tools. To date,suchtools do not enable64-bit datatransferon x86 platformsrunning
32-bit operatingsystems.Jungos benchmarkperformanceestingresultsfor 64-bit
datatransferindicatea significantimprovementof datatransferratescompared

to 32-bit datatransfer guaranteeinghat drivers developedwith WinDriver and
KernelDriverwill achieve far betterperformancehan32-bit datatransfernormally
allows.

To perform64-bitdatatransferspleaseaefertoWD_Tr ansf er () functionreference
in SectionA.2.10.

NOTE:
On 64-bit operatingsystemsp4-bit datatransfersareperformeddirectly. Thereis
no needto useWD_Tr ansfer () .




Chapter11

UnderstandingtheKernel
Pluglin

This chapterprovidesa descriptionof the Kernel Plugln feature of WinDriver.

NOTE:
The KernelPlugln canbe very helpful for PCI/ISA driver development.lt is does
not supportthe USB API usedbeginningwith version6.0 of WinDriver.

11.1 Background

The creationof driversin usermodeimposesa fair amountof function call
overheadfrom the kernelto usermode, which may causeperformanceo drop

to anunacceptabléevel. In suchcasesthe Kernel Plugin featureallows critical
sectionsof the driver codeto be movedto the kernelwhile keepingmostof the code
intact. UsingWinDriver's KernelPluginfeature your driverwill operatewithoutany
degradationin performance.

Theadwantage®f writing a KernelPluglndriver over akernel-moddriver are:

« All thedrivercodeis written anddehuggedin usermode.

» Thecodesggmentsthataremovedto kernelmoderemainessentiallthe same
andthereforeno kerneldeluggingis needed.

159
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» Thepartsof the codethatwill runin the kernelthroughthe KernelPluginare
platform independenandthereforewill run on every platform supportedy
WinDriver. A standarckernel-modeadriverwill runonly onthe platformit was
written for.

Using WinDriver’s Kernel Plugin feature,your driver will operatewithout any
performancalegradation.

11.2 Dol Needto Write aKernel Plugin?

Not every performanceproblemrequiresyou to write a Kernel Plugin. Some
performanceproblemscanbe solved in the usermodedriver by betterutilization
of the featuresthat WinDriver provides. For further information, pleaserefer to
Chapter10.

11.3 What Kind of PerformanceCan | Expect?

Sinceyou canwrite your own interrupthandlerin the kernelwith the WinDriver
KernelPlugln,you canexpectto handleabout100,000interruptsper secondwithout
missingary oneof them.

11.4 Overview of the DevelopmentProcess

Using the WinDriver Kernel Plugin, the developerfirst developsand detugsthe
driver in usermode with the standardwWinDriver tools. After identifying the
performance-criticapartsof the code(suchasthe interrupthandlingor access
to I/O-mappedmemaoryranges)the developercandrop thesepartsof the code
into WinDriver’s Kernel Plugin, which runsin kernelmode,therebyeliminating
calling overhead.This uniquefeatureallows the developerto startwith quick and
easydevelopmentin usermode,and progresgo performanceorientedcodeonly
whereneeded.This uniquearchitecturesavestime and providesfor virtually zero
performancealegradation.
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11.5 The Kernel Plugin Ar chitecture

11.5.1 Architecture Overview

A driver written in usermodeusesWinDriver’s functions(\WD_xxx functions)for
device accesslf acertainfunctionin usermodeneeddo achieve kernelperformance
(theinterrupthandler for example),thatfunctionis movedto the WinDriver Kernel
Plugin. Generallyit shouldbe possibleto move codethatuses\WD xxx calls from
the usermodeto the kernelwithout modifications seeingthe samewinDriver AP is
supportedothin theusermodeandin theKernelPlugin.

Your application

Your Dinver code
[ T T T 1
WinDriver Usexviode
Libmxy
(Windreh)
Kernel Mode
X k. ¥ %
i Interrupt ¢
Yourfundians | W inD tver M e rrupt
WinDdver  [* ™ Yowr
KF_Init() Eenel Eemel Hard
K open() Plugln | : - me - vare
i [KP_IrtdeIzgl) Message —
i |KP_IrkdeDpel] Pasing /0
Pl oxe_ranin
KP_Close()

Figure11.1: Kernel Plugin Architecture

11.5.2 WinDriver Kernel and Kernel Plugln Interaction

Therearetwo typesof interactionbetweerthe WinDriver kernelandthe WinDriver
KernelPlugin. They are:
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Interrupt handling: When WinDriver receives an interrupt, by default it will
activatethe interrupthandlerin usermode. However, if theinterruptwasset
to be handledby WinDriver KernelPlugin,thenonceWinDriver receivesthe
interrupt,it is processedby the interruptfunctionin the kernel. This canbe
thesamecodethatyou wrote anddehuggedin the usermodeinterrupthandler
before thoughsomeof theusermodecodeshouldbemodified. We recommend
you rewrite the interruptacknavledgeandhandlingcodein the KernelPlugin
to utilize theflexibility offeredby KernelPlugln(seeSection11.6.9.

Messagepassing: To executefunctionsin kernelmode(suchas|/O processing
functions),the usermodedriver simply passes messagéo the WinDriver
KernelPlugin. This messagés mappedo a specificfunction, which is then
executedn the kernel. This function cancontainthe samecodeasit did when
it waswritten anddeluggedin usermode.

11.5.3 Kernel Plugin Components

At the end of your Kernel Plugin developmentcycle, your driver will have the
following elements:

« Usermodedriver—written with theWD_xxx functions

* WinDriverkernel—windr vr6.sys

» KernelPlugin (<Your Kernel Plugin Driver Name>.sysor <Your Kernel
Plugin Driver Name>.vxd — the elementhat containsthe functionality that
you have choserto bring down to the kernellevel

11.5.4 Kernel Plugin Event Sequence

Thefollowing is a typical eventsequencéhat coversall the functionsthatyou can
implementin your KernelPlugin:

Opening Handle from User Mode to Kernel Plugin

Event/Callback Notes
Event: Windows loadsyour This takesplaceat boottime, by dynamic
KernelPlugindriver. loading,or asinstructedby theregistry.
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Callback: YourKP_I ni t Kernel
Pluginfunctionis called[A.12.1].

KP_I ni t informsWinDriver of the nameof
your KP_QOpen routine[A.12.2]. WinDriver
will call this routinewhenthe application
wishesto openyour driver (whenit calls
WD_Ker nel Pl ugl nOpen [A.11.1]).

Event: Your usermode
driver application calls
WD_Ker nel Pl ugl nOpen.

Callback: Your KP_Open
routineis called.

The KP_Open functionis usedto inform
WinDriver of the namesof all the callback
functionsthatyou have implementedn your
KernelPlugindriverandto initiatetheKernel
Plugindriver, if needed.

Handling UserMode Requestsfrom the Kernel Plugin

Event/Callback

Notes

Event: Your applicationcalls
WD_Ker nel Pl ugl nCal |
[A.11.3.

Your application calls

WD_Ker nel Pl ugl nCal | to run code

in kernelmode(in the KernelPluglndriver).
The applicationpassesa messagédo the
KernelPlugin driver. The KernelPlugin
driver will selectthe function to execute
accordingo themessagsent.

Interrupt Handling — High IRQL Processing

Event/Callback

Notes

Callback: Your KP_Cal |
[A.12.4] routineis called.

It executescodeaccordingto the message
passedo it from usermode.

Event: Your hardwarecreatesan
interrupt.
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Callback:  Your KP_I nt Atlrqgl runsata high priority,
KP_IntAtlrqgl [A.12.8 andthereforeshouldperformonly the basic

routineis called (if the Kernel
Pluglninterruptsareenabled).

interrupt handling (suchas lowering the
HW interruptsignal). If moreinterrupt
processings neededjt is deferredto the
KP_I nt At Dpc [A.12.9 function. If your
KP_I nt Atlrql functionreturnsTRUE,
theKP_I nt At Dpc functionis called.

Interrupt Handling — Deferred Procedure Calls

Event/Callback

Notes

Event: KP_IntAtlrql
[A.12.8] functionreturnsTRUE.

Needsinterruptcodeto be processedsa
deferredprocedurecall in thekernel.

Callback: KP_I nt At Dpc
[A.12.9 is called.

Processetherestof theinterruptcode,but at
alower priority thanKP_I nt At I r gl .

Event: KP_I nt At Dpc returnsa
valuegreaterthanO.

Needsinterruptcodeto be processeth user
modeaswell.

Callback: WD_I nt WAi t [A.3.3]
returns.

Executionresumesttheusermodeinterrupt
handler

Plug and Play and Power Management

Event/Callback

Notes

Event: A PlugandPlayor power
managemengventoccurred.

Your applicationregisteredto receve
notificationsof sucheventsby calling
Event Regi st er [A.8.2] (or the lower
level WO_Event Regi st er function
[A.9.2]) andusedthe hKernelPlugirfield in
the WD_EVENT structurethatis passedo
thefunctionto requesthatthe eventwill first
be handledin the KernelPlugin. Thereafter
an event that matchedthe criteria setin
Event Regi st er M\D_Event Regi st er
occurred.
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Callback: Your KP_Event KP_Event recevesinformationaboutthe
[A.12.5 routineis called. eventthatoccurred.

Event. KP_Event returns The event needsto be processedn your
TRUE. usermodeapplicationaswell.

Callback: WD_| nt Vi t [A.3.3] | Executionresumesat your usermode
returns. applicationeventhandler

11.6 How DoesKernel Plugin Work?

Thefollowing sectiongake you throughthe developmentcycle of a KernelPlugin
underthe assumptiorthatyou have alreadywritten anddetuggedyour entiredriver
codein usermode,andhave encountereé performanceroblem.

11.6.1 Minimal Requirementsfor Creating a Kernel Plugin

WhendevelopingadriverusingWinDriver'sKernelPlugln,it is highly recommended
to usetwo computerssetup onecomputerasyour host,andthe otherasyour target
computer The hostcomputeris the computeron which you developyour driver, and
thetargetcomputeiis the computeron which you run your developeddriver.

» To compilethe kernel-modedriver you needthe VC compiler(cl.exe rc.exe
link.exe andnmake.exg.

 To createa Windows 98/Me/NT/2000/XP/Serer 2003driver (SYS)you need
to install the correspondind®DK for the target operatingsystemon your host
machine.

NOTE:
If your developeddriveris intendedfor a Windows 98/MetargetPC, develop
your driver on a Windows 20000r above hostPC.

» To compilethekernel-modealriveronLinux andSolaris,youneedGCC,gmale
or make.
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NOTE:

The DDKs are

availablein the MSDN subscriptionfrom Microsoft. You canalsoorderthem
fromhtt p: // www. mi crosof t. conf whdc/ ddk/ wi nddk. mspx

11.6.2 Kernel Plugin Implementation

Before You Begin

The functionsdescribedn this sectionare callbackfunctions,implementedn the
KernelPlugindriver, which arecalledwhentheir calling eventoccurs.For example,
KP_I ni t [A.12.]] is the callbackfunctionthatis calledwhenthe driveris loaded.
Any codethatyouwantto executeuponloadingshouldbein this function.

Thenameof your driveris givenin KP_I ni t . For the othercallbackfunctions,it is
the corventionof this referenceguideto markthesefunctionsaskP_ functions(e.g.
KP_QOpen), asdone,for example,in theKPTESTsample.

However, when developinga Kernel Plugin driver you can also selectdifferent
namesfor thesecallbackfunctions. When generatingKernel Plugin codewith

the DriverWizard, for example,the namesof the callbackfunctions(apartfrom
KP_I1 ni t ) will bederivedfrom the driver namethatyou specifiedwhengenerating
thecodeandwill begin with theprefix KP_XXX, whereXXX is yourdrivername.For
example,if your driver's nameis MyDriver, thenyour Opencallbackwill becalled
KP_M/Dri ver _QOpen,etc.

Write Your KP_INIT Function

Implementthe following functionin your kerneldriver:
BOOL _ cdecl KP_Init(KP_INT *kplnit);

whereKP_| NI T is thefollowing structure:

typedef  struct  {
DWORD dwVer W\D; /1 version of the WnDriver Kernel Plugln library
CHAR cDriverNane[12]; // returns the device driver nane, up to 12 chars.
KP_FUNC_OPEN funcQpen; // returns the KP_Open function

} KPINT;

Thisfunctionis calledonce whenthedriveris loaded. The KP_INIT structureshould
be filled with the nameof your Kernel Plugin andthe addresf your KP_COpen
function[A.12.7] (seeexamplein kptest.c).
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NOTE:
(1) The namethatyou choosefor your Kernel Plugln driver — by settingit in the

cDriverNamefield of the KP_INIT structurein KP_I ni t [A.12.1] —shouldbethe
nameof the driver thatyou wish to create-i.e., if you arecreatinga driver called
XXX.sys or XXX.vxd, thenyou shouldsetthe name"XXX" in the cDriverName

field of the KP_INIT structure.

(2) You shouldalsoverify thatthe driver namethatis setin the usermode,in
the pcDriverNamefield of theWD_KERNEL PLUGINSstructurethatis passedo
WD_Ker nel Pl ugl nOpen [A.11.1], is identicalto the driver namethatwassetin

the cDriverNamefield of the KP_INIT structurein KP_I ni t () .

FromtheKPTESTsample:

BOCOL __cdecl KP_Init(KP_INIT *kplnit)

{

}

/] Check if the version of the WnDriver Kernel
[/ Plugln library is the same version
/1 as windrvr.h and wd_kp. h

if (kplnit->dwerWD! =\WD_VER)
{

/1 You need to re-conpile your Kernel Plugln
/1 with the conpatible version of the WnDriver
/1 Kernel Plugln library windrvr.h and wd_kp. h

return FALSE;
}

strcpy (kplnit->cDriverNane, "KPTEST");

return  TRUE;

Write Your KP_OPEN Function

Implementthe KP_Open [A.12.7] functionin the KernelPlugInfile, whereKernel
Pluglnis the nameof your KernelPlugindriver (copiedto kplnit->cDriverNamen
theKP_I ni t function[A.12.1]).

BOOL _ cdecl KP_Open(KP_OPEN CALL *kpOpencCall,
hwD, PVO D pQpenData, PVAO D *ppDrvCont ext);



168 11 Understandinghe Kernel Plugin

This callback is called when the usermode application calls the
WD_Ker nel Pl ugl nOpen function[A.11.1].

In the KP_QOpen function, definethe callbacksthat you wish to implementin the
KernelPluglin.

Thefollowing is alist of the callbacksthatcanbeimplemented:
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Callback Name

Functionality

KP_Cl ose[A.12.3

Calledwhenthe usermodeapplicationcalls
the WD_Ker nel Pl ugl nCl ose function
[A.11.7).

KP_Call [A.12.4

Calledwhenthe usermodeapplicationcalls
the WD _Kernel Pl ugl nCal | [A.11.3
function. This functionis a messagéandler
for your utility functions.

KP_Event [A.12.5

Called when a Plug-and-Play or power
managemergventoccurredjf theusermode
applicationpreviously registeredto listen to
this event by calling the Event Regi st er

[A.8.2] function (or the Ilower level
WD _Event Regi st er function [A.9.2])
with a handleto the Kernel Plugin (setin
the hKerenlPluglinfield of the WD_EVENT
structurethatis passedo thefunction).

KP_I nt Enabl e [A.12.6]

Called when the usermode application
calls the WD_I nt Enabl e function [A.3.2]
(which is also called from the higher
level I nt er rupt Enabl e function
[A.2.14) with a handle to the Kernel
Plugln (setin the hKernelPluglnfield of the
WD_INTERRUPT structurethatis passedo
the function). This function should contain
ary initialization neededfor your Kernel
Pluglninterrupthandling.

KP_I nt Di sabl e [A.12.7]

Called when the usermode application
callstheWD_I| nt Di sabl e [A.3.5] function
(which is also called from the higher level
I nt errupt Di sabl e function [A.2.19),
if theinterruptswerepreviously enabledvith
a handleto the Kernel Plugin. This function
shouldfreeany memorythatwasallocatedn
theKP_I nt Enabl e [A.12.6 callback.

KP IntAtlrql [A12.§

CalledwhenWinDriver recevesaninterrupt
(provided the interrupts were enabledwith
a handle to the Kernel Plugin). This is
the function that will handleyour interrupt
in kernel mode (additional handling can be
performedn KP_I nt At Dpc andalsoin the
usermode).

KP_I nt At Dpc [A.12.9

Calledif theKP_I nt At I r gl callback
[A.12.8] hasrequestedleferredhandling of
theinterrupt(by returningTRUE).
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As indicatedabove, thesehandlerawill be called(respectiely) whenthe usermode
programopens/closes Kernel Plugin driver (WD_Ker nel Pl ugl nOpen,
WD_Ker nel Pl ugl nCl ose), sendsa messagé\WD_Ker nel Pl ugl nCal | ),
installsaninterruptwherehKer nel Pl ugl n in theWD_| NTERRUPT structpassed
tol nt er rupt Enabl e/MD _| nt Enabl e is the handleto the KernelPluglindriver
openedwith WD_Ker nel Pl ugl nOpen, or registersana Plug-and-Playor power
managemengventwherehKer nel Pl ugl n in the WD EVENT structpassedo
Event Regi st er /\WWD_Event Regi st er isthehandleto theKernelPlugindriver.

FromtheKPTESTsample:

BOOL _ _cdecl KP_Open(KP_OPEN_CALL *kpOpenCal |, HANDLE hWD,
PVA D pOpenData, PVA D *ppDrvCont ext)

{
kpOpenCal | - >f uncC ose = KP_Cl ose;
kpOpenCal | - >funcCal |l = KP_Call;
kpOpencCal | - >f uncl nt Enabl e = KP_I nt Enabl e;
kpOQpenCal | - >funcl nt Di sabl e = KP_I nt Di sabl e;
kpOpenCal | ->funclntAtlrgl = KP_IntAtlrqgl;
kpOpenCal | - >f uncl nt At Dpc = KP_I nt At Dpc;
kpOpenCal | - >f uncEvent = KP_Event;
*ppDrvContext = NULL; // you can allocate menory here
return  TRUE;

Write the Remaining Plugin Callbacks

Add your specificcodeinsidethe callbackroutines.

11.6.3 Sample/GeneratedK ernel Plugin Driver Code

You can usethe DriverWizard to generatea skeletal Kernel Plugln driver for
your device, and useit asthe basisfor your Kernel Plugin driver development
(recommended)or usethe Kernel Plugin sample (KPTEST), found underthe
\WinDri ver\kerplug directory, asthe basisfor your KernelPlugIndriver. Both the
generatec&andsamplecodeinclude a Kernel Plugin driver projectanda usermode
applicationthatcommunicatesvith it.

Both the generatedcodeand the KPTEST sampledemonstrate&eommunication
betweera usermodeapplication(USERMODE.EXE or XXX_DIA G.EXE - where
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XXX is thegeneratediriver name)anda KernelPlugindriver (KPTEST.sys/vxdor
XXX.sys/vxd).

The generated/sampl€ernel Plugin codeimplementsa messagdor gettingthe
driver’s versionnumberto demonstratdiow to passdata(messageshetweenthe
KernelPluglndriver anda usermodeWinDriver, aswell assamplekernelinterrupt
handlingcode. [The KPTEST sampledemonstrate$SA interrupthandling. The
generateatodewill includesampleinterruptcodefor theinterruptdetectecbn your
card (PCl or ISA). For PCI, you can definethe information for acknaledging
(clearing)theinterruptin the DriverWizard, beforegeneratinghe code,sothatthe
generateatodewill alreadyutilize thisinformationin theinterruptfunctions.]

TIP

We recommendhatyou build andrun the sample/generatedernel Plugin project
(andcorrespondingisermodeapplication)beforewriting your own KernelPlugin
driver.

11.6.4 Directory Structure of the Sample/GeneratedK ernel
Plugin Driver Code

* The Kernel Plugin samplecode — KPTEST - can be found underthe
\WinDri ver\kerplug directoryandis comprisedf thefollowing files:

— \WinDri ver\kerplug\lib — Includesthefiles neededo link your Kernel
Plugindriver.

— \WinDri ver\kerplug\kptest — Containsa sampleKernelPlugindriver,
whichincludeshothakernel-mode&ernelPluginprojectandausermode
projectthatcommunicatesvith it. This sampledemonstratebow to pass
datato/from the KernelPluginandhow to handleinterruptsin the Kernel
Plugin(thesampleis for ISA interrupts).

The sampledataexchangefunction getsthe versionof the WinDriver
kernelmoduleandpassedt to the userlevel. This samplecanbeusedas
abasisfor implementingl/O callswith the KernelPlugin.

The sampleinterrupt handlerimplementsan interrupt counter

The interrupt handlercountsfive interruptsand notifies the user
mode on every fifth incoming interrupt. For more details, see
WinDri ver\kerplug\kptest\files.txt.

Thekptest directoryincludesthefollowing files:

* kptest_com.hcontainscommondefinitionsbetweenthe Kernel
Pluglnandusermodeprojects suchasmessag@amegfor messages
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thatwill bepassedrom theusermodeandimplementedn theKernel
Plugln).

* \usermode\usermode.e The usermodecomponenbf the driver
(opensa handleto the KernelPlugindriver andcommunicatesvith
it).

* \kermode\kermode.c— TheKernelPlugindriver.

» ThegeneratedKernel Plugin code createdby the DriverWizard, will also
include a kernel-modeKernel Plugin projectand a usermodeprojectthat
communicatesvith it, but for your specifichardware. The generatedode
demonstratedatapassingbetweenthe usermodeand kernel-modeprojects
(using messagesand interrupt handlingin the kernelin a similar way to
the KPTEST sample,describecabore. With regardsto the interrupts,you
can usethe DriverWizard to defineread/writecommandgo be executed
in KP_IntAtlrgl [A.12.§ when an interrupt occurs,in which case
the generateccode will usethe information that you definedwithin the
KP_Int Atlrqgl implementation.This is specificallyusefulfor settingup
theinformationfor acknavledging(clearing)PCl interrupts(which arelevel
sensitve andmustbeclearedn thekernelimmediatelywhenthey arereceived).
The generatedernel Plugin codewill be comprisedof the following files
(where XXX representghe namethat you selectedfor the driver when
generatinghe codeandkp_xxx is the directorywhereyou selectedo save the
code):

— \kp_xxx\kerplug — The KernelPlugln project. This directoryincludes
thefollowing:

* kp_xxx.c—TheKernelPlugindriver.

» msdev — This directoryincludesthe projectfile andthe makefile for
the KernelPlugln projectandwill alsocontainthefinal SYSdriver
thatwill be createdwhenbuilding the Kernel Plugin driver code
(kp_xxx.sy9.

— \kp_xxx\xxx_diag.c— A diagnosticauusermodeapplicationthatopensa
handleto the KernelPluginandcommunicatesvith it.

— \kp_xxx\xxx_lib.c and \kp_xxx\xxx_lib.h — Library functions for
communicatingvith your hardware(usedfrom xxx_diag.c).

— \kp_xxx\msdev — This directoryincludesthe projectandworkspacdiles
for the usermodeapplicationandwill alsocontainthe final usermode
executablethatwill be createdwhenbuilding the generatedisermode
application(xxx.exe.
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— kptest_com.h— Containscommondefinitionsbetweerthe KernelPlugin
andusermodeprojects,suchasmessag@mamedsfor messagethat will
be passedrom theusermodeandimplementedn the KernelPlugin).

11.6.5 Handling Interrupts in the Kernel Plugin

Interruptswill be handledoy the KernelPluginif a handleto the KernelPluginwas
passedo WD_| nt Enabl e [A.3.2)/] nt er r upt Enabl e [A.2.14] (which callsthe
lowerlevel WD _| nt Enabl e function)by theusermodeapplicationwhenit enabled
the interrupts. The handleis passedwvithin the hKer nel Pl ugl n memberof the
WD _| NTERRUPT structurethatis passedo the function. WhenWinDriver recevves
a hardwareinterrupt,it callskKP_I nt At | r gl [A.12.§) (if KernelPluglninterrupts
areenabled). If KP_I nt At I r gl returnsTRUE, the deferredKP_I nt At Dpc
[A.12.9) KernelPlugInfunctionwill becalled,afterKP_I nt At I r gl returns.The
returnvalueof KP_I nt At Dpc determinediow mary times(if atall) theusermode
interrupthandlerroutinewill beexecuted.

In the KPTESTsamplefor example,theKernelPluglninterrupthandlercodecounts
five interruptsandnotifiesthe usermodeon every fifth interrupt,thus\WD_| nt Wi t
[A.3.3] (in theusemrmode)will returnononly oneoutof everyfiveincominginterrupts.
[KP_I nt At I rgl returnsTRUE every five interruptsto activateKP_I nt At Dpc,
andKP_I nt At Dpc returnsthe numberof accumulatedleferredDPC calls from
KP_I nt At rql,soall atall theusermodeinterrupthandlerwill be executedonce
for every 5 interrupts.]

Interrupt Handling in User Mode (Without Kernel Plugin)

If theKernelPluglninterrupthandleis notenabledtheneachincominginterruptwill
causa/\D | nt Wi t toreturn(seeFigurell.2).

Interrupt Handling in the Kernel (with the Kernel Plugin)

To have the interruptshandledby the KernelPlugin, a handleto the KernelPlugin
mustbe given asa parameteto the WD _| nt Enabl e [A.3.2] function (or to the
wrapperl nt er r upt Enabl e function[A.2.14)], which calls\WD_I| nt Enabl e and
WD _| nt Vi t [A.3.3]). ThisenablegheKernelPluglninterrupthandler

If theKernelPluglninterrupthandleris enabledthenKP_I nt At I r ql [A.12.8 will
be calledon eachincominginterrupt. The codein theKP_I nt At I r gl functionis
executedat HIGH IRQL. While this codeis running,the systemis halted,i.e., there
will beno context switchandno lower-priority interruptswill be handled.

Thecodein theKP_I nt At | r gl functionis limited in thefollowing ways:
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Your Driver code
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Figure11.2: InterruptHandling Without Kernel Plugin

« It mayonly accesson-pageablenemory
« It mayonly call thefollowing functions:

— WD _Transfer [A.2.10, WO_Mul ti Transfer [A.2.11] or
WD DebugAdd [A.1.6]

— OS-specifidfunctions(suchascertainDDK functionson Windows) that
canbecalledfrom HIGH IRQL

* It may not call mal | oc, free or ary WD_xxx API other than
WD_Transfer,WD_Mil ti Transfer orWD_DebugAdd.

Becausef the aforementionedimitations, the codein KP_I nt At | r gl shouldbe
keptto a minimum (suchasclearingof level sensitve interrupts). Othercodethat
youwantto runin theinterrupthandlershouldbeimplementedn KP_I nt At Dpc,
whichis calledafterKP_I nt At | r gl returnsanddoesnotfacethe samdimitations
askKP_I nt At I rgl . [You canalsoleave someadditionalinterrupthandlingto the
usermode,asexplainedin themanual].
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Your Driver code

:
!

!

!

WD _ltFadble() i
L i

!

!

!

!

| |
Fenel Mode e T T T e e

WinDriver Kemnel Plugn L

KF _latis WinDriver B:e;:p ' Your

‘0 e I{cp_lﬂt}\ﬂnql(II = Kernel “ Hardware
Lower High T

priceity code priotity ¢ ode

b H

Figure 11.3: InterruptHandling with the Kernel Plugin

11.6.6 MessagePassing

The WinDriver architectureenablesa kernel-modé&unctionto be calledfrom the
usermodeby passinga messagehroughthe WD _Ker nel Pl ugl nCal | [A.11.3
function.

Themessagearedefinedby thedeveloperin a headeffile thatis commonto boththe
usermodeandkernel-modeplugin partsof thedriver. In thegeneratedriverWizard
codethis headeffile will becalledKP_XXX_COM.H . In the KPTESTsamplethis
file is calledKPTEST_COM.H.

Upon receving the messagdrom the usermode, WinDriver will executethe
KP_Cal | [A.12.4] KernelPlugln callbackfunction, which identifiesthe message
thathasbeerreceivedandexecutegherelevantcodefor thismessagéasimplemented
in theKernelPlugln).

The generated/sampliernel Plugin codeimplementa messagédor gettingthe
driver'sversionin orderto demonstrat&ernelPlugindatapassing.Thecodethatsets
theversionnumberin KP_Cal | is executedn theKernelPluginwheneertheKernel
Pluginrecevesarelevantmessagérom the usermodeapplication.You canseethe
definition of the messagén the headeffile KPTEST_COM.H/KP_XXX_COM.H .
The usermode application(USERMODE.EXE/ XXX_DIA G.EXE) sendsthe
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messageo the Kernel Plugindriver via the WD_Ker nel Pl ugl nCal | function
[A.11.3].



Chapter12

Writing aKernelPluglin

The easiestway to write a Kernel Plugln driver is to usethe DriverWizard to
generatehe Kernel Plugin codefor your hardware. Alternatively, you canusethe
sampleKernel Plugindriver provided with WinDriver - KPTEST - which canbe
found underthe\WinDri ver\kerplug directory asthe basisfor your KernelPlugin
driver development.

Thefollowing is a step-by-steguideto creatingyour KernelPluglndriver.

12.1 Determine Whether a Kernel Plugin is Needed

The KernelPluginshouldbe usedonly afteryour driver codehasbeenwritten and
deluggedin usermode. This way, all of the logical problemsof creatinga device
driver are solved in the usermode,wheredevelopmentand detugging are much
easier

Determinewhethera Kernel Plugin shouldbe written by consultingChapterl10,
which explainshow to improve the performancef your driver.

177
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12.2 Windows 98/Me/NT/2000/XP/Sever 2003-
Determinethe Type of Driver to Develop (SYSor
VXD)

Windows NT, Windows 2000, Windows XP andWindows Sewer 2003supportthe
developmenbf SYSdrivers.

Windows 98 and Windows Me supportthe developmentof both SYS and VXD
drivers.

WinDriver canbe usedto develop a Kernel Plugin driver of any of the supported
driver typesfor eachof the aforementioneaperatingsystems.Pleasenotethatthe
generatedriverWzard codeis targetedat the developmentof SYSdrivers,however
theKPTEST samplecanbeusedasthebasisfor developmenof VXD KernelPlugin
driversfor Windows 98/Me (seefurtherexplanationdn section12.8below).

Keepin mind thatthe DDK is requiredfor developmeniof SYSdrivers.

12.3 Preparethe UserMode SourceCode

1. Isolatethe functionsyou needto moveinto the KernelPlugin.

2. Remore ary platform-specificodefrom thefunctions.Useonly functionsthat
canalsobeusedfrom thekernel.

3. Recompileyourdriverin theusermode.

4. Dehug your driverin usermodeagainto seethatyour codestill works after
changedave beenmade.

NOTE:

Keepin mind thatthe kernelstackis relatively limited in size. Therefore codethat
will be movedinto the KernelPluglnshouldnot containstaticmemoryallocations.
Usethemal | oc() functionto allocatememorydynamicallyinstead. This is
especiallyimportantfor large datastructures.
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NOTE:
If theusermodecodethatyou areportingto the kernelaccessememoryaddresse

directly - using the usermodemappingof the physicaladdressreturnedfrom
WD_Car dRegi st er () - notethatin thekernelyou will needto usethe kernel
mappingof the physicaladdressnstead(the kernelmappingis alsoreturnedby
WD _Car dRegi st er () - seesectionA.2.8).

Uy

12.4 CreateaNewKernel Plugin Project

You canusethe DriverWizard to generatea new Kernel Plugin project (and
correspondingusermode project) for your device (recommended)or usethe
KPTEST sampleasthebasisfor yourdevelopment][You canalsodevelopyourcode

"from scratch"if youwish.]
If you selectto usethe KPTEST sampleasthe basisfor your development please

follow thesesteps:

1. Make a copy of the KPTEST directory For example, to create
a new project called MyDrv, copy \WinDriver\kerplug\kptest to
\WinDri ver\kerplug\MyDr v.

2. Changeall instancef "KPTEST" in all the files in your new directoryto
"MyDrv".
3. Changeaall occurrencesf "KPTEST"in file namego "MyDrv".

4. Copy the \WinDri ver\kerplug\lib directory or otherwiseverify that your
KernelPluglindriveris linkedwith this directory

For ageneraldescriptionof the generated/sampleodeandit’s structure seesections
11.6.3and11.6.4

12.5 CreateaHandle to the WinDri ver Kernel Plugin

In your original usermodesourcecode,call WD_Ker nel Pl ugl nQpen [A.11.]]
at the beginning of your codeand\WD_Ker nel Pl ugl nCl ose [A.11.7] before
terminating.[ The generatedriverWizard usermodeprojectandthe the sample
\WinDri ver\kerplug\usermode\usermode.dile demonstratéiow this shouldbe

done].
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12.6 Setlinterrupt Handling in the Kernel Plugin

1. Whencalling WD _I| nt Enabl e [A.3.2] or | nt errupt Enabl e [A.2.14]
(which callsWD_| nt Enabl e), give the handleto the KernelPluginthatyou
recevved from openingthe KernelPlugin. [This handleshouldbe setin the
hKer nel Pl ugl n field of the WD_| NTERRUPT structthatis passedo the
function.] This is demonstrateih the generatedriverWizard Kernel Plugin
codeandin theKernelPluginKPTESTsample.

2. Move the sourcecodein the usermodeinterrupt handlerto the Kernel
Pluglnby moving someof it to KP_I nt At | r ql [A.12.8 andsomeof it to
KP_I nt At Dpc [A.12.9. [You canalsomodify the codeto make it more
efficient, dueto theadvantage®f handlingtheinterruptsdirectly in thekernel].
SeeSectionl1.6.5for anexplanationof how to handleinterruptsin thekernel.

12.7 Setl/O Handling in the Kernel Plugin

1. Move your I/0O handlingcode (if needed)rom usermodeto KP_Cal |
[A.12.4).

2. To activatethe kernelcodethat performsthe /O handlingfrom the usermode,
call WD_Ker nel Pl ugl nCal | [A.11.3] with a handleto the KernelPlugin
andarelevantmessagéor eachof thedifferentfunctionalitiesyou need.Create
adifferentmessagéor eachfunctionality.

3. Definethesemessages thefile KP_XXX_COM.H or KPTEST_COM.H
(if you usedthe KPTESTsampleasthe basisfor your driver). This headeffile
is commonto boththe kerneland usermodeprojectsandshouldcontainthe
messagelefinitions(IDs) anddatastructuresusedto communicatebetween
kernelmodeandusermode.

12.8 Compile Your Kernel Plugin Driver

12.8.1 Windows - Compiling the GeneratedDriverWizard
Kernel Plugin Code

Whengeneratinghe KernelPlugin codewith the DriverWizard,the generateadtode
will includea workspacg.dsw) file thatenablesyou to easilybuild andcompilea
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SYSKernelPlugindriver from Microsoft DeveloperStudio(MSDEV), by following
thesesteps:

1. Make surethat the BASEDIR ervironmentvariableis setto point to the
directoryin whichthe DDK for thetargetplatformis installed(i.e., the DDK
of the OS for which you wish to createyour driver; For example,if you are
creatinga driver for Windows XP, the BASEDIR ervironmentvariableshould
be setto point to thedirectoryin whichthe Windows XP DDK is located).

2. StartMicrosoft DeveloperStudio(MSDEV) anddo thefollowing:

(a) Fromyour driver projectdirectory openthe generatedvorkspacefile

(b)

(c

~

—\base_dinmsde\xxx_diag.dsw, where’base_dir’is the directoryin

which you saved the driver projectgeneratedy the DriverWizard (the
default locationis \WinDri ver\wizard\my_projects) and’xxx’ is the

drivernameyou selected.

Pleasenotethat The Driver\Wizard automaticallystartsthe MSDEV as
part of the codegeneratiorprocesgi.e. whenyou finish generating

the codethe generatedvorkspacedile will automaticallybe openedn

MSDEV).

Selectthe active configurationfor your target platform: Fromthe Build
menu,chooseSelectActive Configuration..., and choosethe desired
configuration.

NOTE:

The active configurationmustcorrespondvith thetarget OS for which
youarebuilding thedriver. For example for Windows 2000selecteither|
Win32 win2k free(releasemode)or Win32 win2k checked (detug
mode).

Build your driver - Presghe F7 key or startthe processrom the Build
menu.

NOTE:

This methodsupportscompilationof SYSKernelPlugindriversonly. To compile
the generateKernelPlugincodeasa VXD driver (on Windows 98/Me), you can
usethe compile.bat andkptest.mak files from the KPTEST sample asexplained
in section12.8.2
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NOTE:

OnWindows 98/Me, thegeneratedodecannotbe built into a SYSdriverusingthe
methoddescribedabove. You can,however, build a SYSdriverfor atargetWindows
98/Me PC with Windows NT/2000/XP/Serer 2003 (i.e. build the codeona PC
runningWindows NT/2K/XP/Sener2003for atargetWindows 98/Me OSandthen
usethedriver thatwascreatedon Windows 98/Me).

12.8.2 Windows - Compiling a KPTEST BasedKernel Plugin
Driver

If you have usedthe sampleKernelPlugincode- KPTEST - asthe basisfor your
KernelPlugindriver, follow theinstructionsbelow for building thedriver. If youhave
changedhedrivername replaceary referenceso 'kptest’ belon with the new driver
namethatyou selected:

« If youarebuilding a SYSdriver, setthe BASEDIR ervironmentvariableto the
locationof the DDK library for thetargetOS.

 To build a VXD driver, comment-outor remove the following line in
\WinDri ver\kerplug\kptest\kermode\compile.bat
nmake %21 /f kptest.mak

* Runthe\WinDri ver\kerplug\kptest\kermode\compile.batutility (which uses
the\WinDri ver\kerplug\kermode\kptest.makmalkefile) to build thedriver.

 Build the usermodeapplicationthat communicatesvith the KernelPlugin
(usermode.exg You canbuild the executabldrom the MSDEV IDE — simply
openthe\WinDri ver\kerplug\kptestiusermode\kptest _usedswworkspace
file andbuild the usermodeproject— kptest_userdsp.

12.8.3 Compiling Under Linux

1. Openashellterminal.

2. Changedirectoryto the pathwhereyou generatedhe sourcecodefor the
Kernel Plugin module(e.g.,/home/user/\InDri ver/wizard/my_projects):
cd /home/user/WinDriver/wizard/my_proj ects

3. Changdlirectoryto theKernelPlugin makefile path:
cd kerplug/linux
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4. Build the module(usingthe make command).

5. Move to the directory that holds the makefile for the sampleusermode
diagnosticsaapplication:
cd .././linux

6. Compilethesamplediagnosticprogram(usingthe make command).

12.8.4 Compiling Under Solaris

1. Openashellterminal.

2. Changedirectoryto the pathwhereyou generatedhe sourcecodefor the
Kernel Plugin module(e.g.,/home/user/\InDri ver/wizard/my_projects):
cd /home/user/WinDriver/wizard/my_project S

3. Changdlirectoryto the KernelPlugin makefile path:
cd kerplug/solaris

4. Build the module(usingthe make command).

5. Move to the directory that holds the makefile for the sampleusermode
diagnosticsapplication:
cd .././solaris

6. Compilethesamplediagnosticprogram(usingthe make command).

NOTE:
Both the Kernel Plugin moduleandthe usermodeapplicationthat drivesit need
to be compiledin 64-bit mode. The makefile provided by WinDriver usesthe
CC andLD environmentvariableswithout specificallydeclaringthem. You may
thereforeneedto setthesevariablesto fit your specificcompilerandlinker with the
correspondindlags.
For example,to compilewith gccyou mayneedto setthe CC andLD variablesas
follows:
For the compilationof the KernelPluginmodule:

$ exportLD="gcc -m64—melf64_sparenostdlib"

$ export CC="gcc-m64-isystem/usr/include/"
For the compilationof the usermodeapplication:

$ exportLD="gcc -m64"

$ export CC="gcc-m64"




184 12 Writing a Kernel Plugin

12.9 Install Your Kernel Plugin Driver

12.9.1 On Win32 Platforms
1. Copy thefilesto theappropriatdocations:

* Windows NT/2000/XP/Sewrer 2003 Copy the MyDr v.sysdriver
that was createdto the %windir%\system32\dri vers directory
(e.g., C:\WINNT\system32\drivers - on WinNT/2000, or
C:\Windows\system32\drvers - on Windows XP/Sener2003).

» Windows 98/Me: If you createda SYS driver (MyDr v.sy9, copy
the driver to the %windir%\system32\dri vers directory (e.g.,
C:\Windows\system32\dwers).

If you createda VXD driver (MyDr v.vxd), copy the driver to the
%windir%\system\VMM32 directory(e.g.,
C:\Windows\system\VMM32).

NOTE:
If your developedKernelPlugin driver is intendedfor a Windows 98/Me
targetPC, developyour driver on a Windows 20000r above hostPC.

2. Register/Loadyour driver, using the wdreg (or wdreg_gu) utility - on
Windows NT/2000/XP/Serer2003,or usingthewdregl16utility - on Windows
98/Me:

NOTE:

(2) In the following instructions,"NAME" standsfor your KernelPlugin
driver’'s name without the .sysor .vxd extension.

(2) For Windows 98/Me, replacereference$o "wdreg" belon with "wdreg16".
SeeSection13.2.2 for moreinformationregardingthe WDREG utility.

» ToinstallaSYSdriver, run:
\WnDriver\util> wdreg -name NAMEinstall

» ToinstallaVVXD driver (notethe-vxd flag), run:
\WnDriver\util> wdreg -vxd -name NAMEinstall

NOTE:
KernelPluglndrivers,with the exceptionof SYS driverson Windows 98/Me, are
dynamicallyloadable andthusdo not requirea rebootin orderto load.
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12.9.2 On Linux

1. Copy thenewly createddriverto themodulesdirectory:
kpt est/ ker mode/ LI NUX# cp kptest_module.o
/lib/modules/misc/

2. Insertthemoduleinto thekernel:
kpt est/ LI NUX# /sbin/insmod kptest_module

12.9.3 On Solaris

Installation of the Kernel Plugin Driver should be performedby the system
administratotoggedin asroot, or with root privileges(becomea superuser).

1. Copy thenewly createddriverto thedrivers’directory:
kpt est/ SOLARI S# cp kptest /kernel/drv/sparcv9 (on 64-bit
platforms)
kpt est/ SOLARI S# cp kptest /kernel/drv (on 32-bit platforms)

2. Copy thisfile to thedrivers’directory:
kptest# cp kptest.conf /kernel/drv

3. Installthedriver:
kpt est/ SOLARI S# add_drv kptest

NOTE:
Additional usefulcommands:

* modinfo - liststheloadedkernelmodules.

e rem_drv -removesthekernelmodule.
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Dynamically Loading Your
Driver

13.1 Why Do You Needa Dynamically Loadable
Driver?

Whenaddinga new driver, you may berequiredto rebootthe systemin orderfor it

to loadyour new driverinto the system.WinDriver is a dynamicallyloadabledriver,
which enables/our customergo startyour applicationimmediatelyafterinstallingit,
without needingto reboot. You candynamicallyload your driver whetheryou have
createda usermodeor a kernel-modedriver.

NOTE:
In orderto successfulf}JNLOAD your driver, make surethereareno openhandles
from WinDriver applicationsor KernelPlugins.

13.2 WindowsNT/2000/XP/Sewer 2003and 98/Me

13.2.1 Windows Driver Types

Two typesof driverfiles areusedby WinDriver, botharesupportecby the WDREG
utility:

186
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* WDM (Windows Driver Model) drivers: Files with the extension".SYS" on
Win98/Me/2000/XP/Serer2003,e.g. windr vr6.sys
WDM driversareinstalledvia theinstallationof anINF file (seebelow).

* Non-WDM / Legacy drivers: All driver files for WinNT4; Files with the
extension".VXD" onWin98/Me; All KernelPlugindriver files. For example,
windrvré.vxd, MyKPDri ver.sys

13.2.2 The WDREG Utility

WinDriver providesa utility for dynamicallyloading and unloadingyour driver,
which replaceghe slower manualprocesaisingWindows’ Device Manager(which
canstill beusedfor thedevice INF). For Windows 2000/XP/Sewer 2003 this utility
is providedin two forms: wdregandwdreg_gui Both utilities canbefoundunder
the \WinDri ver\util directory canbe run from the commandine, and provide the
samefunctionality. The differenceis thatwdreg_guidisplaysinstallationmessages
graphically while wdregdisplaysthemin consolemode.

For Windows 98/Me thewdreg16utility is provided.

This sectiondescribeghe usageof wdreg wdreg_guiwdregl6on Windows
operatingsystems.

NOTE:

The explanationsand examplesbelon refer to wdreg, but for Windows
2000/XP/Sewer 2003you canreplaceary referenceso wdregwith wdreg_qgui
For Windows 98/Me, replacethereferenceso wdregwith wdregl16

NOTE:

On Windows 98/Me you can only usewdregl16to install the windr vr6.sys
WDM driver, by installingwindr vr6.inf (or usewdreg16to install the non-WDM
windrvr6.vxd driver), but you cannot usewdreg16to install any otherINF files.

Below

* Non-WDM drivers (windrvr6.vxd/ windrvr6.syson WindowsNT 4.0/ Kernel
Plugindrivers):
Usage:WDREd-vxd]  [-file <filename>] [-name
<drivername>] [-startup <level>] [-silent] [-log
<logfile>] Action [Action  ..]
wdregsupportsereralbasicOPTIONSfrom which you canchooseone,some,
or none:
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-startup : Specifieswhento startthe driver. Requiresone of the following

arguments:

— boot: Indicatesa driver startedby the operatingsystemloader and
shouldonly be usedfor driversthatareessentiato loadingthe OS
(for example,Atdisk).

— system Indicatesa driver startedduring OSinitialization.

— automatic: Indicatesadriverstartedby the ServiceControlManager
duringsystemstartup.

— demand Indicatesa driver startedoy the ServiceControl Manager
ondemand(i.e.,whenyour deviceis pluggedin).

— disabled Indicatesadriverthatcannotbe started.

NOTE:
The defaultsettingfor the-startup optionis automatic.

-name — Relevant only for Kernel Plugin drivers (by default the wdreg

-file

commandgelateto the windrvr6 service). Setsthe symbolichame
of the driver. This nameis usedby the usermodeapplicationto get
a handleto the driver. You mustprovide the driver’s symbolicname
(without the *.sys/*.vxd extension)as an argumentwith this option.
The agumentshouldbe equivalentto the driver nameas setin the
KP_I ni t () [A.12.1] functionof your KernelPluglnproject: st r cpy
(kplnit->cDriverNanme , XX DRI VER NAME) .

— Relevantonly for KernelPlugin. wdreg allows you to install your
driverin theregistry undera differentnamethanthe physicalfile name.
This optionsetsthefile nameof thedriver. You mustprovide thedriver’s
file name(withoutthe*.sys/*.vxd extension)asanargument.
wdreglooksfor thedriverin the Windows installationdirectory
(<WINDIR>\system32\drivers for SYSdrivers,
<WINDIR>\system\VMM32 for VxD drivers). Therefore you should
verify that the driver file is locatedin the correctdirectory before
attemptingto install thedriver.

Usage:\ > wdreg -name <Your new driver name> -file
<Your original driver  name> install

-vxd —Usedto loadaVxD driver on Windows 98/Me. Doesnot requireary

arguments.

Usethis optionwheninstallingwindrvr6.vxdon Windows 98/Meor when
installinga KernelPluginVxD driver on Windows 98/Me. Notethatthis
flagis irrelevantfor wdreg16.
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-silent — Suppressethedisplayof messagesf ary kind.
-log <logfile> —Logsall messageto thespecifiedfile.

ACTIONS
wdregsupportseveralbasicACTIONS:

create — InstructsWindows to load your driver next time it boots,by adding
your driverto theregistry.

delete —Remoresyour driverfrom theregistry sothatit will notloadon next
boot.

start — Dynamicallyloadsyour driverinto memoryfor use. You mustcreate
your driver beforestartingit.

stop — Dynamicallyunloadsyour driverfrom memory

NOTE:

In orderto successfullystopthe windrvr6.sys/vxdservice,you must
first closeany openhandlesto the this service(suchas closingopen
WinDriverapplications)wdregwill displayarelevantwarningmessage
if you attemptto stopthe servicewhentherearestill openhandledo it.

Shortcuts
wdregsupportsafew shortcutoperationgor your corvenience:

install — Createsaandstartsyour driver.
This is the sameasfirst usingthewdreg stop actionandthenthewdreg
start action.
(if anolderversionexists),or:
Thesameasusingthewdreg create  actionandthenthewdreg start
action.
(otherwise).

uninstall —Unloadsyourdriverfrom memoryandremovesit from theregistry
sothatit will notloadon next boot.
Thisis the sameasfirst usingthewdreg stop actionandthenthewdreg
delete action.
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NOTE:
Remembethatin orderto successfullystopthe WinDriver service,there

cannotbe ary openhandlesto the windrvr6.sys/vxdservice(suchasopen
WinDriver applications). This is alsotrue for the install and uninstall
shortcuts,sinceboth commandsnclude stoppingthe WinDriver service.
wdregwill displaya relevantwarningmessageéf you attemptto stopthe

servicewhentherearestill openhandledo thewindrvr6.sys/vxdservice.

WDM drivers (windrvr6.syson Windows 98/Me/2000/XP/Serr2003):

NOTE:
(1) As specifiedabove, on Windows 98/Me you canonly usewdregl6to

install the windr vr6.sys WDM driver, by installing windr vr6.inf (or use
wdregl6to install the non-WDM windr vr6.vxd driver), but you cannot use

wdregl6to install any otherINF files.
(2) Thissectionis not relevant for Kernel Plugln drivers,sincethesearenot

WDM driversandarenotinstalledvia anINF file.

Usage: WDREGiInf <filename> [-silent] [-log
<logfile>] [install | uninstall | enable | disable]
wdregsupportseveralbasicOPTIONSfrom whichyou canchooseone,some,

ornone:

-inf —Thepathof theINF file to be dynamicallyinstalled.
-silent — Suppressethe displayof messagesf ary kind.
-log <logfile> —Logsall messageto the specifiedfile.

ACTIONS
wdregsupportsseveral basicACTIONS:

install — Installstheinf file, copiestherelevantfiles to their targetlocations,
dynamicallyloadsthedriver specifiedn theinf file nameby replacingthe
olderversion(if needed).

uninstall — Remaesyour driver from theregistry sothatit will notloadon
next boot.

enable — Enablesyourdriver.

disable — Disablesyourdriver, i.e. dynamicallyunloadsit, but thedriver will
reloadaftersystemboot.
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NOTE:

In orderto successfullydisable/uninstalVinDriver, you mustfirst close
ary openhandlegso the windrvr6.sysservice- Which includesclosing
arny openWinDriver applicationsand uninstalling(from the Device
Manageror usingwdreg) ary PCI/USB devicesthat are registered
to work with the windrvr6.sysservice(or otherwiseremaoving such
devices).wdregwill displayarelevantwarningmessagé you attempt
to stopthe servicewhentherearestill openhandlego thewindrvr6.sys
service,andwill enableyouto selectwhetherto closeall openhandles
and Retry, or Cancelandrebootthe PC to completethe commands
operation.

13.2.3 Dynamically Loading/Unloading WINDR VR6

When using WinDriver, you develop a usermode applicationthat controls

and accessegyour hardware by using the genericdriver WINDRVR6.SYS or
WINDRVR6.VXD (WinDriver’s kernelmodule). Therefore,you might want to
dynamicallyloadandunloadthe driver WINDRVR6.SYS (or WINDRVR6.VXD) -
whichyou cando usingwdreg In addition,in WDM-compatibleoperatingsystems,
you alsoneedto dynamicallyload INF files for your Plug andPlay devices. wdreg
enablesyou to do so automaticallyon Windows 2000, XP and Sener 2003. This
sectionincludesexampleimplementationshatarebasedon the detaileddescription
of wdregcontainedn the previoussection.

Exampleimplementations:

» To startWINDRVR6.SYSon Windows NT:
\> wdreg install
whichis equialentto:
\> wdreg create start

* To startWINDR VR6.SYSon Windows 98/Me/2000/XP/Sersr 2003:
\> wdreg -inf [path to windrvr6.inf] install
which loadsthewindr vr6.inf file andstartsthewindrvr6.sysservice.

* ToloadWINDRVR6.VXD onWindows 98/Me, usethe-vxd flag:
\'> wdreg -vxd install

» To loadan INF file nameddevice.inf, locatedunderthe c:\tmp directory on
Windows 2000/XP/Serer2003:
\> wdreg -inf c:\tmp\device.inf install
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To unloadthe driver, usethe samecommandsput simply replaceinstall in the
samplesabove with uninstall

13.2.4 Dynamically Loading/Unloading Your Kernel Plugin
Driver

If you have usedWinDriver to developa Kernel Plugindriver, you mustload your
Kernel Plugin after loading the WinDriver genericdriver WINDRVR6.SYS or
WINDRVR6.VXD.

Whenuninstallingyour driver, you shouldunloadyour Kernel Plugin driver before
unloadingWINDRVR6.SYSor (WINDRVR6.VXD).

NOTE:

KernelPluginsfor Windows 98 arenotdynamicallyloaded they requirerebootafter
theinitial loading.KernelPluglnsfor all otherWindows platformsaredynamically
loaded,.e. they do notrequirereboot.

To load/unloadyour KernelPlugindriver ([Your driver name].SYS[Your driver
name].VXD) usethewdregcommandasdescribedabore for WINDRVRG, with the
additionof the”name” flag, afterwhich you mustaddthe nameof your KernelPlugin
driver.

NOTE:
You shouldnot addthe *.sys/*.vxd extensionto the driver name.

Exampleimplementations:

» To loadaKernelPlugindriver calledKPTest.SYS execute:
\> wdreg -name KPTest install

« ToloadaKernelPlugindriver calledKPTest.VXD, execute:
\> wdreg -vxd -name KPTest install

 To load a Kernel Plugln driver called MPEG_Encoderwith file hame
MPEGENC.SYSgxecute:
\> wdreg -name MPEG_Encoder -file MPEGENGnstall

» To load a Kernel Plugln driver called MPEG_Encoderwith file name
MPEGENC.VXD,execute:
\> wdreg -vxd -name MPEG_Encoder -file MPEGENC
install
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 To uninstallaKernelPlugindriver calledKPTest.SYSexecute:
\'> wdreg -name KPTest uninstall

* To uninstalla Kernel Plugin driver called MPEG_Encoderwith file name
MPEGENC.SYSgexecute:
\'> wdreg -name MPEG_Encoder -file MPEGENGuninstall

13.3 Linux

» To dynamicallyload WinDriver on Linux, execute:
/ sbin$ insmod -f /lib/modules/misc/windrvr6.o

» To dynamicallyunloadWinDriver, execute:
/ sbi n$ rmmod windrvré

* In addition, you can usethe wdreg script underLinux to install (load)
windrvr6.o.
Exampleusage:To loadyour driver, execute:
\'> wdreg <driver name.extension>

13.4 Solaris

« After initial installationyou may dynamicallyload WinDriver on Solarisby
executing:
[ usr/sbin# add_drv windrvré

« To dynamicallyunloadWinDriver, execute:
/usr/sbin# rem_drv windrvr6



Chapter 14

Distrib uting Your Driver

Readthis chapterin the final stages of driver development.it will guideyouin
preparingyour driver for distribution.

NOTE:

For Windows 2000/XP/Sewer 2003 all referencedo wdregin this chaptercan
bereplacedwvith wdreg_guj which offersthe samefunctionality but displaysGUI
messageisteadof console-modenessages.

For Windows 98/Me, all referenceso wdregshouldbereplacedwith wdreg16
For moreinformationregardingthe wdregutility, seeChapterl 3 above.

14.1 Getting a Valid Licensefor WinDri ver

To purchasea WinDriver license, completethe order form, found under
\WinDri ver\docs\ordertxt, andfax or emailit to Jungo. Completedetailsare
includedon the orderform. Alternatively, you canorderWinDriver on-line. Visit
http://ww. j ungo. comfor moredetails.

In orderto install theregisteredversionof WinDriver andto activatedriver codethat
you have developedduringthe evaluationperiodon the developmenimachine please
follow theinstallationinstructionsfoundin Section4.2 above.
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14.2 Windows 98/Me and Windows 2000/XP/Sever
2003

Distributing the driver you createds a multi-stepprocessFirst, createa distribution
packagethatincludesall the files requiredfor the installationof the driver on the
target computer Second,install the driver on the target machine. This involves
installing windr vr6.sys andwindr vr6.inf, installing the specificINF file for your
device (for Plug andPlay hardware— PCI/USB),andinstalling your KernelPlugin
driver (if you have createdne).Finally, you needto install andexecutethe hardware
controlapplicationthatyou developedwith WinDriver. Thesestepscanbeperformed
usingwdregutility.

NOTE:

* This sectionrefersto distribution of SYSfiles. On Windows 98/Me you can
alsochooseo install windr vr6.vxd instead(althoughwe do not recommend
this). Shouldyou selectto do so, follow the installationinstructionsin
Sectionl4.3below.

* For the distribution of drivers developedwith the WinDriver extensionfor
customUSB HID devices, pleasereferto Section14.5 (this sectiondoesnot
referto distribution of thesedrivers).

14.2.1 Preparing the Distrib ution Package

Your distribution packageshouldincludethefollowing files:

 Your hardwarecontrolapplication/DLL.

» windrvr6.sys (get this file from the WinDriver packageunder the
\WinDri ver\redistdirectory).

« windrvr6.inf (get this file from the WinDriver packageunder the
\WinDri ver\redistdirectory).

« wd_utils.dll (get this file from the WinDriver packageunder the
\WinDri ver\redistdirectory It shouldbe copiedto the %owindir%\system32
directoryon thetargetcomputer).
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» An INF file for your device (requiredfor PClandUSB devices).
You cangeneratehis file with the DriverWizard,asexplainedin Section5.2.

* YourKernelPlugindriver— <KP driver name>.sys/vxd-if you have created
suchadriver.

14.2.2 Installing Your Driver on the Target Computer

NOTE:
The usermusthave administratve privilegeson the target computerin orderto
install your driver.

Follow theinstructionsbelow in the orderspecifiedto properlyinstall your driveron
thetargetcomputer:

* Preliminary Steps:

— To avoid reboot,beforeattemptingto install the driver make surethat
thereareno openhandlego thewindr vr6.sys/vxdservice.Thisincludes
verifying thatthereareno openapplicationghatusethis serviceandthat
thereareno connected®Cl/USBdevicesthatareregisterecto work with
windrvr6.sys- i.e., no INF files that point to this driver are currently
installedfor ary of the PCI/USB devices connectedo the PC, or the
INF file is installedbut the device is disabled. This may be relevant,
for example,whenupgradinga driver developedwith an earlierversion
of WinDriver (version6.0 andlateronly, sinceprevious versionsuseda
differentmodulename).

You shouldthereforeeither disableor uninstallall PCI/USB devices
that are registeredto work with WinDriver from the Device Manager
(Properties | Uninstall, Properties| Disable or Remove - on
Win98/Me), or otherwisedisconnecthe device(s) from the PC. If
you do not do this, attemptsto install the new driver usingwdreg will
producea messagéhatinstructsthe userto eitheruninstallall devices
currentlyregisteredto work with WinDriver, or rebootthe PCin orderto
successfullyexecutethe installationcommand.

— Windows 2000 Due to Windows 2000’ INF selectionalgorithm, if
therearePCI/USBdrivers,developedwith anolderversionof WinDriver
installedon the targetcomputeywe alsorecommendhatyou deleteary
old INF files thatWindows/WinDriver may have createdor the PCI/USB
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devicesthatyou wish to handlewith WinDriver, otherwiseanolderINF
file may beinstalled,causingthe olderversionof WinDriver to become
active (seefurther explanationsn Section14.4). Thesefiles arestored
in the %windir%\inf directory You cansearchthe INF directoryfor a
device'svendorID anddevice/productD in this INF directoryto locate
thefile(s) associatedvith therelevantdevice(s).

* Installing WinDriver's kernel module:

1. Copy windrvr6.sysandwindrvr6.inf to the samedirectory
2. Usethe utility wdregwdreg16to install WinDriver’s kernelmoduleon

thetargetcomputer

On Windows 2000/XP/Serer 2003typefrom thecommandine:
\> wdreg -inf <path to windrvr6.inf> install
On Windows 98/Metype from the commandine:

\> wdregl6 -inf <path to windrvré.inf> install

For example,if windrvr6.inf andwindr vr6.sysarein thed:\MyDevice\
directoryon thetargetcomputerthe commandshouldbe:

\> wdreg -inf  d:\\MyDevice\windrvr6.inf install

You canfind the executableof wdregin the WinDriver packagainderthe
\WinDri ver\util directory For ageneraldescriptionof this utility andits
usagepleaseeferto Chapterl3 above.

NOTE:

wdreg s an interactive utility. If it fails, it will displaya message
instructingthe userhow to overcomethe problem. In somecaseghe
usermaybeasledto rebootthe computer

CAUTION:

Whendistributing your driver, take carenotto overwritea newverversion
of windr vr6.syswith an older versionof the file in Windows drivers
directory (%windir%\system32\dri vers). You shouldconfigureyour
installationprogram(if you areusingone)or your INF file sothatthe
installerautomaticallycompareghe time stampon thesetwo files and
doesnot overwrite a newer versionwith anolderone.

« Installing the INF file for your device (registeringyour Plug-and-Play
device with windrvr6.sys):

— Windows 2000/XP/Sewer 2003 Usetheutility wdregto automatically
loadthe INF file.
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To automaticallyinstall your INF file onWindows 2000/XP/Sever 2003
andupdateWindows Device Manager run wdreg with the install
command:

\'> wdreg -inf <path to your INF file> install

NOTE:

On Windows 2000 if anotherINF file was previously installedfor
the device, which registeredthe device to work with the Plug-and-Play|
driver usedin earlierversionsof WinDriver remove ary INF file(s)
for the device from the %windir%\inf directory beforeinstalling
the new INF file thatyou created. This will prevent Windows from
automaticallydetectingandinstalling an obsoletefile. You cansearch
the INF directoryfor the device’s vendorID anddevice/productiD to
locatethefile(s) associatedavith thedevice.

— Windows 98/Me: InstalltheINF file manuallyusingWindows Add New
Hardware Wizard or Upgrade Device Driver Wizard, asoutlinedin
detailin Sectionl4.4below.

14.2.3 Installing Your Kernel Plugin on the Target Computer

NOTE:
The usermusthave administratve privilegeson the target computerin orderto
install your KernelPlugIndriver.

If you have createda KernelPlugindriver, follow the additionalinstructionsbelow:

1. Copy your KernelPlugln driver (<KP driver name>.sys/vxd to Windows
driversdirectory on the target computer(%windir%\system32\dri vers for
SYSdrivers,\Windows\system\VMM32for VXD drivers).

2. Usethe utility wdregto addyour KernelPlugindriver to thelist of device
driversWindows loadson boot. Usethefollowing installationcommand:
To installaSYSKernelPluginDriver:

\> wdreg -name <Your driver name, without the *.sys
extension>  install

If you have createda VXD Kernel Plugin driver, usethe -vxd flag in the
installationcommand:

\> wdreg -vxd -name <Your driver name, without the
*vxd extension> install
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You canfind the executableof wdreg in the WinDriver packageunderthe
\WinDri ver\util directory For a generaldescriptionof this utility andits
usage pleasereferto Chapterl3 above (seespecifically Section13.2.4for
KernelPluglninstallation).

14.3 Windows98/Meand NT 4.0

NOTE:

For Windows 98/Me, this sectionrefersto the distribution of windr vr6.vxd files
only. Shouldyou selectto install windr vr6.sysinstead,follow the installation
instructionsfor Windows 98/Me and2000/XP/Serer2003in Section14.2above.

Distributing the driver you createds a multi-stepprocessFirst, createa distribution
packagehatincludesall thefiles requiredfor installationof the driver on the target
computer Secondjnstall WinDriver's genericdriver (windr vr6.sys/windrvré.vxd).
If you have createda Kernel Plugin driver, install it on the target computeras
well. Finally, you needto install andexecutethe hardware control applicationyou
developedwith WinDriveronthetargetcomputer Thefollowing subsectiondescribe
this processn detail.

14.3.1 Preparing the Distrib ution Package

Your distribution packageshouldincludethefollowing files:

 Your hardwarecontrolapplication/DLL.

» windrvr6.sysfor Windows NT or windr vr6.vxd for Windows 98/Me (getthis
file from the WinDriver packageinderthe\WinDri ver\redistdirectory).

» wd_utils.dll (get this file from the WinDriver packageunder the
\WinDri ver\redistdirectory It shouldbe copiedto the %owindir%\system32
directoryon thetargetcomputer).

* Your KernelPluglindriver — <driver name>.sysor <driver name>.vxd— if
you have createdsuchadriver.
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14.3.2 Installing Your Driver on the Target Computer

NOTE:
The usermusthave administratve privilegeson the target computerin orderto

install your driver.

Follow theinstructionsbelow in the orderspecifiedto properlyinstall your driveron
thetargetcomputer:

1. Make surethatthereareno openhandlego windr vr6.sys/vxd

2. Copy thefile windrvr6.syswindr vr6.vxd to Windows driversdirectoryon the
tagetcomputer:

* Windows NT tamget computers— Copy windrvr6.sys to
%windir%\system32\dri vers.

» Windows 98/Me target computers— Copy windrvr6.vxd to
%windir%\system\VMM32 .

3. Usethe utility wdregto addwindr vr6.syswindr vré.vxd to thelist of device
driversWindows loadson boot.

» Windows NT — Usethefollowing installationcommand:
\'> wdreg install

» Windows 98/Me— Usethe-vxd flag in theinstallationcommand:
\'> wdreg -vxd install

By default wdreginstallswindr vr6.syson Windows NT, 98, Me, 2000, XP
and Sener 2003, thereforeyou needto usethe -vxd flag in orderto install
windrvr6.vxd on Windows 98/Me.

You canfind the executableof wdregin the WinDriver packageunderthe
\WinDri ver\util directory For a generaldescriptionof this utility andits
usagepleaseeferto Chapterl3above.

14.3.3 Installing Your Kernel Plugin on the Target Computer

NOTE:
The usermusthave administratve privilegeson the target computerin orderto

install your KernelPlugindriver.
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If you have createda KernelPlugindriver, follow theadditionalinstructionsbelow:

1. Copy your KernelPluglndriver (<driver name>.sysor <driver name>.vxd
to Windows drivers installation directory on the target computer
(%windir%\system32\dri vers for SYSdrivers,\Windows\system\VMM32
for VXD drivers)

CAUTION:

Whendistributing your driver, take carenot to overwrite a newer version
of windrvr6.sys or windrvr6.vxd with an older versionof thefile in the
Windows driversdirectory (%owindir%\system32\dri vers for windr vr6.sys
on Windows NT, or %windir%\system\VMM32 for windrvr6.vxd on
Windows 98/Me). You shouldconfigureyour installationprogram(if you
areusingone)sothattheinstallerautomaticallycompareghe time stampon
thesetwo files anddoesnot overwrite a newer versionwith anolderone.

2. Usethe utility wdregto addyour KernelPlugin driver to the list of device
driversWindows loadson boot.

* Windows NT — Usethefollowing installationcommand:
\> wdreg -name [Your driver name] install

» Windows 98/Me— Usethefollowing installationcommand:
\'> wdreg -vxd -name [Your driver name] install

You canfind the executableof wdreg in the WinDriver packageunderthe
\WinDri ver\util directory For a generaldescriptionof this utility andits
usagepleaseeferto Chapterl3 above (seespecificallySection13.2.4.

14.4 Creatingan INF File

Device information(INF) files aretext files thatprovide informationusedby the Plug
and Play mechanisnin Windows 98/Me/2000/XP/Sergr 2003to install software
that supportsa given hardware device. INF files arerequiredfor hardware that
identifiesitself, suchasUSB andPCI. An INF file includesall necessarinformation
abouta device andthefiles to beinstalled. Whenhardwaremanufcturerdntroduce
new products they mustcreatelNF files to explicitly definethe resourcegandfiles
requiredfor eachclassof device.

In somecasesthelNF file for your specificdeviceis suppliedby theoperatingsystem.
In othercasesyou will needto createan INF file for your device. WinDriver's
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DriverWizardcangenerate specificINF file for your device. The INF file is usedto
notify the operatingsystemthatWinDriver now handleghe selectedievice.

For USB devices,you will not be ableto accesshe device with WinDriver (either
from the DriverWzard or from the code)without first registeringthe device to
work with windrvr6.sys This is doneby installing an INF file for the device. The
DriverWizardwill offer to automaticallygeneratehe INF file for your device.

You canusethe DriverWizardto generatehe INF file on the developmentmachine
- asexplainedin Section5.2 of the manual- andtheninstall the INF file on any
machineto which you distribute the driver, asexplainedin thefollowing sections.

14.4.1 Why Should| Createan INF File?

* To enablethe DriverWizardto acces3JSB devices.

* To stopthe Windows Found New Hardware Wizard from poppingup after
eachboot.

» To ensurghattheoperatingsystencaninitialize the PCl configuratiorregisters
on Windows 98/Me/2000/XP/Serer 2003.

» To ensurethatthe operatingsystemcanassignphysicaladdresseto a USB
device.

 To loadthe new driver createdfor the device. An INF file mustbe created
wheneer developinga new driver for Plug and Play hardwarethatwill be
installedon a PlugandPlaysystem.

 To replacethe existing driver with anew one.

14.4.2 How Dol Install an INF File When No Driver Exists?

NOTE:
You musthave administratve privilegesin orderto install anINF file on Windows
98, Me, 2000,XP andSener2003.

* Windows 2000/XP/Sever 2003
On Windows 2000/XP/Serer 2003 you can usethe wdreg utility with the
install commando automaticallyinstall the INF file:
\> wdreg -inf <path to the INF file> install
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SeeSection13.2.20f themanualfor moreinformation.

On the developmentPC, you can have the INF file automaticallyinstalled
whenselectingto generatehe INF file with the DriverWizard, by checking
the Automatically Install the INF file option in the DriverWizard’s INF
generatiorwindow (seeSection5.2).

It is alsopossibleto install the INF file manuallyon Windows 2000/XP/Serer
2003, usingeitherof thefollowing methods:

— Windows Found New Hardware Wizard: This wizard is activated
whenthe device is pluggedin or, if the device wasalreadyconnected,
whenscanningor hardwarechangegrom the Device Manager

— Windows Add/Remove Hardware Wizard: Right-click the mouseon
My Computer, selectProperties, chooseheHardwaretabandclick on
Hardware Wizard....

— Windows Upgrade Device Driver Wizard: Selectthe device from the
Device Manager deviceslist, selectProperties choosethe Driver tab
andclick the Update Driver... button. On Windows XP andWindows
Sener 2003 you can chooseto upgradethe driver directly from the
Propertiedist.

In all themanualinstallationmethodsabove you will needto pointWindowsto
thelocationof therelevantINF file duringtheinstallation.

We recommendisingthe wdreg utility to install the INF file automatically
insteadof installingit manually

* Windows 98/Me:
On Windows 98/Me you needto install the INF file for your PCI/USBdevice
manually eithervia Windows Add New Hardware Wizard or Upgrade
Device Driver Wizard, asexplainedbelow:

— Windows Add New Hardware Wizard:

NOTE:

This methodcanbe usedif no otherdriveris currentlyinstalledfor the
device or if theuserfirst uninstalls(removes)the currentdriver for the
device. Otherwise Windows New Hard ware Found Wizard, which
activatesthe Add New Hardware Wizard, will not appearfor this
device.

1. To activate the Windows Add New Hardware Wizard, attach
the hardware device to the computeror, if the device is already
connectedscanfor hardwarechangegRefresh.
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2. WhenWindows Add New Hardware Wizard appearsfollow its
installationinstructions.Whenasled,pointto thelocationof the INF

file in your distribution package.

— Windows Upgrade Device Driver Wizard:

1. OpenWindows Device Manager: From the SystemProperties

window (right-click on My Computer andselectProperties) select

the Device Manager tah

2. Selectyourdevice from the Device Manager deviceslist, choosehe

Driver tabandclick the Update Driver button.

To locateyour device in the Device Manager selectView devices
by connection For PCI devices,navigateto Standard PC | PCI

bus | <your device>. For USB devices, navigateto Standard

PC | PCI bus | PCI to USB Universal Host Controller (or any
other controller you are using - OHCI/EHCI) | USB Root Hub

| <your device>.

3. Follow theinstructionsof the Upgrade Device Driver Wizard that

opens. Whenasled, point to the location of the INF file in your
distribution package.

NOTE:

You musthave administratve privilegesin orderto replaceadriveron Windows 98,

Me, 2000,XP andSener 2003.

1. On Windows 2000 if you wish to upgradethe driver for PCI/USB devices

that have beenregisteredto work with earlier versionsof WinDriver, we

recommendhatyou first deletefrom Windows INF directory(%windir%\inf )
ary previousINF files for the device, to preventWindows from installing an
old INF file in placeof the new file thatyou created.Look for files containing

your device’s vendoranddevice IDs anddeletethem.

2. Installyour INF file:

» On Windows 2000/XP/Sewer 2003you canautomaticallyinstall the
INF file:
You can use the wdreg utility with the install commandto
automaticallyinstall the INF file on Windows 2000/XP/Serer 2003:
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\> wdreg -inf <path to INF file> install
SeeSection13.2.20f the manualfor moreinformation.
OnthedevelopmentPC,you canhave theINF file automaticallyinstalled
whenselectingo generatehelNF file with the DriverWizard,by checking
the Automatically Install the INF file optionin the DriverWizard's INF
generatiorwindow (seeSection5.2).

It is also possibleto install the INF file manually on Windows
2000/XP/Serer2003,usingeitherof thefollowing methods:

— Windows Found New Hardware Wizard: Thiswizardis actvated
whenthedeviceis pluggedin or, if thedevice wasalreadyconnected,
whenscanningor hardwarechangegrom the Device Manager

— Windows Add/Remove Hardware Wizard: Right-click on My
Computer, selectProperties, choosethe Hardware tab andclick
onHardware Wizard....

— Windows Upgrade Device Driver Wizard: Selectthe device from
the Device Manager deviceslist, selectProperties choosethe
Driver tab andclick the Update Driver... button. On Windows
XP andWindows Sener 2003you canchooseo upgradethe driver
directly from the Propertiedist.

In the manualinstallationmethodsabove you will needto point Windows
to the location of the relevant INF file during the installation. If the
installationwizard offersto install an INF file otherthanthe oneyou
have generatedselectinstall one of the other driversandchooseyour
specificINF file from thelist.

We recommendusing the wdreg utility to install the INF file
automaticallyinsteadof installingit manually

» On Windows 98/Me you needto install the INF file manuallyvia
Windows Add New Hardware Wizard or Upgrade Device Driver
Wizard, asexplainedbelow:

— Windows Add New Hardware Wizard:

NOTE:

This methodcanbe usedif no otherdriveris currentlyinstalledfor
thedevice or if the userfirst uninstalls(remaoves)the currentdriver
for the device. Otherwise the Windows Found New Hardware
Wizard, which activatesthe Add New Hardware Wizard, will
not appearfor this device.

(a) To activatethe Windows Add New Hardware Wizard, attach
the hardwaredevice to the computeror, if the device is already
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connectedscanfor hardwarechangegRefresh).

(b) WhenWindows Add New Hardware Wizard appearsfollow
its installationinstructions.Whenasled, specifythe location of
the INF file in your distribution package.

— Windows Upgrade Device Driver Wizard:

(a) OpenWindows Device Manager:Fromthe SystemProperties
window (right click on My Computer andselectProperties)
selectthe Device Manager tah

(b) Selectyour device from the Device Manager deviceslist,
openit, choosethe Driver tab andclick the Update Driver
button. To locateyour device in the Device Managey select
View devicesby connection For PCI devices, navigate to
Standard PC | PCI bus | <your device> For USB devices,
navigateto Standard PC | PCI bus | PCI to USB Universal
Host Controller (or any other controller you are using -
OHCI/EHCI) | USB Root Hub | <your device>.

(c) Follow theinstructionsof the Upgrade Device Driver Wizard
thatopens.Locatethe INF in your distribution packagevhen
asled.

14.5 The WinDriver Extensionfor CustomUSBHID
Devices

Distribution of applicationsdevelopedusingthe WinDriver extensionfor custom
USB HID devicesis simple. You needonly copy the WinDri ver/redist/wdlib.dll
file togethemvith your application/DLLto the %windir%\system32 directoryon the
targetcomputer

14.6 WindowsCE

Thedistribution processnvolvesinstallingWinDriver'skernelDLL file windrvr6.dll
andthe hardware control applicationthat you developedwith WinDriver on the
target CE platform/computer The installationinstructionsbelow refer only to the
installationof windr vr6.dll onthetargetplatform/computer

1. InstallWinDriver'skernelDLL file onthetargetcomputer:
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» For WinDriver applicationgdevelopedfor target CE computers:
Copy windrvr6.dll from the \WinDri ver\redisA\TARGET_CPU
directoryto theWindowsdirectoryonyourtargetWindows CE computer

* Whenbuilding new CE platforms:

Copy windrvr6.dll from the \WinDri ver\redisA\TARGET_CPU
directoryto the%_FLATRELEASEDIR% directoryandthenappend
the contentsof the suppliedfile PROJECT_WD.BIB to the file
PROJECT.BIB. This will make the WinDriver kernelfile a permanent
partof the Windows CE kernelNK.BIN . ThenuseMAKEIMG.EXE to
build the new Windows CE kernelNK.BIN . This processs similar to the
procesof installingWinDriver CE with PlatformBuilder, asdescribedn
section4.2.2

2. Add WinDriverto thelist of device driversWindows CE loadson boot:

» For WinDriver applicationgdevelopedfor target CE computers:
Modify the registry accordingto the entriesdocumentedn the file
PROJECT_WD.REG. This canbe doneusingthe Windows CE Poclet
Registry Editor on the hand-heldCE computeror by usingthe Remote
CE Raistry Editor Tool suppliedwith the Windows CE PlatformSDK.
Youwill needto have Windows CE Servicednstalledon your Windows
HostSystento usethe RemoteCE Registry Editor Tool.

» Whenbuilding new CE platforms:
The requiredregistry entriesare madeby appendingthe contentsof
thefile PROJECT_WD.REG to the Windows CE ETK configuration
file PROJECT.REG beforebuilding the Windows CE imageusing
MAKEIMG.EXE .

NOTE:
On non-x86platforms,for PCI only: Make sureyou copy thelines
specifiedfor PCI from PROJECT _WD.REG to PROJECT.REG,
after remaving the commentmarksand insertingthe card specific
information.

14.7 Linux

The Linux kernelis continuouslyunderdevelopmentandkerneldatastructuresare
subjectto frequentchanges.To supportsucha dynamicdevelopmentervironment
andstill have kernelstability, theLinux kerneldeveloperddecidedhatkernelmodules
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mustbe compiledwith headeffiles identicalto thosewith which the kernelitself
wascompiled. They enforcethis by includinga versionnumberin the kernelheader
files thatis checled againstthe versionnumberencodednto the kernel. This forces
Linux driver developersto facilitaterecompilationof their driver basedon the target
systems kernelversion.

14.7.1 WinDriver Kernel Module

Sincewindrvr6.0 is a kernelmodule,it mustbe recompiledfor every kernelversion
on which it is loaded. To facilitate this, we supplythe following componentgo
insulatethe WinDriver kernelmodulefrom theLinux kernel:

« windrvr_gcc_v2.aand windrvr_gcc_v3.a: compiledobjectcodefor the
WinDriver kernelmodule. windrvr_gcc_v2.ais usedfor kernelscompiled
with gccv2.x.x, andwindrvr_gcc_v3.ais usedfor kernelscompiledwith gcc
V3.X.X.

* linux_wrappers.c/h: wrappetlibrary sourcecodefiles thatbind the WinDriver
kernelmoduleto the Linux kernel.

« linux_common.h and windrvr.h: headerfiles requiredfor building the
WinDriver kernelmoduleon thetarget.

» wdusb_linux.c: usedby WinDriverto utilize the USB stack.Eventhoughthis
is aUSBfile, it is alsorequiredfor PCI/ISAdrivers.

You needto distributethesecomponentslongwith your driver sourcecodeor object
code. We suggesthatyou adaptour makefile from the WinDri ver/redist directory
to compileandinsertthe modulewindr vr6.0 into the kernel. Note thatthis makefile
callsthewdregutility shellscriptthatwe supplyunderthe WinDri ver/util directory
You shouldunderstandhow this works andadaptit to your own needs.

NOTE:

If the makefile providedwith WinDriveris usedwith no modifications the wdreg
utility alsoneedsto be copiedto the tamget, alongwith setup_inst_dir. Both are
suppliedunderthe WinDri ver/util directory
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14.7.2 Your UserMode Hardware Control Application/DLL

Sincethe usermodehardwarecontrolapplication/DLLdoesnot have to be matched
againstthe kernelversionnumber you arefreeto distribute it asbinary code(if you
wish to protectyour sourcecodefrom unauthorizeadtopying) or assourcecode.

CAUTION:
If you selectto distribute your sourcecode,make sureyou do not distribute your
WinDriver licensestring, which is usedin the code.

14.7.3 Kernel Plugin Modules

Sincethe Kernel Plugin module(if you have createssucha module)is a kernel
module,it alsoneedgo be matchedagainsthe active kernel’s versionnumber This
meangecompilationfor thetargetsystem. It is advisableo supplythe KernelPlugin
modulesourcecodeto your customersothatthey canrecompileit. You canalsouse
the samemalefile thatyou usedto recompileandinstall the WinDriverkernelmodule
to build andinsertany KernelPluginmodulesthatyou distribute.

14.7.4 Installation Script

We suggestthat you supply an installation shell script that copiesyour driver
executables/DLLto the correctlocations(perhapgust/local/bin) andtheninvokes
make or gmake to build andinstall the WinDriver kernelmoduleandary Kernel
Pluginmodules.

14.8 Solaris

For Solaris,you needto supplythe following to allow the client to enabletarget
installationof your driver:

» WinDriver'skernelmodule:Thefileswindrvré andwindrvr6.confimplement
theWinDriverkernelmodule.

» Usermode hardware control application/DLL: Your usermode hardware
controlapplication/DLLbinaries.
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» KernelPluginmodule:If you useda KernelPluginmodule,you shouldsupply
therelevantfiles, e.g.,mykp andmykp.conf

« An installationscript : We suggestthat you supply an installation shell
script that copiesyour driver executablego the correctlocations(perhaps
{usr/local/bin) andtheninstallsthe WinDriver kernel. You may adaptthe
utility scriptinstall_windrvré (found underthe WinDri ver directoryon the
developmentimachine}o your purposes.

14.9 VxWorks

For VxWorks, you needto supplythe following to allow the client to enabletarget
installationof your driver:

» WinDriver’'s kernelmodule: The file windrvr6.0 implementsthe WinDriver
kernelmodule.

 Yourhardwarecontrolapplication/DLL:the sourcecodeor the binariesof your
hardwarecontrolapplication/DLL(your_drv.out, for example)

Your clientwill needto incorporateall thesefiles into the VxWorksembeddedmage.
Therearetwo stepsinvolvedhere:

1. windrvr6.0 andyour_drv.out haveto bebuilt into the VxWorksimage.

In the Tornadoll Projects build specificatiorfor the VxWorksimage,specify
windrvr6.0 andyour_drv.out asEXTRA_MODULES underthe MACROS

tab,andcopy thesefiles underthe appropriatdargetdirectorytree. Rehuild the
project. Thesefiles shouldnow beincludedin theimage.

2. Thedrvrlnit routine should be called during startupto initialize
windrvr6.0. Your driver’s startuproutinemayalsoneedto be called.

Add codeto usrApplnit.c (foundunderthe Tornadoll projectdirectory)so
thatit will call drvrinit—WinDriver's initialization routine—andyour driver
applications startuproutine. Of course you will needto rekuild the VxWorks
imageaftermodifying usrApplnit.c.
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Function Reference

A.1 GeneralUse

A.1.1 Calling SequencaNinDriver - General Use

Thefollowing is atypical calling sequencéor the WinDriver API.

‘ WD_Open() ‘
i
‘ WD_Version()* ‘
[
]
‘ WD_DebugAdd() ‘ PCI / 1SAPRP / USB Hardware Access
J API
‘ WD_Sleep() ‘
\ \
1

‘ WD_Close()

211
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NOTES:

(1) We recommendtalling the WinDriver function\WD_Ver si on [A.1.3] after

(2) WO_DebugAdd [A.1.6] andWD_S| eep [A.1.8] canbe calledanywhereafter

(3) VisualBasicandDelphiprogrammershouldnotethatthis FunctionReference

calling\WD_Open [A.1.2] andbeforecalling any otherWinDriverfunction. Its
purposeis to returnthe WinDriver kernelmodule(windrvr) versionnumber
thusproviding the meango verify thatyour applicationis versioncompatible
with the WinDriver kernelmodule.

WD_Open.

is C-oriented.

WinDriver Visual Basic and Delphi codeshave beenwritten as closely as
possibleto the C code,to enablemaximalcompatibility for all users.

Most of the APIs have a singleimplementatiorthat canbe usedfrom a C,
VB or Delphi application.However, someof the WinDriver functionsrequire
a specificimplementatiorfor VB and Delphi. Pleaserefer to the relevant
Delphi/Visual Basicsamplesaindincludefiles:

1. \WinDri ver\delphi
2. \WinDri ver\vb
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A.1.2 WD_Open()

PURPOSE

* Opensa handleto accesshe WinDriver kernelmodule. The handleis usedby all
WinDriver APIs, andthereforemustbe called beforeary otherWinDriver API is
called.

PROTOTYPE
HANDLE WD _Open() ;
PARAMETERS
None

RETURN VALUE

Thehandleto theWinDriver kernelmodule.
If device couldnotbeopenedreturnsINVALID_HANDLE_VALUE.

REMARKS

If you are a registereduser pleasereferto WD_Li cense() [A.1.9] function
referenceo seeanexampleof how to registeryour license.

EXAMPLE

HANDLE hWD;

hwWb = WD_Open();

if (hWWD==I NVALI D_HANDLE_VALUE)
{

}

printf("Cannot open WnDriver device\n");
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A.1.3 WD_Version()

PURPOSE
* Returnsthe versionnumberof the WinDriver kernelmodulecurrentlyrunning.
PROTOTYPE

DWORD WD _Ver si on( HANDLE hWD, WD_VERSI ON *pVer);

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O pVer WD_VERSION*
O dwVer DWORD Output
O cVer[100] CHAR Output

DESCRIPTION

Name Description

hwD Thehandleto WinDriver's kernel-modedriver receved
fromWD_QOpen [A.1.2].

pVer WD _VERSI ON elements:

dwVer Theversionnumber

cVer[100] Versioninfo string.

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.
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EXAMPLE

WD VERSI ON ver;

BZERQ( ver);

WD_Ver si on( h\D, &ver);
printf("%\n", ver.cVer)
if (ver.dwer <WD_VER)

{
}

printf("Error - incorrect WnDriver version\n");
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A.1.4 WD_Close()

PURPOSE
* Closesthe accesgso theWinDriver kernelmodule.
PROTOTYPE

void WD _Cd ose( HANDLE hWD) ;

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input

DESCRIPTION

Name Description

hwD The handleto WinDriver’s kernel-modedriver receved
fromWD_Open [A.1.2].

REMARKS
This functionmustbe calledwhenyou finish usingWinDriver kernelmodule.
EXAMPLE

WD_d ose(hWD) ;
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A.1.5 WD_Debhug()

PURPOSE
* Setsdehugginglevel for collectingdehug messages.
PROTOTYPE

DWORD WD Debug( HANDLE hWD, WD _DEBUG * pDebug) ;

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O pDelug WD_DEBUG * Input
0 dwCmd DWORD Input
OdwLevel DWORD Input
O dwSection DWORD Input
O dwLevelMessageBox DWORD Input
O dwBufferSize DWORD Input

DESCRIPTION

Name Description

hwD Thehandleto WinDriver’s kernel-modedriver received
from\WD_Open [A.1.2].

pDehlug WD_DEBUGelements:

dwCmd Dehug commandSetfilter, Clearbuffer, etc.
For moredetailspleasereferto DEBUG_COMMAND
in windrvr.h.

dwLevel Usedfor dwCmd=DEBJG_SET_FIODER. Setsthe
dehugginglevel to collect: Error, Warning,Info, Trace.
For more detailspleasereferto DEBUG_LEVEL in
windrvr.h.
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dwSection

Usedfor dwCmd=DEBJG_SET_FITER. Setsthe
sectiongo collect: IO, Mem, Int, etc. UseS_ALL for
all.

For moredetailspleasereferto DEBUG_SECTIONIn
windrvr.h.

dwLevelMessageBox

Usedfor dwCmd=DEBJG_SET_FITER. Setsthe
delugginglevel to printin amessag®ox.

For more detailspleasereferto DEBUG_LEVEL in
windrvr.h.

dwBufferSize

Usedfor dwCmd=DEBJG_SET_ BJFFER.Thesizeof
buffer in thekernel.

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.
EXAMPLE

WD _DEBUG dbg;

BZERQ( dbg) ;

dbg. dwCmd = DEBUG_SET_FI LTER

dbg. dwLevel = D_ERROR;
dbg. dwSection = S ALL;
dbg. dwLevel MessageBox

WD _Debug(hWD, &dbg);

D_ERROR
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A.1.6 WD_DebugAdd()

PURPOSE
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» Sendgdelug messageto thedehug log. Usedby thedriver code.

PROTOTYPE

DWORD WD DebugAdd( HANDLE hWD, WD DEBUG ADD *pDat a) ;

PARAMETERS
Name Type Input/Output
0 hwD HANDLE Input
O pData WD_DEBUG_ADD *
OdwLevel DWORD Input
O dwSection DWORD Input
O pcBuffer CHAR [256] Input
DESCRIPTION
Name Description
hwD Thehandleto WinDriver’s kernel-modedriver received
from\WD_Open [A.1.2].
pData WD_DEBUGADD elements:
dwLevel Assignsthe level in the Delbug Monitor, in which the
datawill bedeclaredIf dwLevelis 0,D_ERRORwill be
declared.
For more detailspleasereferto DEBUG_LEVEL in
windrvr.h.
dwSection Assignsthe sectionin the Delbug Monitor, in which the
datawill bedeclaredIf dwSectionis 0, S_MISCsection
will bedeclared.
For moredetailspleasereferto DEBUG_SECTIONIn
windrvr.h.
pcBufer Thestringto copy into themessagéog.
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RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

EXAMPLE
WD DEBUG ADD add:;

BZERQ( add) ;

add. dwLevel = D WARN;

add. dwSection = S_M SC,

sprintf(add. pcBuffer, "This message will be displayed in "
"the debug monitor\n");

WD_DebugAdd( hW\D, &add) ;
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A.1.7 WD_DebugDump()

PURPOSE
* Retrievesdelug messagebuffer.
PROTOTYPE

DWORD WD_DebugDunp( HANDLE hWD, WD DEBUG DUVP * pDebugDunp) ;

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O pDelug WD_DEBUG_DUMP* Input
O pcBuffer PCHAR Input/Output
O dwSize DWORD Input

DESCRIPTION

Name Description

hwD The handleto WinDriver's kernel-modedriver received
from\WD_Open [A.1.2].

pDetugDump WD _DEBUG_DUMP elements:

pcBufer Buffer to receve delug messages

dwSize Sizeof bufferin bytes

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.
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EXAMPLE

char buffer[1024];
WD_DEBUG_DUMP dunp;

dunp. pcBuf f er =buf fer;

dunp. dwSi ze = sizeof (buffer);
WD_DebugDunp( hWD, &dump);
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A.1.8 WD_Sleep()

PURPOSE
* Delaysexecutionfor a specificdurationof time.
PROTOTYPE

DWORD WD_S| eep( HANDLE hwWD, WD_SLEEP *pSl eep);

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O pSleep WD_SLEEP*
O dwMicroSeconds DWORD Input
O dwOptions DWORD Input

DESCRIPTION

Name Description

hwD The handleto WinDriver's kernel-modedriver received
from\WD_Open [A.1.2].

pSleep WD_SLEEPelements:

dwMicroSeconds Sleeptimein microseconds 1/1,000,00®mf asecond.

dwOptions A bit maskflag:

*SLEEP_NON_RIJSY - If set,delaysexecutionwithout
consumingCPU resources.(Not relevant for under
17,000micro secondslLessaccurateghanbusysleep).
Default- Busysleep.
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RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

REMARKS

Exampleusageto accesslow responsénardware.
EXAMPLE

WD_Sl eep sl p;

BZERQ( sl p) ;

sl p. dwM croSeconds = 200;
WD_SI| eep(hWD, &sl p);
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A.1.9 WD_License()

PURPOSE
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* Transferghelicensestringto the WinDriver kernelmoduleandreturnsinformation
regardingthelicensetype of the specifiedicensestring.

PROTOTYPE

DWORD WD _Li cense( HANDLE hWD, WD LI CENSE *pLi cense);

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O pLicense WD_LICENSE*
OcLicense[] CHAR Input
OdwLicense DWORD Output
OdwLicense2 DWORD Output
DESCRIPTION
Name Description
hwD The handleto WinDriver's kernel-modedriver received
from\WD_Open [A.1.2].
pLicense WD_LI CENSE elements:
cLicense(] A buffer to containthe licensestring that is to be
transferredto the WinDriver kernelmodule. If an
empty string is transferredthen WinDriver kernel
modulereturnsthe currentlicensetypeto the parameter
dwLicense.
dwLicense Returnsthe licensetype of the specifiedlicensestring

(cLicnese).Thereturnvalueis a maskof licensetype
flags, definedasan enumin windrvr.h. 0 = Invalid
licensestring. Additional flags for determiningthe
licensetypewill bereturnedn dwLicense2jf needed.
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dwLicense2 Returnsadditionalflagsfor determiningthelicensetype,
if dwLicensecouldnot hold all the relevantinformation
(otherwise- 0).

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

REMARKS

When using a registeredversion, this function must be called beforeary other
WinDriver API call, apartfrom WD_COpen() , in orderto registerthelicensefrom the
code.

Exampleusage:Add registrationroutineto your application.
EXAMPLE

DWORD Regi ster WnDri ver ()
{
HANDLE hWD;
WD_LI CENSE i c;
DWORD dwSt at us = WD _| NVALI D_HANDLE;

hWD = WD_Open();
if (hWD! =I NVALI D_HANDLE_VALUE)

{
BZER((li ¢) ;
/1 replace the following string with your |icense string
strcpy(lic.cLicense, "12345abcdel2345. ConpanyNane");
dwSt atus = WD _Li cense(hWD, &lic);
WD _Cl ose( hV\D) ;
}

return  dwSt at us;
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A.1.10 WD_LogStart()
PURPOSE
*Opensalog file.
PROTOTYPE
DWORD WD _LogSt art ( const *sFi | eName, const char *sMbde)
PARAMETERS
Name Type Input/Output
O sFileName constchar* Input
0 sMode constchar* Input
DESCRIPTION
Name Description
sFileName Nameof log file to beopened.
sMode Typeof accespermitted.

For example,whenNULL or w, opensan emptyfile
for writing. If the givenfile exists, its contentsare
destrgyed. Whena, opensfor writing at the end of the

file (appending).

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.
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REMARKS

Oncealog file is openedall API callsareloggedin thisfile. Youmayaddyour own
printoutsto thelog file by calling\WD_LogAdd [A.1.17].
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A.1.11 WD_LogStop()

PURPOSE
*Closesalog file.
PROTOTYPE

VO D WD_LogSt op()
PARAMETERS
None

RETURN VALUE

None
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A.1.12 WD_LogAdd()

PURPOSE
» Addsuserprintoutsinto log file.
PROTOTYPE

VO D DLLCALLCONV WD_LogAdd(const char *sFormat[, argunent ]...)

PARAMETERS
Name Type Input/Output
0J sFormat constchar* Input
0 argument Input

DESCRIPTION

Name Description
sFormat Format-controktring
argument Optionalarguments

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.
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A.2 PCI/ISA

A.2.1 Calling SequenceNinDriver - PCI/ISA

Thefollowing is atypical calling sequencéor the PCI/ISA drivers.

y WD_Open() \
¥
] WD_Version() \

v
) v

PCI ISA PnP

y WD_PciScanCards() \ ywo_lwpnpsCmCards()\

| WD_PciGetCardinfo() || || WD_sapnpGetCardinfo() |

’ WD_PciConfigDump() ‘ ’WD_I%panonfigDump()‘

[ ]
!
y WD_CardRegister() \

i ! !
Read/Writeto Direct Memory Interrupt Handling?
10/Memory* Access
y WD_Transfer() \ y WD_DMALock() \ y InterruptThreadEnabl () \
y WD_MultiTransfer() \ y WD_DMAUnlock() \ y Interrupt T hreadDisabl () \

[ [ I
¥
’ WD_CardUnregister() ‘

y WD_Close() \
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NOTES:

(1) For memory transfers, instead of using WD_Tr ansf er and
WD Ml ti Tr ansf er, it is recommendedo usethe direct usekmode
pointerrecevedfrom WD_Car dRegi st er [A.2.9].

(2) \D_I nt Enabl e, WD | nt Wai t , WD_| nt Count and\WD_I nt Di sabl e
composethe above | nt er r upt Enabl e and | nt err upt Di sabl e
functionsand can be called separatelyinstead. For more details, please
referto SectionA.3.

(3) WO_DebugAdd andWD_SI eep canbe calledeverywhereafterWD_COpen.
For moredetails,pleasereferto SectionA. 1.
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A.2.2 WD_PciScanCards()

PURPOSE
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* DetectsPCl devicesinstalledon the PCI bus, which conformto the input criteria
(VendorID and/orDevicelD), and returnsthe numberandlocation (bus, slot and

function) of the detectedievices.

PROTOTYPE

DWORD WD_Pci ScanCar ds( HANDLE hW\D,
WD_PCl _SCAN_CARDS *pPci Scan);

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O pPciScan WD_PCI_SCAN_CARDS
O searchld WD_PCL_ID
O dwVendorld DWORD Input
O dwDeviceld DWORD Input
O dwCards DWORD Output
Ocardld Array of WD_PCI_ID
O dwVendorld DWORD Output
O dwDeviceld DWORD Output
O cardSlot Array of WD_PCI_SLO
0 dwBus DWORD Output
O dwSlot DWORD Output
O dwFunction DWORD Output
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DESCRIPTION

A FunctionReference

Name Description

hwD Thehandleto WinDriver's kernel-modelriver receved
fromWD_Open [A.1.2].

pPciScan WD_PCI_SCAN_CARDSlements:

searchld WD_PCI_IDelements:

searchld.dw¥ndorld

RequiredPCl VendorID to detect.If 0, detectdevices
from all vendors.

searchld.dwDeceld

RequiredPCI Device ID to detect. If 0, detectsall
devices.

dwCards

Numberof devicesdetected.

cardld

WD_PCI_IDelements:

cardld.dw\éndorld

VendorIDs of thedetecteddevices(correspondingo the
requiredVendorlID definedin searchld.dw¥ndorld).

cardld.dwDweiceld

Device IDs of the detecteddevices(correspondingo the
requiredDevice ID definedin searchld.dwDeiceld).

cardSlot WD_PCI_SLA elements:
cardSlot.dwBus Busnumberof detecteddevice.
cardSlot.dwSlot Slot numberof detectedlevice.

cardSlot.dwFunction

Functionnumberof detecteddevice.

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.

EXAMPLE

WD_PCl _SCAN_CARDS pci Scan;
DWORD cards_found;
WD_PCl _SLOT pci Sl ot

BZERQ( pci Scan) ;

pci Scan. sear chl d. dwendor 1 d 0x12bc;

pci Scan. sear chl d. dwDevi cel d 0x1;

WD _Pci ScanCar ds(hWD, &pci Scan);

if (pciScan.dwCards>0) // Found at |east one device
{

/!l use the first card found
pci Sl ot = pci Scan. cardSl ot[0];
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}

else

{
}

printf("No matching PCl devices found\n");
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A.2.3 WD_PciGetCardInfo()

PURPOSE

A FunctionReference

* Retrieves PCI device’s resourceinformation (i.e., Memory ranges,l/O ranges,

Interruptlines).

PROTOTYPE

DWORD WD _Pci Get Car dI nf o( HANDLE hWD,
WD _PCl _CARD | NFO *pPci Card) ;

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O pPciCard WD_PCI_CARD_INFO*
O pciSlot WD_PCI_SLO
0 dwBus DWORD Input
O dwSlot DWORD Input
O dwFunction DWORD Input
0 Card WD_CARD
O dwltems DWORD Output
O Item Array of WD_ITEMS
Oitem DWORD Output
O fNotSharable DWORD Output
ol union
¢ Mem struct
O dwPhysicalAddr DWORD Output
O dwBytes DWORD Output
O dwTransAddr DWORD N/A
O dwUserDirectAddr DWORD N/A
O dwCpuPhysicalAddr | DWORD N/A
O dwBar DWORD Output
+10 struct
O dwAddr DWORD Output
O dwBytes DWORD Output
O dwBar DWORD Output
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¢ Int struct
O dwinterrupt DWORD Output
O hinterrupt DWORD Output
O dwOptions DWORD N/A
¢ Bus struct
O dwBusType WD_BUS_TYPE Output
O dwBusNum DWORD Output
0 dwSlotFunc DWORD Output
DESCRIPTION
Name Description
hwD Thehandleto WinDriver’s kernel-modedriver received
from\WD_Open [A.1.2].
pPciCard WD_PCI_CARD_INFCelements:
pciSlot WD_PCI_SLA elements:
pciSlot.dwBus PClIbusnumberof device.
pciSlot.dwSlot PCl slot numberof device.
pciSlot.dwFunction PClIfunctionnumof device.
Card WD_CARD elements:
dwltems Numberof itemsdetectecn device.
ltem WD_ITEMS elements:
item Type of item. Canbe ITEM_MEMORY, ITEM_IO,
ITEM_INTERRUPT or ITEM_BUS.
fNotSharable If true, only oneapplicationat a time canaccesghe
mappednemoryrange,or monitorthis cards interrupts.
I Specificdataaccordingto "ltem".
[.Mem DescribedTEM_MEMORY.

I.Mem.dwPhysicalAddr

Firstaddres®f physicalmemoryrange.

I.Mem.dwBytes

Lengthof rangein bytes.

[.Mem.dwBar BaseAddressRegisternumberof PCl card.
1.I0 DescribedTEM_IO.

[.10.dwAddr Firstaddres®f I/O range.

[.10.dwBytes Lengthof rangein bytes.

[.10.dwBar BaseAddressRegisternumberof PCl card.
l.Int DescribedTEM_INTERRUPT.
[.Int.dwinterrupt Physicalnumberof interruptreques{(IRQ).
I.Bus Described TEM_BUS.
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|.Bus.dwBusVpe

Usedto save type of device from theWD_BUS_TYPE
options(i.e., ISA/ISAPnP/PCl)andin this case-
WD_BUS_PCI.

|.Bus.dwBusNum

Busnumberof the specificPCl device.

|.Bus.dwSlotFunc

Slot and Function. This valueis a combinationof the
slot numberandthe function number: The lower three
bits representhe function numberandthe remaining
bits representhe slot number For example: a value of
0x80 (<=> 1000000Mninary) correspondso a function
numberof O (lower 3 bits: 000) and a slot numberof
0x10(remainingbits: 10000).

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

EXAMPLE

WD_PCl _CARD_|I NFO pci Car dl nf o;
WD_CARD Car d;

BZERQ( pci Car dl nf 0) ;
pci Cardl nf o. pci Sl ot

= pci Sl ot;

WD_Pci Get Cardl nf o( hWD, &pci Cardl nfo);
(pci Cardl nfo. Card. dM tenms! =0) // At |east one itemwas found

if
{

}

Card = pci Cardl nf o. Card;

else

{
}

printf("Failed fetching PCl card information\n");
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A.2.4 WD_PciConfigDump()

PURPOSE
» Reads/Writegrom/to the PCI configurationregistersof a selectedPCl device.
PROTOTYPE

DWORD WD_Pci Conf i gDunp( HANDLE hW\D,
WD_PCl _CONFI G_DUMP *pConfi g);

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O pConfig WD_PCI_CONFIG_DUMP
O pciSlot WD_PCI_SLO
0 dwBus DWORD Input
O dwSlot DWORD Input
O dwFunction DWORD Input
O pBuffer PVOID Input/Output
0 dwOffset DWORD Input
O dwBytes DWORD Input
OflsRead DWORD Input
O dwResult DWORD Output

DESCRIPTION

Name Description

hwD The handleto WinDriver's kernel-modedriver received
fromWD_Open [A.1.2)].

pConfig WD_PCI_CONFIG_DUMRelements:

pciSlot WD_PCI_SLO elements:

pciSlot.dwBus PClbusnumberof card.

pciSlot.dwSlot PCl slot numberof card.

pciSlot.dwFunction PClIfunctionnumberof card.
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pBuffer A pointerto thedatathatwill either:
1. Bewrittento the PCI configuratiorregisters.
2. Bereadfrom the PCI configuratiorregisters.
dwOffset The offsetof the specificregister/sin PCI configuration
spacedo read/writefrom/to.
dwBytes Numberof bytesread/writtenfrom/to buffer.
flsRead If TRUE - readfrom PCI configuratiorregisters.
If FALSE - write to PCI configuratiorregisters.
dwResult 1. PCI_ACCESS_OKk: read/writeok.

2. PCI_ACCESS_ERBR - failedreading/writing.
3. PCI_BAD_BUS - busdoesnotexist.
4. PCl_BAD_SLOT - slotor Functiondoesnot exist.

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.

EXAMPLE

WD_PCl _CONFI G_DUMP pci Confi g;

WORD aBuf fer[2];

BZERQ( pci Confi g) ;

pci Confi g. pci Sl ot . dwBus
pci Confi g. pci Sl ot . dwSl ot

3

pci Confi g. pci Sl ot . dwFunction = O;
pci Confi g. pBuf fer = aBuffer;

pci Confi g. dwOf f set = O;
pci Confi g. dwByt es
pci Config. fl sRead

sizeof (aBuffer);
TRUE;

WD_Pci Confi gDunp( hWD, &pci Config);
if (pciConfig.dwResul t!=PCl _ACCESS_CK)

{

printf("No PCl card in Bus 0, Slot 3\n");

}

else

{

printf("Card in Bus 0, Slot 3 has Vendor ID % "

"Device | D %\n",

aBuffer[0], aBuffer[1]);
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A.2.5 WD_lIsapnpScanCards()

PURPOSE

241

* DetectsISA PnPdevicesinstalledon the ISA PnPbusthatconformto the input
criteria(VendorlDand/orSerialDevice Number) andreturnsthenumberandlocation
(bus,slotandfunction)of thedetectedlevices.

PROTOTYPE

DWORD WD _| sapnpScanCar ds( HANDLE hWD,
WD _| SAPNP_SCAN_CARDS *pl sapnpScan) ;

PARAMETERS
Name Type Input/Output
0 hwD HANDLE Input
O plsapnpScan WD_ISAPNP_SCAN_CARDS
O searchld WD_ISAPNP_CARD_ID
O cVendor|[8] CHAR Input
O dwSerial DWORD Input
O dwCards DWORD Output
O Card Array of WD_ISAPNP_CARD
O cardld WD_ISAPNP_CARD_ID
O cVendor([8] CHAR Output
O dwSerial DWORD Output
O dwLogicalDevices DWORD Output
O bPnP\érsionMajor BYTE Output
O bPnP\érsionMinor BYTE Output
O bVendor\érsionMajor BYTE Output
O bVendor\érsionMinor BYTE Output
O cldent CHAR[36] Output
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DESCRIPTION
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Name

Description

hwD

Thehandleto WinDriver's kernel-modedriver receved
fromWD_Open [A.1.2].

plsapnpScan

WD_ISAPNP_SCAN_CARDSlements:

searchld

WD_ISAPNP_CARD_IDelements:

searchld.c¥ndor[8]

RequiredISA PnPVendorID to detect. If 0, detects
devicesfrom all vendors.

searchld.dwSerial

RequiredSA PnPserialdevice numberto detect.If O,
detectsall devices.

dwCards Numberof devicesdetected.
Card WD_ISAPNP_CARDelements.
cardld WD_ISAPNP_CARD_IDelements vendorID and

serialnumberof device found.

cardld.c\éndor[8]

VendorlD.

cardld.dwSerial

Serialnumberof device.

dwLogicalDevices

Numberof logical deviceson device.

bPnP\érsionMajor

ISA PnPversionmajor.

bPnP\érsionMinor

ISA PnPversionminor.

bVendor\érsionMajor

Vendorversionmajor.

bVendor\érsionMinor

Vendorversionminor.

cldent

WD_ISAPNP_ANSI- the ASCII device
identificationstring.

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.

EXAMPLE

WD _| SAPNP_SCAN_CARDS i sapnpScan;

DWORD Car ds_f ound

WD _| SAPNP_CARD i sapnpCar d;

BZERQ(i sapnpScan) ;

/1 CTLOO9e - Sound Bl aster |ISA PnP Card
strcpy(i sapnpScan. searchl d. cVendorld, "CTLO09e");
i sapnpScan. searchl d. dwSeri al = 0;
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WD _| sapnpScanCar ds(hWD, & sapnpScan);
if (isapnpScan.dwCards>0) // Found at |east one device

/| Take the first card found
i sapnpCard = isapnpScan. Card[0];
}

else

{
}

printf("No matching | SA PnP devices found\n");
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A.2.6 WD_lIsapnpGetCardinfo()

PURPOSE

* RetrievesISA PnPdevice resourcesnformation(i.e., Memoryranges)O ranges,

Interrupts).

PROTOTYPE

DWORD WD _| sapnpGet Car dl nf o( HANDLE hWD,
WD _| SAPNP_CARD | NFO *pl sapnpCard) ;

PARAMETERS
Name Type Input/Output
0O hwD HANDLE Input
O plsapnpCard WD_ISAPNP_CARD_INFO'
O cardld WD_ISAPNP_CARD_ID
O cVendor CHAR[8] Input
O dwSerial DWORD Input
O dwLogicalDevice DWORD Input
O clogicalDevice CHAR[8] Output
O dwCompatibleDeices DWORD Output
0 CompatibleDgices CHAR [10][8] Output
Ocldent CHAR [36] Output
O Card WD_CARD
O dwltems DWORD Output
O Item Array of WD_ITEMS
Oitem DWORD Output
O fNotSharable DWORD Output
al union
¢+ Mem struct
0 dwPhysicalAddr DWORD Output
O dwBytes DWORD Output
O dwTransAddr DWORD N/A
O dwUserDirectAddr DWORD N/A
O dwCpuPhysicalAddr | DWORD N/A
O dwBar DWORD Output
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+10 struct
O dwAddr DWORD Output
O dwBytes DWORD Output
O dwBar DWORD Output
¢ Int struct
O dwinterrupt DWORD Output
O hinterrupt DWORD Output
O dwOptions DWORD N/A
¢ Bus struct
O dwBusType WD_BUS_TYPE Output
O dwBusNum DWORD Output
O dwsSlotFunc DWORD Output
DESCRIPTION
Name Description
hwD Thehandleto WinDriver’s kernel-modedriver received
from\WD_Open [A.1.2].
plsapnpCard WD_ISAPNP_CARD_INFCelements:
cardld WD_ISAPNP_CARD_|Delements:

cardld.c\éndor

RequiredISA plug and play VendorID for which
informationis required.

cardld.dwSerial

RequiredISA plug and play serial device numberfor
whichinformationis required.

dwLogicalDervice

Numberof the logical device for which informationis
required.

clogicalDevice

WD_ISAPNP_COMP_ID astring of 8 charactersor
the ASCII codeof thelogical device ID found.

dwCompatibleDeices

Numberof compatibledevicesfound.

CompatibleDeices

WD_ISAPNP_COMP_ID anarrayof the
compatibledevices’ IDs.

cldent WD_ISAPNP_ANSI the ASCII device
identificationstring.

Card WD_CARD elements:

dwltems Numberof itemsdetectedn device.

Item WD_ITEMS elements:

item Type of item. Canbe ITEM_MEMORY, ITEM_IO,

ITEM_INTERRUPT or ITEM_BUS.
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fNotSharable If true, only oneapplicationat a time canaccesghe
mappednemoryrangeor monitorthis card’s interrupts.

I Specificdataaccordingto "ltem".

I.Mem Described TEM_MEMORY.

I.Mem.dwPhysicalAddr Firstaddres®of physicalmemoryrange.

I.Mem.dwBytes Lengthof rangein bytes.

I.Mem.dwBar BaseAddressRegisternumberof PCl card.

1.10 DescribedTEM_10.

1.10.dwAddr Firstaddres®f I/O range.

1.10.dwBytes Lengthof rangein bytes.

I.10.dwBar BaseAddressRegisternumberof PCl card.

l.Int DescribedTEM_INTERRUPT.

l.Int.dwlinterrupt Physicalnumberof interruptreques{IRQ).

I.Bus DescribedTEM_BUS.

|.Bus.dwBusVpe Usedto save type of device from theWD_BUS_TYPE

options(i.e., ISA/ISAPnP/PCl)andin this case-
WD_BUS_EISA.

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.

EXAMPLE

WD _| SAPNP_CARD | NFO i sapnpCar dl nf o;

WD_CARD Car d:;

BZERQ(i sapnpCar dl nf 0) ;

/1 from WD_| sapnpScanCard():

i sapnpCar dl nfo. Cardl d

i sapnpCard;

i sapnpCar dl nf 0. dwLogi cal Devi ce = 0;

WD _| sapnpGet Car dl nf o( hWD, & sapnpCardl nf 0) ;
/1 At |east one itemwas found.
if (isapnpCardlnfo.Card. dw tens! =0)

Card = isapnpCardl nfo. Card;

else

printf("Failed fetching | SA PnP card informati on\n");
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A.2.7 WD_IsapnpConfigDump()

PURPOSE

* Reads/Writegrom/to the ISA PnPconfigurationregistersof a selectedSA PnP

device.

PROTOTYPE

DWORD WD_| sapnpConf i gDunp( HANDLE hWD,
WD_| SAPNP_CONFI G_ DUMP *pConfi g) ;

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O pConfig WD_ISAPNP_CONFIG_DUMP
Ocardld WD_ISAPNP_CARD_ID
O cVendor CHARJ8] Input
O dwSerial DWORD Input
0 dwOffset DWORD Input
OflsRead DWORD Input
O bData BYTE Input/Output
O dwResult DWORD Output
DESCRIPTION
Name Description
hwD The handleto WinDriver's kernel-modedriver received
fromWD_Open [A.1.2)].
pConfig WD_ISAPNP_CONFIG_DUMRIlements.
cardld WD_ISAPNP_CARD_|Delements:

cardld.c\éndor

Required SA plug andplay VendorID for the required
device.

cardld.dwSerial

Required SA plug andplay serialdevice numberfor the
requireddevice.

dwOffset

The offset of the specific register/sin ISA PnP
configuratiorspaceo read/writefrom/to.
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FALSE - write to ISA PnPconfiguratiorregisters.

flsRead If TRUE - readfrom ISA PnPconfigurationregisters.If

bData Thedatathatwill either:
1. Bewrittento the ISA PnPconfiguratiornregisters
2. Bereadfrom the ISA PnPconfiguratiorregisters.

dwResult 0- ISAPNP_ACCESS_OKk read/writeok.
1-ISAPNP_ACCESS ERRR- failed
reading/writing.

2 - ISAPNP_BAD _ID - device doesnot exist.

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

EXAMPLE
VD _| SAPNP_CONFI G_DUMP i sapnpConfi g;

BZERQ( i sapnpConfi g);

/1 from WD_I sapnpScanCard():

i sapnpConfig. Cardld = i sapnpCard;

i sapnpConfig. dwO fset = 0;

i sapnpConfig.flsRead = TRUE;

WD _| sapnpConf i gDunp( hWD, & sapnpConfi g);

if (isapnpConfig.dwResul t! =] SAPNP_ACCESS_CX)
{

}

else

{

printf("No | SA PnP device specified slot\n");

printf("1SA PnP config in offest 0 =\%\n",
i sapnpConfi g. bDat a) ;
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A.2.8 WD_CardRegister()

PURPOSE

» Mapsthe physicalmemoryrangesto be accessetby kernel-modeprocessesnd
usermodeapplications.

» Checkswhetheran!/O or Memoryresourcevaspreviously exclusively registered.
» Saves data regarding interrupt request(IRQ) numberand interrupt type
(edgetriggeredor level sensitve) in internal data structuresto be usedby

I nt errupt Enabl e [A.2.14] or WD _I| nt Enabl e [A.3.2].

PROTOTYPE

DWORD WD_Car dRegi st er (HANDLE hWD, WD _CARD_REGQ STER *pCar dReg) ;

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O pCardReg WD_CARD_REGISTER
0 Card WD_CARD
O dwltems DWORD Input
O Item Array of WD_ITEMS
Oitem DWORD Input
O fNotSharable DWORD Input
Ol union
+ Mem struct
O dwPhysicalAddr DWORD Input
O dwBytes DWORD Input
O dwTransAddr DWORD Output
O dwUserDirectAddr DWORD Output
O dwCpuPhysicalAddr | DWORD Output
O dwBar DWORD Input
+10 struct
O dwAddr DWORD Input
O dwBytes DWORD Input
O dwBar DWORD Input
¢ Int struct
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O dwinterrupt DWORD Input
O dwOptions DWORD Input
O hinterrupt DWORD Output
¢ Bus WD_BUS
0 dwBusType WD_BUS_TYPE Input
0 dwBusNum DWORD Input
O dwSlotFunc DWORD Input
O fCheckLockOnly DWORD Input
OhCard DWORD Output
DESCRIPTION
Name Description
hwD The handleto WinDriver’s kernel-modedriver receved
fromWD_Open [A.1.2].
pCardRg WD_CARD_REGISTERelements:
Card WD_CARD elements:
dwltems Numberof itemsdetectecn device.
Iltem WD_ITEMS elements:
item Can be ITEM_MEMORY, ITEM_IO,
ITEM_INTERRUPT or ITEM_BUS.
fNotSharable If true, only oneapplicationat a time canaccesghe
mappednemoryrange,or monitorthis cardsinterrupts.
I Specificdataaccordingto "item".
I.Mem Described TEM_MEMORY.
I.Mem.dwPhysicalAddr Firstaddres®of physicalmemoryrange.
I.Mem.dwBytes Lengthof rangein bytes.

I.Mem.dwTransAddr

Mapsthe physicalmemoryaddressecevedby
dwPhysicalAddanddwBytes(in WD_XxxGetCardInfo)
for kernel-modeprocessesUsedby WD_Tr ansf er
[A.2.10.

I.Mem.dwUserDirectAddr

Mapsthe physicalmemoryaddressecevedby
dwPhysicalAddanddwBytes(in WD_XxxGetCardInfo)
for usermodeapplicationgenablingdirectaccesgrom
usermode).

I.Mem.dwCpuPhysicalAddr

Translateslevice’s memoryaddresgrom bus specific
valuesinto CPUvalues.

|.Mem.dwBar

BaseAddressRegisternumberof PCl card.




WinDriver v6.20 Users Guide

251

1.I0 DescribedTEM_10.

[.10.dwAddr Firstaddres®»f I/O range.

[.10.dwBytes Lengthof rangein bytes.

[.10.dwBar BaseAddressRegisternumberof PCl card.
l.Int DescribedTEM_INTERRUPT.
l.Int.dwlinterrupt Physicalnumberof interruptreques(IRQ).
[.Int.dwOptions A bit maskflag:

*INTERRUPT_LEVEL_SENSITIVE- If set, the
interruptis Level Sensitve.

Default - Interruptis Edge-Tiggered(Receved from
WD_XxxGetCardInfo).

*INTERRUPT_CE_INT_ID- OnWindows CE

(unlike otheroperatingsystems)thereis anabstraction
of the physicalinterruptnumberto alogical one. Setting
this bit will instructWinDriverto referto theinterruptin
dwinterruptasa logical interruptnumberandcorvertit
to a physicalinterruptnumber

I.Int.hinterrupt

Returns an interrupt handle to use with
I nt errupt Enabl e [A.2.14] or WD_| nt Enabl e
[A.3.2].

|.Bus

DescribedTEM_BUS.

[.Bus.dwBusVpe

Usedto save type of device from theWD_BUS_TYPE
options(i.e., ISA/ISAPnP/PCI)

1=ISA;

2=EISA,

5=PCI.

|.Bus.dwBusNum

Busnumberof the specificdevice.

|.Bus.dwSlotFunc

SlotandFunction.

fCheckLockOnly Whensetto TRUE - checkswhethercertainresources
were alreadylocked when askingfor an exclusive
resource.

hCard Handleto cardusedoy WD_Car dUnr egi st er [A.2.9].

0 whencardregistrationfails.
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RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

EXAMPLE

WD CARD_REG STER car dReg;
BZERQ( car dReqQ) ;
cardReg. Card. dwitens = 1;
cardReg. Card.Iten[0].item = | TEM I G
cardReg. Card. I tenf 0] . f Not Shar abl e = TRUE;
cardReg. Card. I ten{0].l.10O dwAddr = 0x378;
cardReg. Card.Iten{0].1.10O dwBytes = 8;
WD_Car dRegi st er (hWD, &car dReg) ;
if (cardReg. hCar d==0)
{
printf("Failed | ocking device\n");
return FALSE;
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A.2.9 WD_CardUnregister()

PURPOSE

» Unregistersa device andfreestheresourcesllocatedo it.

PROTOTYPE

253

DWORD WD_Car dUnr egi st er (HANDLE hWD, WD_CARD _REQ STER *pCar dReg) ;

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
0 pCardRg WD_CARD_REGISTER
O Card WD_CARD N/A
0 fCheckLockOnly DWORD N/A
O hCard DWORD Input
DESCRIPTION
Name Description
hwD The handleto WinDriver's kernel-modedriver recevved
from\WD_Open [A.1.2].
hCard Handle of device to unregister receved from
WD_Car dRegi st er [A.2.9].

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.
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EXAMPLE

WD_Car dUnr egi st er (hWD, &car dReg);
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A.2.10 WD_Transfer()
PUrRPOSE
 Executesa singleread/writeinstructionto an1/O port or to amemoryaddress.
PROTOTYPE
DWORD WD_Tr ansf er (HANDLE hWD, WD _TRANSFER *pTr ans) ;
PARAMETERS
Name Type Input/Output
0O hwD HANDLE Input
0 pTrans WD_TRANSFER*
O cmdTrans DWORD Input
O dwPort DWORD Input
0 dwBytes DWORD Input
O fAutoinc DWORD Input
0 dwOptions DWORD Input
O Data union
0 Data.Byte BYTE Input/Output
0 Data.Word WORD Input/Output
0 Data.Dword DWORD Input/Output
O Data.Qvord QWORD Input/Output
O Data.pBufer PVOID Input/Output
DESCRIPTION
Name Description
hwD The handleto WinDriver’s kernel-modedriver receved

from\WD_Open [A.1.2].

pTrans

WD_TRANSFERelements:
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cmdTrans

Commandaf operatiofWD_TRANSFER_CMDplease
referto windrvr.h for implementation) Shouldbetyped
in thefollowing format:

<dir><p>_<string><size>

«dir - R for read,W for write.

*p - Pfor 1/O port,M for memory

« String- S for string,nonefor singletransfer

*Size- BYTE, WORD, DWORD or QWORD.

dwPort

For an I/O transfer- port addressreceived from
1.10.dwAddrin WD_Car dRegi st er [A.2.9].

For a memorytransfer- kernel-modevirtual memory
addressreceved from I.Mem.dwTransAddrin
WD_Car dRegi st er.

dwBytes

Usedin stringtransfers numberof bytesto transfer

fAutoinc

fAutoinc Usedin stringtransfers

If TRUE, I/0O or memoryaddresshouldbe
incrementedor transfer

If FALSE, all datais transferredo the sameport/address

dwOptions

MustbeO.

Data

Thedatato betranslated.

Data.Byte

Usedfor 8-bit transfers.

Data.Word

Usedfor 16-bittransfers.

Data.Dword

Usedfor 32-bittransfers

Data.Qvord

Usedfor 64-bittransfers

Data.pBufer

Usedin stringtransfers- the pointerto the buffer with
the datato read/writefrom/to.

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.
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REMARKS

* 64-bitdatatransferd QWORD) areavailableonly for memoryread/writestring
operations.

64-bit datatransferd QWORD) require64-bit enabledPCl device, 64-bit PCI
bus,andanx86 CPUrunningunderary of the operatingsystemsupportedy
WinDriver. (Note: 64-bit datatransferperformedwith WD_Tr ansf er donot
require64-bit operatingsystem/CPU).

* WhenusingWD_Tr ansf er , it isimportantto alignthebaseaddressaccording
to the sizeof the datatype, especiallywhenissuingstring transfercommands.
Otherwise thetransfersaresplit into smallerportions.

The easiestvay to align datais to usebasictypeswhendefininga buffer, i.e.

BYTE buf[len]; // for BYTE transfers notaligned

WORD buf[len]; // for WORD transfers alignedon 2-byteboundary
UINT32 buf[len]; // for DWORD transfers alignedon 4-byteboundary
UINT64 buf[len]; // for QWORD transfers alignedon 8-byteboundary

EXAMPLE

WD TRANSFER Tr ans;
BYTE read_dat a;

BZERQ( Tr ans) ;

Trans.crmdTrans = RP_BYTE, //Read Port BYTE
Trans. dwPort = 0x210;

WD _Tr ansfer (hWD, &Trans);

read_data = Trans. Dat a. Byt e;
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A.2.11 WD_MultiT ransfer()

PURPOSE

 Executesa multiple read/writeinstructionto anl/O portor amemoryaddress.

PROTOTYPE

DWORD WD_Mul ti Tr ansf er (HANDLE hWD,
WD_TRANSFER *pTransArray, DWORD dwNunilr ansfers);

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O pTransArray Array of WD_TRANSFER*
OcmdTrans DWORD Input
O dwPort DWORD Input
O dwBytes DWORD Input
O fAutoinc DWORD Input
0 dwOptions DWORD Input
O Data union
0 Data.Byte BYTE Input/Output
0 Data.Word WORD Input/Output
0 Data.Dword DWORD Input/Output
0 Data.Qvord QWORD Input/Output
O Data.pBufer PVOID Input/Output
O dwNumTransfers DWORD Input
DESCRIPTION
Name Description
hwD Thehandleto WinDriver's kernel-modelriver receved

fromWD_Open [A.1.2].

pTransArray

WD_TRANSFERelements:
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cmdTrans Commanaf operatiofWD_TRANSFER_CMDplease
referto windr vr.h for implementation) Shouldbetyped
in thefollowing format:
<dir><p>_<string><size>
«dir - R for read,W for write.
*p - Pfor I/O port,M for memory
» String- Sfor string,nonefor singletransfer
*Size- BYTE, WORD, DWORD or QWORD.
dwPort For an I/O transfer- port addressreceved from
[.10.dwAddrin WO_Car dRegi st er [A.2.8].
For a memorytransfer- kernel-modevirtual memory
addressreceved from I.Mem.dwTransAddrin
WD Car dRegi st er.
dwBytes Usedin stringtransfers numberof bytesto transfer
fAutoinc fAutoinc Usedin stringtransfers:
If TRUE, I/O or memoryaddresshouldbe
incrementedor transfer
If FALSE, all datais transferredo thesameport/address
dwOptions MustbeO.
Data Thedatato betranslated.
Data.Byte Usedfor 8-bit transfers.
Data.Word Usedfor 16-bittransfers.
Data.Dword Usedfor 32-bittransfers.
Data.Qvord Usedfor 64-bittransfers.

Data.pBufer

Usedin string transfers- the pointerto the buffer with
thedatato read/writefrom/to.

dwNumTransfers

Numberof commandsn array

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.
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SeeVD_Tr ansf er [A.2.1(] remarks.

NOTE:

This functionis not supportedn Visual Basic.

EXAMPLE

WD_TRANSFER Tr ans[ 4] ;
DWORD dwResul t;

char *cData = "Message to send\n";

BZERQ( Tr ans) ;

Trans[0].cnmdTrans = WP_WORD;, //Wite Port WORD
Trans[ 0] . dwPort = Ox1eO;

Trans[ 0] . Data. Wrd = 0x1023;

Trans[ 1] . cndTrans = WP_WORD;

Trans[ 1] . dwPort = 0Ox1eO;

Trans[ 1] . Data. Wrd = 0x1022;

Trans[2].cndTrans = WP_SBYTE; //Wite Port String BYTE
Trans[ 2] . dwPort = 0Ox1fO;

Trans[ 2] . dwBytes = strlen(cdata);

Trans[ 2] . f Aut oi nc = FALSE;

Trans[ 2] . dwOptions = O;

Trans[ 2] . Dat a. pBuffer = cDat a;
Trans[ 3] .cndTrans = RP_DWORD; //Read Port Dword
Trans[ 3] . dwPort = Oxle4;

WD_Mul ti Transfer(hWD, &Trans, 4);

dwResul t

= Trans[ 3] . Dat a. Dwor d;
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A.2.12 WD_DMALock()

PURPOSE

» EnablesContiguousBuffer or ScatterGatherDMA.

» Locks a physicalmemoryregion andreturnsa list of the correspondinghysical
addresses.

* For ContiguousBuffer DMA - returnsa mappingof the physicaladdressof the
allocatedbuffer to bothkernelandusermodevirtual addresspace.

PROTOTYPE

DWORD WD _DMALock( HANDLE hWD, \\D_DVA * pDna) ;

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
0 pDma WD_DMA *
O hDma DWORD Output
O pUserAddr PVOID Input/Output
O pKernelAddr KPTR Output
0 dwBytes DWORD Input
O dwOptions DWORD Input
O dwPages DWORD Input/Output
OhCard DWORD Input
O Page Array of WD_DMA_PAGE
O pPhysicalAddr KPTR Output
O dwBytes DWORD Output
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DESCRIPTION
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Name Description

hwD Thehandleto WinDriver's kernel-modelriver receved
fromWD_Open [A.1.2].

pDma WD_DMA elements.

hDma Handleof DMA buffer to be usedby WD_DMAUNI ock
[A.2.13]. Returnd0 if failed.

pUserAddr Pointerto the usermodevirtual memory Inputin
the caseof ScatterGatherandoutputin the caseof
contiguoushuffer DMA.

pKernelAddr Kernelmappingof kernelallocatedbuffer. Relevant

only for ContiguousBuffer DMA (dwOptions=
DMA_KERNEL_BUFFER_ALLOC).

dwBytes

Sizeof buffer.
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dwOptions

A bit maskflag:
*DMA_KERNEL_BUFFER_ALLOC:If set-
Allocatescontiguoudhuffer in physicalmemory
Default- ScatteiGather
*DMA_KBUF_BELOW_16M: Relerantonly if DMA
wassetto contiguougabove).

If set- Physicaladdreswill beallocatedwithin thefirst
16MB of the mainmemory
*DMA_LARGE_BUFFER:Relesantonly if DMA is set
to ScatterGather(above).

If set- Enabledocking morethan1MB.
*DMA_ALLOW_CACHE: Allow cachingof the
memoryfor contiguousnemoryallocationon Windows
NT/2000/XP/Serer 2003 (Not recommended!See
remarkbelow.)

*DMA_KERNEL_ONLY_MAP: Relevant only

if DMA was set to contiguousoption with
DMA_KERNEL_BUFFER_ALLOCflag.

If set- themappingof theallocatedbuffer is to thekernel
only, notto theusermode.

«DMA_READ FROM_DEVICE: When set, the
memorypagesarelocked to be readfrom, indicating
writing to device.

*DMA_WRITE_TO_DEVICE: Whenset,the memory
pagesrelockedto bewrittento, indicatingreadingfrom
device.

Note: Seteither DMA_READ_FROM_DEVICE or
DMA_WRITE_TO_DEVICEbut notboth.

dwPages

Numberof pages.

Returnsl if DMA is setto contiguous.

In caseof DMA_LARGE_BUFFERIt is usedasan
input andan outputparametefotherwiseonly output),
describingthe sizeof the pagearray; Pleasaeferto the
remarkregardingdwPagesn this section.

hCard

Handle of relevant card as receved from
WD _Car dRegi ster () [A.2.8].

Page

WD_DMA_PAGE- Array of pages.

pPhysicalAddr

Pointerto the physicaladdress.

dwBytes

Sizeof page.
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RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

REMARKS

» WinDriver supportsoth Scatter/Gatheand ContiguousDMA underWindows
98/Me/NT/2k/IXP/CE/Sergr2003,Linux, SolarisandVxWorks.
On Linux, Scatter/GatheDMA is only supportedor 2.4 kernelsandabove
(sincethe 2.2 Linux kernelsrequirea patchto supportthis type of DMA).

» To accesghe allocatedDMA buffer from your application,do NOT usethe
physicalmemoryaddresgdma. Page[i ] . pPhysi cal Addr ) directly.
To accesshe memoryfrom a usermodeapplication,usethe usermodevirtual
mappingof theaddress dna. pUser Addr .
For ContiguousBuffer DMA, to accesshe memoryfrom akernelapplication
(e.g. when using the Kernel Plugin) or using WinDriver's API (e.qg.
WD_Tr asnf er () ), usethekernelmappingof the physicaladdressyhichis
returnedoy WDO_DVALock() indma. pKer nel Addr .

« TheDMA_ALLOW_CACHE flag allocatescachedDMA bufferson Windows
NT/2000/XP/Serer 2003. However, in orderto preventmemaorycorruptions,
DMA buffersgenerallyshouldbe non-cachedTherefore we recommendhat
you avoid usingthis flag.

« On Solaris,theuserbuffer addressandsizemustbealignedon systemmemory
pageboundary Usethealignedmemoryallocationfunction,val | oc (similar
to mal | oc, exceptthe allocatedmemoryblocksare aligned). On SFARC
platforms,the virtual pagesizeis usually8 KB, andon x86 platforms,it is 4
KB.

* Whenusingthe DMA_LARGE_BUFFERflag, dwPagesis an input/output
parameter As aninput to a WD_DMALock() call, dwPagesequalsthe
maximum numberof elementsin an array of pages. On return from
WD _DMALock() , dwPagesequalsthe numberof actualphysicalblocks.
ThereturneddwPagesmay be smaller becausedjacenipagesarereturnedas
oneblock.
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EXAMPLE

The foll owi ng code denonstrates Scatter/ Gather DVA all ocati on:

WD DVA dng;
DWORD dwSt at us;
PVAO D pBuffer = mal |l oc(20000);

BZERQ( dnm) ;

drma. dwByt es = 20000;

dma. pUser Addr = pBuffer;

dma. dwOpti ons = flsRead ? DVMA_READ FROM DEVI CE : DVA WRI TE_TO DEVI CE;

/1 Initialization of dma. hCard, value obtained from W _CardRegister call:
drma. hCard = cardReg. hCard;

dwsSt at us = WDO_DMALock( hWD, &dnm) ;

if  (dwsSt at us)

{
printf("Could not |ock down buffer\n");

}

else

{
/1l On successful return dma. Page has the list of
/1 physical addresses.
/1 To access the nenory from your user node
/1 application, use dnma.pUser Addr.

}

EXAMPLE

The foll owi ng code denpbnstrates contiguous kernel buffer DVA allocation:

WD_DVA dnm;
DWORD dwSt at us;

BZERQ( dma) ;
drma. dwBytes = 20 * 4096; // 20 pages
dma. dwOpt i ons = DMA_KERNEL_BUFFER _ALLCC |

( flsRead ? DMA_READ FROM DEVI CE : DVA WRI TE_TO DEVI CE);
/1 Initialization of dma.hCard, value obtained from WD _CardRegi ster call:
drma. hCard = cardReg. hCard;
dwsSt at us = WDO_DMALock( hWD, &dnm) ;
if  (dwsSt at us)

{
printf("Failed allocating kernel buffer for DMAN");
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}

else

{
/1 On return dna. pUser Addr hol ds the user node virtual
/1 mapping of the allocated nenory and dma. pKer nel Addr
/1 holds the kernel nmapping of the physical nenory.
/1 dma. Page[ 0] . pPhysi cal Addr points to the allocated
/'l physical address.
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A.2.13 WD_DMA Unlock()
PURPOSE
*Unlocksa DMA buffer.

PROTOTYPE

DWORD WD_DNMAUNI ock( HANDLE hWD, WD_DNA * pDMVA) ;

PARAMETERS

Name Type Input/Output

O hwD HANDLE Input

O pDMA WD_DMA *
O hDma DWORD Input
O pUserAddr PVOID N/A
O pKernelAddr KPTR N/A
O dwBytes DWORD N/A
0 dwOptions DWORD N/A
O dwPages DWORD N/A
0 Page Array of WD_DMA_PAGE N/A

DESCRIPTION

Name Description

hwD Thehandleto WinDriver’s kernel-modedriver received
from\WD_Open [A.1.2].

pDMA WD_DMA elements:

hDma Handle of DMA buffer receved by WO_DMALock
[A.2.17.
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RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

EXAMPLE

WD_DMAUNI ock( hWD, &DVA) ;
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A.2.14 InterruptEnable()

PURPOSE
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« Call a callbackfunctionuponinterruptreception.A corvenientfunctionfor setting

up interrupthandling.

PROTOTYPE

DWORD | nt er r upt Enabl e( HANDLE *phThr ead, HANDLE hWD,

WD_| NTERRUPT *plnt, | NT_HANDLER _FUNC func, PVO D pData);
PARAMETERS
Name Type Input/Output
O phThread HANDLE * Output
O hwD HANDLE Input
O pint WD_INTERRUPT *
O hinterrupt HANDLE Input
O dwOptions DWORD Input
0Cmd WD_TRANSFER* Input
0 dwCmds DWORD Input
OkpCall WD_KERNEL_PLUGIN_CALL
O hKernelPlugln DWORD Input
O dwResult DWORD N/A
O fEnableOk DWORD N/A
O dwCounter DWORD N/A
O dwLost DWORD N/A
O fStopped DWORD N/A
O func INT_HANDLER_FUNC Input
0 pData PVOID Input
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Name

Description

phThread

Returnsthe handleof the spavnedinterruptthreadto be
usedby | nt err upt Di sabl e [A.2.15.

hwD

The handleto WinDriver’s kernel-modedriver receved
fromWD_Open [A.1.2].

pint

WD_INTERRUPT elements:

hinterrupt

Handleof interruptinternaldatastructurereceved by
I.Int.hinterruptin WD_Car dRegi st er [A.2.9].

dwOptions

A bit maskflag. May be"0" for no option,or:
*INTERRUPT_CMD_COPY if set,the WinDriver
kernel will copy the datareceved from the read
commandghatwereusedto acknavledgetheinterrupt,
backto theusermode. The datawill be availablewhen
functionis called.

Cmd

An arrayof datatransfercommandg\WD_TRANSFER
*) to perform in kernel mode upon receipt of
hardware interrupts. Thesecommandsare needed
for acknavledginglevel sensitve interrupts(for more
detailsreferto the ISA_PClinterruptssection).

If no datatransfercommandsare neededthis should
be setto NULL. (For detailsregardingthe transfer
commandsefertoWD_Tr ansf er [A.2.10.)

dwCmds

Numberof transfercommandsn Cmdarray

kpCall

WD_KERNEL_PLUGIN_CALLelements:

hKernelPlugin

Handle to Kernel Plugin returned from
WD_Ker nel Pl ugl nOpen [A.11.1].

func The interrupthandlingfunctionthatwill becalledonce
atevery interruptoccurrenceINT_HANDLER_FUNC
is definedin windrvr_int_thread.h.

pData The pointerthat is passedo the interrupthandling
functionasanargument.

ReturnValue TRUE if enablingtheinterruptsucceeded.
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RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

REMARKS
 Implementedn \WinDri ver\src\windrvr_int_thr ead.c

« WD | nt Enabl e, WD _| nt i t, WD I nt Count andWD | nt Di sabl e
composethe above | nt er r upt Enabl e and | nt err upt Di sabl e
functionsand can be called separatelyinstead. For more details, please
referto SectionA.3.

* To improve the PCI interrupt handling rate on Windows
98/Me/NT/2000/XP/Serer 2003, Linux and Solaris, considerusing
WinDriver's Kernel Plugin feature(seeSection"Understandinghe Kernel
PlugIn"). OnVxWorks,you canusethewi ndr vr _i sr callbackfunction(see
Section"Improving the InterruptHandlingRateon VxWorks").

EXAMPLE

VO D DLLCALLCONV i nterrupt_handl er (PVO D pDat a)

{
WD _| NTERRUPT *plntrp = (WD_I NTERRUPT *)pDat a;
/1 do your interrupt routine here
printf("Got interrupt %\ n", plntrp->dwCounter);
}
mai n()
{

WD _CARD_REG STER car dReg;
WD_| NTERRUPT I ntrp;
HANDLE hWD, t hread_handl e;

hw = WD_Qpen();

BZERQ( car dRegQ) ;

cardReg. Card. dwi tens = 1;

cardReg. Card.Itenf0].item = | TEM | NTERRUPT,;
cardReg. Card. It enf 0] . f Not Shar abl e = TRUE;
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cardReg. Card.ItenfO].I.Int.dw nterrupt = MY_I RQ
cardReg. Card. I ten{0].I.Int.dwOptions = O;

WD_Car dRegi st er (hWd, &car dReg) ;

PVO D pdata = NULL;
BZERO (I ntrp);
Intrp.hinterrupt = cardReg.Card.ltenf{0].l.Int.hlnterrupt;
Intrp. Cnd = NULL;
Intrp. dwCnds = O;
Intrp. dwOptions = 0;
printf("starting interrupt thread\n");
pData = &l ntrp;
if (!InterruptEnabl e(& hread_handl e, hWD, &l ntrp,
i nterrupt_handl er, pdata))

{
printf ("failed enabling interrupt\n")
}
else
{
printf("Press Enter to uninstall interrupt\n");
fgets(line, sizeof (line), stdin);
/1 this calls WD_IntDisabl e()
I nterrupt Di sabl e(t hread_handl e);
}

WD_Car dUnr egi st er (hWD, &car dReg);
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A.2.15 InterruptDisable()

PURPOSE
* A corvenientfunctionfor shuttingdown interrupthandling.
PROTOTYPE

DWORD | nt errupt Di sabl e( HANDLE hThr ead) ;

PARAMETERS
Name Type Input/Output
O hThread HANDLE Input

DESCRIPTION

Name Description

phThread The handleof the spavnedinterruptthreadwhich was
createddy | nt er r upt Enabl e [A.2.14].

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

REMARKS
 Implementedn \WinDri ver\src\windrvr_int_thr ead.c

« WD | nt Enabl e, WD _| nt i t, WD I nt Count andWD | nt Di sabl e
composehe above InterruptEnableandInterruptDisabldunctionsandcanbe
calledseparatelynstead.For moredetails,pleasereferto SectionA.3.
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EXAMPLE

mai n()

{

if (!InterruptEnabl e(& hread_handl e, hWD, &l ntrp,
i nterrupt_handl er, pData))

{
printf("failed enabling interrupt\n"’);
}
else
{
printf("Press Enter to uninstall interrupt\n");
fgets(line, sizeof (line), stdin);
/1 this calls WD_IntDisabl e()
I nterrupt Di sabl e(thread_handl e);
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A.3 PCI/ISA - Low Level Functions

A.3.1 Calling SequenceNinDriver - Low Level

Thefollowing is atypical calling sequencef the WinDriver API, usedfor servicing
interrupts.Thel nt er r upt Enabl e andl nt er r upt Di sabl e functionsenable
interrupthandlingin amorecorvenientmanner

‘ WD_IntEnable() ‘

WD_IntWait() ‘ ‘ WD_IntCount()

WD_IntDisable

A.3.2 WD_IntEnable()

PURPOSE
* Registeraninternalinterruptserviceroutine(ISR) to be calleduponinterrupt.
PROTOTYPE

DWORD WD _| nt Enabl e( HANDLE hWD, WD _| NTERRUPT *plnterrupt);

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O plnterrupt WD_INTERRUPT*
O hinterrupt HANDLE Input
O dwOptions DWORD Input
0Cmd WD_TRANSFER* Input
0 dwCmds DWORD Input
OkpCall WD_KERNEL_PLUGIN_CALL
O hKernelPlugln HANDLE Input
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O dwMessage DWORD N/A
[ pData PVOID N/A
0 dwResult DWORD N/A
0 fEnableOk DWORD Output
O dwCounter DWORD N/A
O dwLost DWORD N/A
O fStopped DWORD N/A
DESCRIPTION

Name Description

HWD The handleto WinDriver’s kernel-modedriver receved
fromWD_Open [A.1.2].

pinterrupt WD_INTERRUPT elements:

hinterrupt Handleof interruptto enable.The handleis returnedby
WD_Car dRegi st er [A.2.8] in L.Int.hinterrupt.

dwOptions A bit maskflag. May be 0O for no option,or:
*INTERRUPT_CMD_COPY if set,the WinDriver
kernel will copy the datareceved from the read
commandghatwereusedto acknavledgetheinterrupt,
backto theusermode. The datawill be availablewhen
WD I nt Wai t [A.3.3] returns.

Cmd An arrayof datatransfercommandgWD_ TRANSFER
*) to perform in kernel mode upon receipt of
hardware interrupts. Thesecommandsare needed
for acknavledginglevel sensitie interrupts(for more
detailsreferto theISA_PClinterruptssection).

If no datatransfercommandsare neededthis should

be setto NULL. (For detailsregardingthe transfer

commandsefertoWD_Tr ansf er [A.2.10.)
dwCmds Numberof transfercommandsn Cmdarray

kpCall WD_KERNEL_PLUGIN_CALLelements:

hKernelPlugin

Handle to Kernel Plugin returned from
WD_Ker nel Pl ugl nOpen [A.11.1].

fEnableOk

ReturnsTRUE if WD _| nt Enabl e [A.3.2] succeeded.
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RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

REMARKS

(1) For more information regardinginterrupt handling pleaserefer to ISA_PCI
interruptssection,Section9.2.2.
(2) kpCallis relevantfor KernelPluglnimplementation.

EXAMPLE

WD_| NTERRUPT I ntrp;
WD_CARD_REQ STER car dReg;

BZERQ( car dReqQ) ;
cardReg. Card. dwitens = 1;
cardReg. Card. Itenf 0] .item = | TEM | NTERRUPT,;
cardReg. Card. I tenf 0] . f Not Shar abl e = TRUE;
cardReg. Card.ItenfO].l.Int.dwMnterrupt = 10; // IRQ 10
/1 I NTERRUPT_LEVEL SENSI TIVE - Set to |level sensitive
/1 interrupts, otherw se should be 0.
/1 ISA cards are usually edge triggered while PCl cards
/1 are usually |level sensitive.
cardReg. Card.Itenf0O].I.Int.dwOptions =
| NTERRUPT_LEVEL_SENSI TI VE;
car dReg. f CheckLockOnly = FALSE;
WD_Car dRegi st er (hWD, &car dReg) ;
if (cardReg.hCard == 0)
printf("Could not |ock device\n");
else

{

BZERQ( I ntrp);
Intrp.hinterrupt =

cardReg. Card.Itenf0].I.Int.hinterrupt;
Intrp. Crd = NULL;
Intrp.dwCmds = O;
I ntrp. dwOptions = 0;
WD _| nt Enabl e(hWD, &l ntrp);

if  (!Intrp.fEnabl eCk)

printf("failed enabling interrupt\n");
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}
EXAMPLE

For anotherexamplepleasereferto <WinDri ver>\Samples\pci_diag\pci_likc.



WinDriver v6.20 Users Guide 279
A.3.3 WD_IntW ait()
PURPOSE
» Wait until aninterruptis recevedor disabledandexit.
PROTOTYPE
DWORD WD_I nt Wai t (HANDLE hwWD, WD_I NTERRUPT *pl nterrupt);
PARAMETERS
Name Type Input/Output
0 hwD HANDLE Input
O plnterrupt WD_INTERRUPT*
O hinterrupt HANDLE Input
O dwOptions DWORD N/A
OCmd WD_TRANSFER* N/A
0 dwCmds DWORD N/A
OkpCall WD_KERNEL_PLUGIN_CALL N/A
0 fEnableOk DWORD N/A
O dwCounter DWORD Output
O dwLost DWORD Output
O fStopped DWORD Output
DESCRIPTION
Name Description
hwD The handleto WinDriver's kernel-modedriver received
from\WD_Open [A.1.2].
pinterrupt WD_INTERRUPT elements:
hinterrupt Handleof interrupt,returnedby WD_Car dRegi st er
[A.2.8] in LInt.hinterrupt.
dwCounter Numberof interruptsreceved.
dwLost Numberof interruptsthat wereacknavledgein kernel

modebut notyethandledn usermode.
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fStopped

Returnszeroif an interrupt occurred. Returns
INTERRUPT_STOPPEDIf aninterruptwasdisabled
while waiting. ReturnsSINTERRUPT_INTERRJUPTED
if while waiting for aninterrupt, WD | nt \ai t [A.3.3]
wasinterruptedwithout anactualhardwareinterrupt.

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.

REMARKS

INTERRUPT_INTERRJPTED statuscan occur on Linux and Solarisif the
applicationthatwaitson theinterruptis stoppede.g.by pressingCTRL+2Z).

EXAMPLE

for (1)
{

WD I ntWait (hWD, &l ntrp);
if (Intrp.fStopped)
break ;

Processinterrupt (I ntrp.dwCounter);
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A.3.4 WD_IntCount()

PURPOSE

281

* Retrieve the countnumberof interruptssinceVD | nt Enabl e [A.3.2] wascalled.

PROTOTYPE

void WD_I nt Count (HANDLE hWD, WD_| NTERRUPT *plnterrupt);

PARAMETERS
Name Type Input/Output
0 hwD HANDLE Input
O plnterrupt WD_INTERRUPT*
O hinterrupt HANDLE Input
O dwOptions DWORD N/A
dCmd WD_TRANSFER* N/A
O dwCmds DWORD N/A
OkpCall WD_KERNEL_PLUGIN_CALL | N/A
O fEnableOk DWORD N/A
O dwCounter DWORD Output
O dwLost DWORD Output
O fStopped DWORD Output
DESCRIPTION
Name Description
hwD Thehandleto WinDriver’s kernel-modedriver received
from\WD_Open [A.1.2].
pinterrupt WD_INTERRUPT elements:
hinterrupt Handleof interrupt,returnedby WD_Car dRegi st er
[A.2.8] in LInt.hinterrupt.
dwCounter Numberof interruptsreceied.
dwLost Numberof interruptsnot yet handled.
fStopped ReturnsTRUE if interruptwasdisabledwhile waiting.
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RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

EXAMPLE

DWORD dwiNuml nt errupt s;

WD _| nt Count (hWD, &l ntrp);
dwNum nterrupts = Intrp.dwCounter;
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A.3.5 WD_IntDisable()

PURPOSE
« Disableinterruptprocessing.
PROTOTYPE

DWORD WD _| nt Di sabl e( HANDLE hWD, WD_I| NTERRUPT *pl nterrupt);

PARAMETERS

Name Type Input/Output

O hwD HANDLE Input

O plnterrupt WD_INTERRUPT
O hinterrupt HANDLE Input
O dwOptions DWORD N/A
0Cmd WD_TRANSFER* N/A
OdwCmds DWORD N/A
OkpCall WD_KERNEL_PLUGIN_CALL N/A
O fEnableOk DWORD N/A
O dwCounter DWORD N/A
O dwLost DWORD N/A
O fStopped DWORD N/A

DESCRIPTION

Name Description

hwD Thehandleto WinDriver’s kernel-modedriver received
from\WD_Open [A.1.2].

pinterrupt WD_INTERRUPT elements:

hinterrupt Handleof interrupt,returnedby WD_Car dRegi st er
[A.2.8] in LInt.hinterrupt.
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RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

EXAMPLE

WD _| nt Di sabl e(hWD, &l ntrp);
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A4 USB

A.4.1 Calling Sequencédor WinDri ver USB

The USB API provided as part of WinDriver is designedo supportevent-driven
transfersbetweenyour usermode USB applicationand USB devices. This is in
contrastto earlierversions,in which USB deviceswereinitialized and controlled
usingaspecificsequencef functioncalls.

You can implementthe three user callback functions specifiedin the next
section: WDU_ATTACH_CALLBACK [A.5.1], WDU_DETACH_CALLBACK
[A.5.2] and WDU_POWNER _CHANGE CALLBACK [A.5.3] (at the very least
WDU_ATTACH CALLBACK). Thesefunctionsare usedto notify your application
whena relevant systemevent occurs,suchasthe attachingor detachingof a USB
device. For bestperformancepminimal processinghouldbe donein thesefunctions.

Your applicationcalls WDU _| ni t [A.6.1] and providesthe criteria accordingto
which the systemidentifiesa device asrelevant or irrelevant. The WDU_| ni t
functionmustalsopasspointersto the usercallbackfunctions.

Your applicationthensimply waitsto receve a notificationof anevent. Uponreceipt
of sucha notification, processingontinues.Your applicationmay make useof ary
functionsdefinedin the high- or low-level APIs below. The high-level functions,
providedfor your corveniencemake useof thelow-level functions,whichin turnuse
IOCTLs to enablecommunicatiorbetweernthe WinDriver kernelmoduleandyour
usermodeapplication.

When exiting, your applicationcalls WDU_Uni ni t [A.6.6] to stoplisteningto
devicesmatchingthe given criteriaandto un-registerthe notification callbacksfor
thesedevices.

Thefollowing figure depictsthe calling sequenceéescribedabore. Eachverticalline
represents functionor processEachhorizontalarrown representa signalor request,
drawn from theinitiator to therecipient. Time progressefrom top to bottom.



main() attach() detach() WinDriver

WDU_Init()
(time)
WinDriver|reports devices already attached
Signal attach
Return value *

1
l
i A USB device is attached

Signal attach

Return value *
WDU_ SetInterfa:ce() **
|
WDU_ Transfer() **
I

[main may initiate other requests to WinDriver] **
I
A USB device is detached

Signal detach

1 1
1 1
1 1
WDU_Uninit() ‘ ‘
! |

o If the WD_ACKNOWLEDGE flag was set in the call to
WDU_Init(), the attach() callback should return TRUE if the
function accepts control of the device, or FALSE otherwise.

** only possible if attach() returned TRUE

™ indicates active function or process

—- represéents discontinuity in time
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The following pieceof meta-codecan sene asa framework for your usekmode
applications code:

attach()
{

if this is ny device
set the desired alternate setting
signal main() about the attachment of this device
return TRUE;
else
return FALSE;

}
det ach()
{
signal main() about the detachment of this device
}
mai n()
{

WU Init(...);

while  (...)
{

wait for new devices

i ssue transfers

}

iI\.D.U_Uni nit();
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A.4.2 Upgrading to WinDri ver v6.X

The USB API providedaspartof WinDriverv6.X is designedo supportevent-driven
transfersbetweenyour usermodeUSB applicationand USB devices. This is in
contrastto earlierversions,in which USB deviceswereinitialized and controlled
usingaspecificsequencef functioncalls.

As aresultof this changeyou will needto modify your USB applicationghatwere
designedo interfacewith earlierversionsof WinDriverto ensurethatthey will work
with WinDriverv6.X on all supporteglatformsandnot only on Microsoft Windows.
You will have to reoilganizeyour applications codeso thatit conformswith the
framework illustratedby the pieceof meta-codeorovidedin SectionA.4.1.

In addition, the functionsthat collectively definethe USB API have beenchanged.
Thenew functions,describedn the next few sectionsprovide animprovedinterface
betweernusermodeUSB applicationsandthe WinDriver kernelmodule. Note that
the new functionsreceve their parameterslirectly, unlike the old functions,which
recevedtheir parametersisinga structure.

Thetablebelow liststhelegagy functionsin theleft columnandindicatesin theright
columnwhich functionor functionsreplace(seachof thelegag functions.Usethis
tableto quickly determinewvhich new functionsto usein your new code.

High Level API
This function... hasbeenreplacedby...
WD_Open() WDU_Init() [A.6.1]
WD_ Version()
WD_UsbScanDece()
WD_UsbDeiceRayister() WDU_Setinterce()[A.6.2]
WD _UsbGetConfiguration() WDU_GetDeicelnfo() [A.6.4]
WD_UsbDeiceUnragister() WDU_Uninit() [A.6.6]

Low Level API
This function... hasbeenreplacedby...
WD_UsbTransfer() WDU_Transfer()JA.6.7]

WDU_TransferDehultPipe()A.6.9]
WDU_TransferBulk()[A.6.10
WDU_Transferlsoch(JA.6.11]
WDU_TransferInterrupt()A.6.17
(USB_TRANSFER_HAT option) | WDU_HaltTransfer()JA.6.13
WD_UsbResetPipe() WDU_ResetPipe()A.6.14]
WD_UsbResetDéce() WDU_ResetDeice()[A.6.19
WD_UsbResetDgceEXx()
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A.5 USB- UserCallback Functions

NOTE:

Someof the functionsdescribedbelov take as parameterstructuresthat are
comprisedof severalelements.Thesestructuresjndicatedby (1), aredescribedn
SectionA.7.

A.5.1 WDU_ATTACH_CALLB ACK()

PURPOSE

»WinDriver calls this functionwhena new device, matchingthe given criteria, is
attachedprovidedit is notyet controlledby anotherdriver.
This callbackis calledoncefor eachmatchinginterface.

PROTOTYPE

typedef BOOL ( DLLCALLCONV *WDU ATTACH CALLBACK) (WDU_DEVI CE_HANDLE hDevi ce
WDU_DEVI CE *pDevi cel nfo, PVO D pUserDat a);

PARAMETERS
Name Type Input/Output
O hDevice WDU_DEVICE_HANDLE Input
O pDevicelnfo | WDU_DEVICE* [A.7.3] Input (1)
O pUserData | PVOID Input

DESCRIPTION

Name Description

hDevice A uniqueidentifierfor thedevice/interace

pDevicelnfo Pointerto device configurationdetails; Valid until the
endof thefunction

pUserData Pointerthatwaspassedo WDU_| ni t [A.6.1] (in the
eventtable); Pointsto the usermodedatafor the attach
function
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RETURN VALUE

If theWD_ACKNOWLEDGE flag wassetin thecall to WDU | ni t [A.6.1] (within
the dwOptionsparameter)the callbackfunction shouldcheckif it wantsto control
thedevice, andif so- returnTRUE (otherwise- returnFALSE).

If the WD_ACKNOWLEDGE flag wasnot setin the call to WDU_I ni t , thenthe
returnvalueof the callbackfunctionis insignificant.
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A.5.2 WDU_DETACH_CALLB ACK()

PURPOSE

*WinDriver calls this function whena controlleddevice hasbeendetachedrom the
system.

PROTOTYPE

typedef void (DLLCALLCONV *WDU_DETACH CALLBACK) (WDU_DEVI CE_HANDLE hDevi ce,
PVA D pUser Dat a) ;

PARAMETERS
Name Type Input/Output
O hDevice WDU_DEVICE_HANDLE Input
O pUserData| PVOID Input

DESCRIPTION

Name Description

hDevice A uniqueidentifierfor thedevice/interiace

pUserData Pointerthatwaspassedo WDU_| ni t [A.6.1] (in the
eventtable); Pointsto the usermodedatafor the attach
function

RETURN VALUE

None
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A.5.3 WDU_POWER_CHANGE_CALLB ACK()

PURPOSE

»WinDriver calls this function when a controlleddevice haschangedts power
settings.

PROTOTYPE

typedef BOOL ( DLLCALLCONV *WDU_POWER_CHANGE CALLBACK) (VWWDU_DEVI CE_HANDLE hDevi ce,
DWORD dwPower St at e, PVA D pUser Dat a) ;

PARAMETERS
Name Type Input/Output
O hDevice WDU_DEVICE_HANDLE Input
O dwPaverState| DWORD Input
0 pUserData PVOID Input

DESCRIPTION

Name Description

hDevice A uniqueidentifierfor the device/interace

dwPaverState Numberof the power stateselected

pUserData Pointerthatwaspassedo WDU_| ni t [A.6.]] (in the
eventtable); Pointsto the usermodedatafor the attach
function
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RETURN VALUE
TRUE/FALSE. Currentlythereis no significanceo thereturnvalue.
REMARKS

This callbackis supportednly in Windows operatingsystemsstartingfrom Windows
2000.
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A.6 USB- Functions

NOTE:

Someof the functionsdescribedbelov take as parameterstructuresthat are
comprisedof mary elements.Thesestructuresjndicatedby (), aredescribedn
SectionA.7.

A.6.1 WDU_Init()

PURPOSE

« Startslisteningto devicesmatchinginput criteriaandregistersnatificationcallbacks
for thesedevices.

PROTOTYPE

DWORD WDU | ni t (WDU_DRI VER_HANDLE *phDri ver,
WDU_MATCH_TABLE *pMat chTabl es, DWORD dwNumivat chTabl es,

WDU_EVENT_TABLE *pEvent Tabl e, const char *sLicense, DWORD dwOpti ons);

PARAMETERS

Name Type Input/Output

O phDriver WDU_DRIVER_HANDLE* Output

O pMatchTables WDU_MATCH_TABLE * | Input(T)
[A.7.1]

O dwNumMatch®bles| DWORD Input

O pEventTable WDU_EVENT_TABLE * | Input(T)
[A.7.2]

O sLicense constchar* Input

O dwOptions DWORD Input
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DESCRIPTION
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Name Description

phDriver Handleto the registrationof events& criteria

pMatchTables Array of matchtablesdefiningthe devices’ criteria

dwNumMatch®Bbles Numberof elementsn pMatchTables

pEventTable Addresse®f notificationcallbackfunctionsfor changes
in thedevice’s statust+ relevantdatafor the callbacks

sLicense WinDriver'slicensestring

dwOptions Canbezero(0) or:

WD_ACKNOWLEDGE - the user can seize
control over the device when returning value in
WDU_ATTACH CALLBACK[A.5.1]

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.
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A.6.2 WDU_Setinterface()

PURPOSE
« Setsthe alternatesettingfor the specifiednterface.
PROTOTYPE

DWORD WDU_Set | nt er f ace( WDU_DEVI CE_HANDLE hDevi ce, DWORD dw nt er faceNum
DWORD dwAl t er nat eSet ti ng);

PARAMETERS
Name Type Input/Output
O hDevice WDU_DEVICE_HANDLE Input
O dwinterfaceNum DWORD Input
O dwAlternateSetting DWORD Input

DESCRIPTION

Name Description

hDevice A uniqueidentifierfor the device/interiace
dwinterfaceNum Theinterfaces number
dwAlternateSetting Thedesiredalternatesettingvalue

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.




WinDriver v6.20 Users Guide 297

A.6.3 WDU_GetDeviceAddr()

PURPOSE

» GetsUSB addresghatthe device uses.The addressiumberis written to the caller
suppliedpAddress.

PROTOTYPE

DWORD WDU_Cet Devi ceAddr (WDU_DEVI CE_HANDLE hDevi ce,
ULONG * pAddr ess) ;

PARAMETERS
Name Type Input/Output
O hDevice | WDU_DEVICE_HANDLE Input
O pAddress| ULONG Output

DESCRIPTION

Name Description

hDevice A uniqueidentifierfor adevice/interace

pAddress A pointerto ULONG, in which theresultis returned
REMARKS

This functionis supportecbn Windows only.
RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.
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A.6.4 WDU_GetDevicelnfo()

PURPOSE

* Getsconfigurationinformation from a device, including all the descriptorsn a
WDU_DEVICE[A.7.3] structure.
The caller shouldfree *ppDevicelnfo after useby calling WDU_PutDeicelnfo

[A.6.5].
PROTOTYPE

DWORD WDU_Cet Devi cel nf o( WDU_DEVI CE_HANDLE hDevi ce,
WDU_DEVI CE **ppDevi cel nfo);

PARAMETERS
Name Type Input/Output
O hDevice WDU_DEVICE_HANDLE Input
O ppDevicelnfo | WDU_DEVICE** [A.7.3] Output(T)

DESCRIPTION

Name Description

hDevice A uniqueidentifierfor a device/interface

ppDevicelnfo Pointerto pointer to a buffer containing device
information

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.



WinDriver v6.20 Users Guide 299

A.6.5 WDU_PutDevicelnfo()

PURPOSE

*Receves a device information pointer, allocated with a previous
WDU_GetDeicelnfo() [A.6.4] call, in orderto performthe necessargleanup.

PROTOTYPE

DWORD WDU_Put Devi cel nf o( WDU_DEVI CE *pDevi cel nf 0) ;

PARAMETERS
Name Type Input/Output
O pDevicelnfo | WDU_DEVICE* [A.7.3] Input
DESCRIPTION
Name Description
pDevicelnfo Pointerto a buffer containingthe device information,as

returnedby a previouscall to WDU_GetDeicelnfo()

RETURN VALUE

None




300 A FunctionReference

A.6.6 WDU_Uninit()

PURPOSE

» Stopslisteningto devicesmatchinga givencriteriaandunregistersthe notification
callbacksfor thesedevices.

PROTOTYPE

void WDU_Uni ni t (\WDU_DRI VER_HANDLE hDri ver);

PARAMETERS
Name Type Input/Output
O hDriver | WDU_DRIVER_HANDLE Input

DESCRIPTION

Name Description

hDriver Handleto the registrationreceved from WDU _| ni t
[A.6.1]
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A.6.7 WDU_Transfer()

PURPOSE

* Transferdatato or from adevice.

PROTOTYPE

DWORD WDU_Tr ansf er (WDU_DEVI CE_HANDLE hDevi ce, DWORD dwPi peNum

DWORD f Read, DWORD dwOptions, PVO D pBuffer, DWORD dwBufferSi ze,
PDWORD pdwByt esTr ansferred, PBYTE pSetupPacket, DWORD dwTi neout);

PARAMETERS

Name Type Input/Output
O hDevice WDU_DEVICE_HANDLE Input
O dwPipeNum DWORD Input
0 fRead DWORD Input
O dwOptions DWORD Input
O pBuffer PVOID Input
O dwBufferSize DWORD Input
0 pdwBytesTansferred)| PDWORD Output
O pSetupRclket PBYTE Input
0 dwTimeout DWORD Input

DESCRIPTION

Name Description

hDevice A uniqueidentifierfor the device/interfacerecevedfrom
WU I nit() [A.6.]]

dwPipeNum The numberof the pipe throughwhich the datais
transferred

fRead TRUE for read,FALSE for write
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dwOptions

A bit maskflag:

*USB_ISOCH_ASAP- for isochronouglatatransfers.
Setthisflagin orderto instructthelowerdriver (usbd.sys)
to usethe next available frameto performthe data
transfer If this flag is not set, WinDriver may cause

a delayin the isochronoudatatransferdueto some
unusedrames. This option affectsWindows only (not
CE), all otheroperatingsystemglefineit automatically
«USB_ISOCH_RESET resetsthe isochronouspipe
beforethe datatransfer It alsoresetsthe pipe after
minor errors(consequenthallowing to continuewith the
transfer).It is recommendetb useUSB_ISOCH_ASAP
togethemwith thisflag.
*USB_ISOCH_FULL_RCKETS_ONLY - whenset,do
nottransfedessthanpaclet sizeonisochronougpipes.

pBuffer

Addressof the databuffer.

dwBufferSize

Numberof bytesto transfer Thebuffer sizeis notlimited
to the device’s maximumpacket size;therefore you can
uselargerbuffers by settingthe buffer sizeto a multiple
of the maximumpacletsize. Uselarge buffersto reduce
the numberof context switchesandtherebyimprove
performance.

pdwBytesTansferred Numberof bytesactuallytransferred.
pSetupRclet An 8-bytepacletto transferto controlpipes.
dwTimeout Timeoutinterval of the transfer in milliseconds. If

dwTimeoutis zero,the function’s timeoutinterval never
elapseginfinite wait).

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.
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REMARKS

Theresolutionof thetimeout(thedwTimeoutparameterjs accordingo theoperating
systemscheduless timeslot. For example,in Windows thetimeout's resolutionis 10

milliseconds.
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A.6.8 WDU_Wakeup()

PURPOSE
* Enables/Disablethe wakeupfeature.
PROTOTYPE

DWORD WDU_Wakeup(\WDU_DEVI CE_HANDLE hDevi ce, DWORD dwOpt i ons)

PARAMETERS
Name Type Input/Output
O hDevice WDU_DEVICE_HANDLE Input
O dwOptions| DWORD Input

DESCRIPTION

Name Description

hDevice A uniqueidentifierfor the device/interface.

dwOptions Canbe eitherWDU_WAKEUP_ENABLE - enables
wakeup, or WDU_WAKEUP_DISABLE - disables
wakeup.

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.
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A.6.9 WDU_TransferDefaultPipe()

PURPOSE

* Transfersdatato or from adevice throughthe default pipe.

PROTOTYPE

DWORD WDU_Tr ansf er Def aul t Pi pe( WDU_DEVI CE_HANDLE hDevi ce,

DWORD f Read, DWORD dwOpti ons, PVO D pBuffer, DWORD dwBufferSize,
PDWORD pdwByt esTr ansferred, PBYTE pSetupPacket, DWORD dwTi neout);

PARAMETERS

Name | Type | Input/Output

Seedescriptionof WDU_Tr ansf er [A.6.7]. NotethatdwPipeNumis nota parameteof this function.

DESCRIPTION

Name | Description

Seedescriptionof WDU_Tr ansf er [A.6.7] . NotethatdwPipeNumis nota parameteof this function.

REMARKS

Seedescriptionof WDU_Tr ansf er [A.6.7] .
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A.6.10 WDU_TransferBulk()

PURPOSE

« Performsbulk datatransferto or from a device.

PROTOTYPE

DWORD WDU_Tr ansf er Bul k( WDU_DEVI CE_HANDLE hDevi ce,

DWORD dwPi peNum DWORD f Read, DWORD dwOptions, PVO D pBuffer,
DWORD dwBuUf f er Si ze, PDWORD pdwByt esTr ansferred, DWORD dwTi neout) ;

PARAMETERS

Name | Type | Input/Output

Seedescriptionof WDU_Tr ansf er [A.6.7]. NotethatpSetupRcketis nota parametepf this function.

DESCRIPTION

Name | Description

Seedescriptionof WDU_Tr ansf er [A.6.7]. NotethatpSetupRcketis not a parametenpf this function.

REMARKS

Seedescriptiorof WDU_Tr ansf er [A.6.7].
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A.6.11 WDU_Transferlsoch()

PURPOSE

 Performsisochronouslatatransferto or from adevice.

PROTOTYPE

DWORD WDU_Tr ansf er | soch(WDU_DEVI CE_HANDLE hDevi ce, DWORD dwPi peNum

DWORD f Read, DWORD dwOptions, PVO D pBuffer, DWORD dwBufferSi ze,
PDWORD pdwByt esTr ansferred, DWORD dwTi neout ) ;

PARAMETERS

Name | Type | Input/Output

Seedescriptionof WDU_Tr ansf er [A.6.7]. NotethatpSetupRcketis notaparametenf this function.

DESCRIPTION

Name | Description

Seedescriptionof WDU_Tr ansf er [A.6.7]. NotethatpSetupRcketis notaparametenf this function.

REMARKS

Seedescriptionof WDU_Tr ansf er [A.6.7].
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A.6.12 WDU_TransferInterrupt()

PURPOSE

« Performsinterruptdatatransferto or from a device.

PROTOTYPE

DWORD WDU_Tr ansf er I nt er rupt (VWDU_DEVI CE_HANDLE hDevi ce,

DWORD dwPi peNum DWORD f Read, DWORD dwOptions, PVO D pBuffer,
DWORD dwBuUf f er Si ze, PDWORD pdwByt esTr ansferred, DWORD dwTi neout) ;

PARAMETERS

Name | Type | Input/Output

Seedescriptionof WDU_Tr ansf er [A.6.7]. NotethatpSetupRcketis nota parametepf this function.

DESCRIPTION

Name | Description

Seedescriptionof WDU_Tr ansf er [A.6.7]. NotethatpSetupRcketis not a parametenpf this function.

REMARKS

Seedescriptiorof WDU_Tr ansf er [A.6.7].
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A.6.13 WDU_HaltTransfer()

PURPOSE

« Halts the transferon the specifiedpipe (only onesimultaneougransferper pipeis
allowedby WinDriver).

PROTOTYPE

DWORD WDU_Hal t Tr ansf er (VWDU_DEVI CE_HANDLE hDevi ce, DWORD dwPi peNum) ;

PARAMETERS
Name Type Input/Output
O hDevice WDU_DEVICE_HANDLE Input
O dwPipeNum| DWORD Input

DESCRIPTION

Name Description
hDevice A uniqueidentifierfor thedevice/interace
dwPipeNum Thenumberof the pipe

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.
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A.6.14 WDU_ResetPipe()

PURPOSE

* Resets pipe by clearingboththe halt conditionon the hostsideof the pipe andthe
stall conditionontheendpoint.This functionis applicablefor all pipesexceptpipe00.

PROTOTYPE

DWORD WDU_Reset Pi pe( WDU_DEVI CE_HANDLE hDevi ce, DWORD dwPi peNun ;

PARAMETERS
Name Type Input/Output
O hDevice WDU_DEVICE_HANDLE Input
O dwPipeNum| DWORD Input

DESCRIPTION

Name Description
hDevice A uniqueidentifierfor the device/interace
dwPipeNum The pipe’s number

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

REMARKS

This functionshouldbe usedif apipeis halted,in orderto clearthe halt.



WinDriver v6.20 Users Guide 311

A.6.15 WDU_ResetDeice()

PURPOSE

*Resetsaadevice to helprecoverfrom anerror, whena device is markedasconnected
but is notenabled.

PROTOTYPE

DWORD WDU_Reset Devi ce( WDU_DEVI CE_HANDLE hDevi ce, DWORD dwpti ons);

PARAMETERS
Name Type Input/Output
O hDevice WDU_DEVICE_HANDLE Input
0 dwOptions| DWORD Input

DESCRIPTION

Name Description
hDevice A uniqueidentifierfor thedevice/interface.
dwOptions CanbeeitherO orWD_USB_HARD_RESETF will reset

the device evenif it is not disabled. After usingthis
optionit is advisedto setthe interfaceof the device,
usingWbU_Set | nt er f ace() [A.6.2].

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.
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REMARKS

WDU_Reset Devi ce is supportecnly on Windows.

This function issuesa requestrom the Windows USB driver to reseta hub port,
providedthe Windows USB driver supportghis feature.
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A.6.16 WDU_GetDeviceData()

PURPOSE

* Getsconfigurationinformationfrom the device, including all the descriptorsan a
WDU_DEVICE[A.7.3] struct,andcopiesit to a userallocatedbuffer.

PROTOTYPE

DWORD WDU_Get Devi ceDat a( WOU_DEVI CE_HANDLE hDevi ce, PVO D pBuf,
DWORD * pdwByt es) ;

PARAMETERS
Name Type Input/Output
O hDevice | WDU_DEVICE_HANDLE Input
O pBuf PVOID Input
O pdwBytes| DWORD * Input/Output

DESCRIPTION

Name Description

hDevice A uniqueidentifierfor thedevice/interace

pBuf Addressof the databuffer; Passing0 will justreturnin
pdwBytesthe buffer sizerequiredfor thedata

pdwBytes If pBuf is 0, returnsthe datasize, otherwisereturns
pBuf'ssize
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RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.
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A.7 USB- Structures

The following figure depictsthe structurehierarchyusedby WinDriver's USB API.
The arrayssituatedin eachlevel of the hierarchymay containmore elementghan
aredepictedin the diagram.Arrows areusedto represenpointers.In theinterestof
clarity, only onestructureat eachlevel of the hierarchyis depictedin full detail (with

all of its elementdistedandpointersfrom it pictured).

WDU_DEVICE

* Pipe0
« pConfigs

e Descriptor

pActiveConfig
pActivelnterface

:..» WDU_CONFIGURATION WDU_CONFIGURATION | WDU_CONFIGURATION
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= pAlternateSettings
o dwNumAltSettings
qnmmnne = pActiveAltSetting

g WDU_ALTERNATE_SETTING WDU_ALTERNATE_SETTING

e Descriptor

sreredean =+ pEndpointDescriptors
. PECEITED e pPipes
R
SRR > WDU_ENDPOINT_DESCRIPTOR 1» WDU_PIPE_INFO

e bLength
* bDescriptorType
.

¢ binterval

o dwNumber
« dwMaximumPacketSize
.

e dwlnterval

WDU_ALTERNATE_SETTING
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A.7.1 WDU_MATCH_TABLE Elements:

NOTE:
(*) For all field membersif valueis setto 0 - matchall.

Name Type Description

wVendorld WORD | RequiredUSB VendorID
to detect,asassignedcby
USB-IF (*)

wProductld WORD | RequiredUSB ProductID

to detect,asassignedy the
productmanufcturer (*)
bDeviceClass BYTE | Thedevice'sclasscode,as
assignedy USB-IF. (*)
bDeviceSubClass | BYTE | Thedevice'ssub-clasode,
asassignedy USB-IF. (*)
binterfaceClass BYTE | Theinterfaces classcode,
asassignedy USB-IF. (*)
binterfaceSubClass BYTE | Theinterfaces sub-class
code, as assignedby
USB-IE (*)
binterfaceProtocol | BYTE | The interfaces protocol
code, as assignedby
USB-IE (*)
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A.7.2 WDU_EVENT_TABLE Elements:
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Name Type Description
pfDeviceAttach | WDU_ATTACH_CALLBACK Will becalledby WinDriver
whenadeviceis attached
pfDeviceDetach| WDU_DETACH_CALLBACK Will becalledby WinDriver
whenadeviceis detached
pfPaverChange| WDU_PONER_CHANGE_CALLBACK | Will becalledby WinDriver
whenthereis a changen a
device's power state
pUserData PVOID Pointerto usermodedatato

be passedo thecallbacks
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A.7.3 WDU_DEVICE Elements:

A FunctionReference

Name

Type

Description

Descriptor

WDU_DEVICE_DESCRIPDOR

Containsbasicinformation
aboutadevice

Pipe0

WDU_PIPE_INFO

Storesnformationaboutthe
device'sdefault pipe

pConfigs

WDU_CONFIGURATION *

Pointerto buffer containing
informationabouta device’s
configurations

pActiveConfig

WDU_CONFIGURATION *

Pointerto buffer containing
informationaboutthe active
configuration

pActivelnterface

WDU_INTERFACE*

Pointerto buffer containing
informationaboutthe active
interface
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A.7.4 WDU_CONFIGURATION Elements:
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Name Type Description
Descriptor WDU_CONFIGURAION_DESCRIPDR | Containsbasicinformation
abouta configuration

dwNuminterbices| DWORD

Number of interfaces
supportedby this
configuration

pinterfaces WDU_INTERFACE*

Pointerto buffer containing
information aboutthis
configuration$interfaces
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A.7.5 WDU_INTERFACE Elements:
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Name Type Description
pAlternateSettings| WDU_ALTERNATE_SETTING* | Pointerto buffer containing
information aboutthe
interfaces alternatesettings
dwNumAltSettings| DWORD Numberof alternatesettings
pActiveAltSetting | WDU_ALTERNATE_SETTING* | Pointerto buffer containing
informationaboutthe active
alternatesetting
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A.7.6 WDU_ALTERNATE_SETTING Elements:
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Name Type Description

Descriptor WDU_INTERFACE_DESCRIPDR | Containsbasicinformation
aboutaninterface

pEndpointDescriptors WDU_ENDPOINT_DESCRIPDR* | Pointerto bufferscontaining
informationabouta device’s
endpoints

pPipes WDU_PIPE_INFO* Pointerto bufferscontaining
informationabouta device’s

pipes
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A.7.7 WDU_DEVICE_DESCRIPTOR Elements:

Name Type Description
bLength UCHAR | Size,in bytes, of the
descriptor(18 bytes)
bDescriptorype UCHAR | Device descriptor(0x01)
bcdUSB USHORT | Number of the USB
specificationwith which
thedevice complies
bDeviceClass UCHAR | Thedevice'sclass
bDeviceSubClass UCHAR | Thedevice’ssub-class
bDeviceProtocol UCHAR | Thedevice’sprotocol
bMaxPacketSize0 UCHAR | Maximum size of
transferregpaclets
idvVendor USHORT | VendorlID, asassignedy
USB-IF
idProduct USHORT | ProductlD, asassignedy
theproductmanufcturer
bcdDevice USHORT | Device releasenumber
iManufacturer UCHAR | Index of manufcturerstring
descriptor
iProduct UCHAR | Index of productstring
descriptor
iSerialNumber UCHAR | Index of serialnumberstring
descriptor
bNumConfigurationg UCHAR | Number of possible
configurations
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A.7.8 WDU_CONFIGURATION_DESCRIPTOR Elements:

Name Type Description

bLength UCHAR | Size, in bytes, of the
descriptor

bDescriptorype UCHAR | Configurationdescriptor
(0x02)

wTotalLength USHORT | Total length,in bytes,of
datareturned

bNuminterfices UCHAR | Numberof interfaces

bConfiguration\lue | UCHAR | Configuratiomnumber

iConfiguration UCHAR | Index of string descriptor
that describesthis
configuration

bmAttributes UCHAR | Pawer settingsfor this
configuration:
D6 for self-pavered,D5
for remotewakeup (allows
device to wake up the host)

MaxPawer UCHAR | Maximum power

consumptionfor this
configurationjn 2mA units
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A.7.9 WDU_INTERFACE_DESCRIPTOR Elements:

Name Type Description
bLength UCHAR | Size, in bytes, of the
descripton(9 bytes)

bDescriptorype UCHAR | Interfacedescriptor(0x04)
binterfaceNumber | UCHAR | Interfacenumber
bAlternateSetting | UCHAR | Alternatesettingnumber
bNumEndpoints UCHAR | Numberof endpointsused
by this interface
binterfaceClass UCHAR | Theinterfaces classcode,
asassignedy USB-IF
binterfaceSubClass UCHAR | The interfaces sub-class
code asassignedby USB-IF
binterfaceProtocol | UCHAR | The interfaces protocol
code asassignedby USB-IF
iinterface UCHAR | Index of string descriptor
thatdescribeghis interface
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A.7.10 WDU_ENDPOINT_DESCRIPTOR Elements:

Name

Type

Description

bLength

UCHAR

Size, in bytes, of the
descriptor(7 bytes)

bDescriptorype

UCHAR

Endpointdescriptor(0x05)

bEndpointAddress

UCHAR

EndpointaddressUsebits
0-3for endpointnumber set
bits 4-6 to zero(0), andset
bit 7 to zero(0) for outbound
dataandone(1) for inbound
data(ignoredfor control
endpoints)

bmaAttributes

UCHAR

Specifieghe transfertype
for this endpoint(control,
interrupt, isochronous
or bulk). Seethe USB
specificationfor further
information.

wMaxPacketSize

USHORT

Maximum size of paclets
this endpointcan sendor
receve

bintenal

UCHAR

Interval, in frame counts,
for polling endpointdata
transfers.

Ignoredfor bulk andcontrol
endpoints. Must equall
for isochronousendpoints.
May rangefrom 1 to 255for
interruptendpoints.
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A.7.11 WDU_PIPE_INFO Elements:

Name Type Description
dwNumber DWORD | Pipenumber;0 for default
pipe

dwMaximumPRacketSize| DWORD | Maximum sizeof paclets
thatcanbetransferredising

this pipe
type DWORD | Transfertypefor this pipe
direction DWORD | Direction of transfer:

USB_DIR_IN or
USB_DIR_OUT for
isochronous,bulk

or interrupt pipes,
USB_DIR_IN_OUTfor
controlpipes.

dwintenal DWORD | Interval in milliseconds;
Relevantonly to interrupt

pipes
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A.8 Plugand Play and Power Management

A.8.1 Calling Sequence

Thefollowing is atypical calling sequencef the WinDriver API, usedfor handling
PlugandPlayandpower managemergvents.

NOTE:

For USB it is recommendedo useWDU | ni t [A.6.1)/VWWDU _Uni ni t [A.6.6]
(describedabove) to handlePlug and Play andpower managemengvents,instead
of directly usingthefollowing API.

WD Open()

'
WD_Version()

{

Handle Plug-and-Play and Power
Management Events

EventRegister()

EventUnregister()

|

WD _Close()




328 A FunctionReference

A.8.2 EventRegister()

PURPOSE

* Registeryour applicationto receve Plug and Play and power managemengvent
notifications,accordingto a predefinedsetof criteria, andcall a callbackfunction

uponeventreceipt.

PROTOTYPE

DWORD Event Regi st er (HANDLE *phEvent,

HANDLE hWD,

WD_EVENT *pEvent, EVENT_HANDLER pFunc, void
PARAMETERS
Name Type Input/Output
O phEwent HANDLE * Output
O hwD HANDLE Input
U event WD_EVENT* Input
O handle DWORD Output
0 dwAction DWORD Input
O dwStatus DWORD N/A
O dwEventld DWORD N/A
O dwCardype WD_BUS_TYPE Input
O hKernelPlugin DWORD Input
O dwOptions DWORD Input
Ou union
O Pci struct
O cardld WD_PCI_ID
¢ dwVendorld DWORD Input
¢ dwDeviceld DWORD Input
O pciSlot WD_PCI_SLO
¢ dwBus DWORD Input
¢ dwSlot DWORD Input
¢ dwFunction DWORD Input
O Usb struct
O deviceld WD_USB_ID




WinDriver v6.20 Users Guide 329

+ dwVendorld DWORD Input

+ dwProductld DWORD Input

O dwUniquelD DWORD Input

O func EVENT_HANDLER Input

O data void Input
O dwEvent\er DWORD Internaluse

0 dwNumMatchBbles DWORD Input

O matchBbles[1] WDU_MATCH_TABLE Input

DESCRIPTION

Name Description

phEwent If successfulphEventwill hold thehhandleto beusedin
Event Unr egi st er [A.8.3].

hwD Thehandleto WinDriver’s kernel-modedriver received
fromWD_Open [A.1.2)].

event The criteria set for registeringto receve event
notifications.

handle Optionalhandleto beusedoy WDO_Event Unr egi st er

[A.9.3]. Returnsd wheneventregistrationfails.
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dwAction

A bit maskfield indicatingwhich eventsto registerto.
Plug and Play events:

*WD_INSERT - Deviceinserted

*WD_REMOVE - Device removed

Device power state:
*WD_PONER_CHANGED_DG Full power
*WD_PONER_CHANGED_D1- Low sleep
*WD_PONER_CHANGED_D2- Mediumsleep
*WD_PONER_CHANGED_D3- Full sleep
*WD_PONER_SYSTEM_WDRKING - Fully on
Systemspower state:
*WD_PONER_SYSTEM_SLEEPING1 Fully on but
sleeping

*WD_PONER_SYSTEM_SLEEPING2 CPU off,
memoryon, PClon
*WD_PONER_SYSTEM_SLEEPING3 CPU off,
Memoryis in refresh,PCl on auxpower
*WD_PONER_SYSTEM_HIBERMTE - OS saves
context beforeshutdavn
*WD_POWNER_SYSTEM_SHUTD®N - No context
saved

dwCardype

CanbeeitherWD_BUS_PClor WD_BUS_USB(from
theWD_BUS_TYPEoptions).

hKernelPlugin

Handle to Kernel Plugin returned from
WD_Ker nel Pl ugl nOpen [A.11.1] (whenusingthe
KernelPluginto handletheevents).

dwOptions

Can be either WD_ACKNOWLEDGE or zero. If
WD_ACKNOWLEDGE, the usercan performactions
ontherequestedventbeforeacknavledgingit. The OS
waits on the eventuntil the usercallsWD_EwventSend().
If the EventReister() [A.8.2] wrapperis called,
WD_EventSend(JA.9.5] will be calledautomatically
afterthe callbackfunction exits.

dwVendorld

PCI VendorID to registerto. If zero,registerto all PCI
vendorlD’s.

dwDeviceld

PCI Device ID to registerto. If zero,registerto all PCI
DevicelD’s.

dwVendorld

VendorlD of detecteddevice.
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dwBus PClbusnumberto registerto. If zero,registerto all PCI
busses.

dwSlot PClslotto registerto. If zero,registerto all slots.

dwFunction PCI function (on the device) to registerto. If zero,
registersto all functions.

dwVendorld USB VendorlD to registerto. If zero,registerto all USB
vendoriD’s.

dwProductld USB ProductiD to registerto. If zero,registerto all USB
ProductiD’s.

dwUniquelD UniqueID of the USB device to registerto. If zero,
registerto all uniquelD’s.

func The callbackfunction to call uponreceiptof event
notification.

data Thedatato passto thecallbackfunction.

dwEvent\er For internaluseonly.

dwNumMatch®bles For USB only.
*)
NOTE:
For USB it is recommendedto use
WDU_Init()/WDU_Uninit() (see USB function
reference,SectionA.4), insteadof directly using
EventRaister()/ExentUnreister().

matchBbles[1] For USB only; SeeNOTE above (*).

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.
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REMARKS

This function wrapsWD_Event Regi st er [A.9.2], WD_Event Pul | [A.9.4],
WD _Event Send [A.9.5] andl nt er r upt Enabl e [A.2.14].

EXAMPLE

HANDLE *event handl e;
WD _EVENT event ;
DWORD dwSt at us;
BZERQ( event) ;
event.dwAction = WD_| NSERT | WD_REMOVE;
event . dwCar dType = WD_BUS_PCl ;
dwSt at us = Event Regi st er (&event _handl e, hWD, &event,
event _handl er _func, NULL);
if (dwStat us! =\WD_STATUS_SUCCESS)
{
printf("Failed register\n");
return
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A.8.3 EventUnregister()

PURPOSE

»Un-registersfrom receving Plug and Play and power managementvent
notifications.

PROTOTYPE

DWORD Event Unr egi st er (HANDLE hEvent);

PARAMETERS
Name Type Input/Output
0 hEvent HANDLE * Input

DESCRIPTION

Name Description

hEvent Handlerecevedfrom Event Regi st er [A.8.2].

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

REMARKS

This functionwraps\D_Event Unr egi st er [A.9.3] andl nt er rupt Di sabl e
[A.2.15.



334 A FunctionReference

EXAMPLE

Event Unr egi st er (event _handl e) ;
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A.9 Plugand Play and Power Management- Low
Level Functions

A.9.1 Calling Sequence

Thefollowing is atypical calling sequencef the WinDriver API, usedfor handling
Plug and Play and power managemengvents. We recommendhat you use
Event Regi st er [A.8.2] andEvent Unregi ster [A.8.3], or WDU | ni t
[A.6.1] andWDU_Uni ni t [A.6.6] (for USB), insteadof theselow level functions,in
orderto handlePlug andPlay and power managemengventsin a morecorvenient
manner

WD_EventRegister()

|

InterruptEnable()

|

WD_EventPull()

l

WD_EventSend()

|

InterruptDisable()

J

WD_EventUnregister()
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A.9.2 WD_EventRegister()

PURPOSE

A FunctionReference

* Registeryour applicationto receve Plug and Play and power managemengvent
notifications,accordingo a predefinedsetof criteria.

PROTOTYPE

DWORD WD_Event Regi st er (HANDLE

hWD, WD_EVENT *pEvent);

PARAMETERS
Name Type Input/Output
0O hwD HANDLE Input
0 pEvent WD_EVENT*
O handle DWORD Output
0 dwAction DWORD Input
O dwStatus DWORD N/A
O dwEwventld DWORD N/A
O dwCardype WD_BUS_TYPE Input
O hKernelPlugin DWORD Input
O dwOptions DWORD Input
Ou union
O Pci struct
O cardld WD_PCI_ID
¢ dwVendorld DWORD Input
¢ dwDeviceld DWORD Input
O pciSlot WD_PCI_SLO
¢ dwBus DWORD Input
¢ dwSlot DWORD Input
¢ dwFunction DWORD Input
O Usb struct
O deviceld WD_USB_ID
¢ dwVendorld DWORD Input
¢ dwProductld DWORD Input
O dwUniquelD DWORD Input
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Name

Description

hwD

Thehandleto WinDriver's kernel-modeadriver receved
fromWD_Open [A.1.2)].

pEvent

WD_EVENT elements:

handle

Handleto beusedby WD_Event Unr egi st er [A.9.3].
Returns0 wheneventregistrationfails.

dwAction

A bit maskfield indicatingwhich eventsto registerto.
Plug and Play events:

*WD_INSERT - Deviceinserted

*WD_REMOVE - Device removed

Device power state:
*WD_PONER_CHANGED_DO- Full power
*WD_POVNVER_CHANGED_D1- Low sleep
*WD_PONER_CHANGED_D2- Mediumsleep
*WD_PONER_CHANGED_DS- Full sleep
*WD_PONER_SYSTEM_WDRKING - Fully on
Systemspower state:
*WD_PONER_SYSTEM_SLEEPING1 Fully on but
sleeping

*WD_PONER_SYSTEM_SLEEPING2 CPU off,
memoryon, PClon
*WD_PONER_SYSTEM_SLEEPING3 CPU off,
Memoryis in refresh,PClonauxpower
+WD_PONER_SYSTEM_HIBERMTE - OS saves
context beforeshutdavn
*WD_PONER_SYSTEM_SHUTD®N - No context
saved

dwCardlype

CanbeeitherWD_BUS_PClor WD_BUS_USB(from
theWD_BUS_TYPEoptions).

hKernelPlugin

Optional handleto Kernel Plugin returnedfrom
WD_Ker nel Pl ugl nOpen [A.11.1].

dwOptions CanbeeitherWD_ACKNOWLEDGE or zero.

dwVendorld PCI VendorID to registerto. If zero,registerto all PCI
vendoriD’s.

dwDeviceld PCl Device ID to registerto. If zero,registerto all PCI

DevicelD’s.

dwVendorld

VendorlD of detectedievice.




338 A FunctionReference

dwBus PClbusnumberto registerto. If zero,registerto all PCI
busses.

dwSlot PCl slotto registerto. If zero,registerto all slots.

dwFunction PCI function (on the device) to registerto. If zero,
registersto all functions.

dwVendorld USB VendorlD to registerto. If zero,registerto all USB
vendoriD’s.

dwProductld USBProductD to registerto. If zero,registerto all USB
ProductlD’s.

dwUniquelD UniquelD of the USB device to registerto. If zero,
registerto all uniquelD’s.

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

REMARKS

In orderto recevve the desirednotificationsyou mustalsocall | nt er r upt Enabl e
[A.2.14). Whenthecallbackfunctionsentto | nt er r upt Enabl e is calledit means
thata new eventhasoccurred.

NOTE:

If WD_ACKNOWLEDGE is setin the dwOptionsfield, you must call

WD _Event Pul | [A.9.4] andWD_Event Send [A.9.5] to acknawvledgethe
eventin orderto allow the systemto handlethe eventnormally. If you do not call
WD _Event Pul | andWD_Event Send, the systemmight hangwhile waiting for
your applicationto acknavledgethe event.

EXAMPLE

WD_EVENT Event;
BZERQ( Event ) ;
Event. dwActi on = WD_I NSERT | WD_REMOVE;
Event . dwCar dType = WD_BUS PCl ;
WD _Event Regi st er (hWD, &Event);
if (Event.handl e)
printf("successfully registered to receive Plug and Pl ay events\n");
else
printf("WD_Event Regi ster failed\n");
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A.9.3 WD_EventUnregister()

PURPOSE
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* Un-registersfrom receving Plug and Play and power managemengvents

notifications.

PROTOTYPE

DWORD WD_Event Unr egi st er (HANDLE hWD, WD_EVENT *pEvent);

PARAMETERS
Name Type Input/Output
0 hwD HANDLE Input
O pEvent WD_EVENT*
O handle DWORD Input
0 dwAction DWORD N/A
O dwStatus DWORD N/A
O dwEventld DWORD N/A
O dwCardype WD_BUS_TYPE N/A
O hKernelPlugin DWORD N/A
O dwOptions DWORD N/A
Ou union
O Pci struct
O cardld WD_PCL_ID
+ dwVendorld DWORD N/A
+ dwDeviceld DWORD N/A
O pciSlot WD_PCI_SLO
+ dwBus DWORD N/A
+ dwSlot DWORD N/A
+ dwFunction DWORD N/A
O Usb struct
O deviceld WD_USB_ID
+ dwVendorld DWORD N/A
+ dwProductld DWORD N/A
O dwUniquelD DWORD N/A
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Name Description

hwD Thehandleto WinDriver's kernel-modelriver receved
fromWD_Open [A.1.2].

pEvent WD_EVENT elements:

handle Handlerecevedby WD_Event Regi st er [A.9.2].

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.
EXAMPLE
WD_EVENT Event;

BZERQ( Event ) ;
Event. handl e = handl e;

WD_Event Unr egi st er (hWD, &Event);
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A.9.4 WD_EventPull()

PURPOSE
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* Retrievesinformationregardinga Plug and Play or powver managemengventthat

occurred.

PROTOTYPE

DWORD WD_Event Pul | (HANDLE hWD, WD _EVENT *pEvent);

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O pEvent WD_EVENT*
O handle DWORD Input
O dwAction DWORD Output
O dwStatus DWORD N/A
O dwEwventld DWORD Output
O dwCardlype WD_BUS_TYPE Output
O hKernelPlugin DWORD N/A
O dwOptions DWORD Output
Ou union
O Pci struct
O cardld WD_PCL_ID
+ dwVendorld DWORD Output
+ dwDeviceld DWORD Output
O pciSlot WD_PCI_SLO
+ dwBus DWORD Output
¢ dwSlot DWORD Output
+ dwFunction DWORD Output
O Usb struct
O deviceld WD_USB_ID
+ dwVendorld DWORD Output
+ dwProductld DWORD Output
O dwUniquelD DWORD Output
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DESCRIPTION
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Name

Description

hwD

Thehandleto WinDriver's kernel-modedriver receved
fromWD_Open [A.1.2].

pEvent

WD_EVENT elements:

handle

Handlerecevedfrom WD_Event Regi st er [A.9.2].

dwAction

A bit maskfield indicatingwhich eventsto registerto.
Plug and Play events:

*WD_INSERT - Device inserted

«WD_REMOVE - Device removed

Device power state:
*WD_PONER_CHANGED_DG Full power
*WD_PONER_CHANGED_D1- Low sleep
*WD_PONER_CHANGED_D2- Mediumsleep
«WD_PONER_CHANGED D3 Full sleep
*WD_PONER_SYSTEM_WDRKING - Fully on
Systemspower state:
*WD_PONER_SYSTEM_SLEEPING1 Fully on but
sleeping

«WD_PONER_SYSTEM_SLEEPING2 CPU off,
memoryon, PClon
*WD_PONER_SYSTEM_SLEEPING3 CPU off,
Memoryis in refresh,PCl on auxpower
«WD_PONER_SYSTEM_HIBERMTE - OS saves
context beforeshutdavn
*WD_PONER_SYSTEM_SHUTD®@N - No context
saved

dwEventld

An ID to identify the eventin the complementary
WD_Event Send [A.9.5] function.

dwCardlype

CanbeeitherWD_BUS_PClor WD_BUS_USB(from
theWD_BUS_TYPEoptions).

dwOptions

ReturnWD_ACKNOWLEDGE if it was usedin
WD _Event Regi st er [A.9.2].

dwVendorld

PCIVendorID.

dwDeviceld

PCIDevicelD.

dwBus

PClbusnumber

dwSlot

PClslot.

dwFunction

PClfunction(onthedevice).
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dwVendorld USB VendorlD.
dwProductld USB ProductiD.
dwUniquelD UniquelD of the USB device.

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

REMARKS

Your applicationshouldcall WO_Event Pul | [A.9.4], afterreceving an event
notification,in orderto retrieve additionalinformationidentifying the event. (For
example:your applicationcanregisterto receive a notificationaboutevery Plugand
Play or power managemengventthatoccurs,andafterreceving a notification,it can
retrieve the exactdetailsof the eventi.e., insertion/remwal, vendorID, device ID,
etc.).

EXAMPLE

WD_EVENT Event;

BZERQ( Event) ;

Event. handl e = handl e;

WD_Event Pul | (hWD, &Event);

if (Event.dwCardType==WD_BUS_PCl)

{
printf("got PCl event %d. %. %l vid %04x/%4x action Ox%\n",

Event . u. Pci . pci Sl ot . dwBus, Event. u. Pci. pci Sl ot. dwsSl ot ,
Event . u. Pci . pci Sl ot . dwFuncti on, Event. u. Pci . cardl d. dwWendor | d,
Event. u. Pci . cardl d. dwDevi cel d, Event.dwAction);

}

else

{

printf("got USB event unique % vid %94x/%4x action Ox%\n",
Event . u. Usb. dwUni quel D, Event. u. Ush. devi cel d. dwwendor | d,
Event . u. Ush. devi cel d. dwProduct | d, Event.dwActi on);
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A.9.5 WD_EventSend()

PURPOSE

» Acknowledgesa PlugandPlayor power managemergvent.

PROTOTYPE

DWORD WD _Event Send( HANDLE hWD, WD _EVENT *pEvent);

A FunctionReference

PARAMETERS
Name Type Input/Output
0 hwD HANDLE Input
O pEvent WD_EVENT*
O handle DWORD Input
O dwAction DWORD Input
O dwStatus DWORD N/A
O dwEwventld DWORD Input
O dwCardype WD_BUS_TYPE N/A
O hKernelPlugin DWORD N/A
0 dwOptions DWORD Input
Ou union
O Pci struct
O cardld WD_PCI_ID
¢ dwVendorld DWORD N/A
¢ dwDeviceld DWORD N/A
O pciSlot WD_PCI_SLO
¢ dwBus DWORD N/A
¢ dwSlot DWORD N/A
¢ dwFunction DWORD N/A
O Usb struct
O deviceld WD_USB_ID
¢ dwVendorld DWORD N/A
¢ dwProductld DWORD N/A
O dwUniquelD DWORD N/A
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DESCRIPTION

Name Description

hwD Thehandleto WinDriver’s kernel-modedriver received
fromWD_Open [A.1.2)].

pEvent WD_EVENT elements:

handle Handleto beusedby WD_Event Unr egi st er [A.9.3].
Returnszerowheneventregistrationfails.

dwEventld EventID receivedfrom WD_Event Pul | [A.9.4].

dwOptions Shouldbe WD_ACKNOWLEDGE.

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

REMARKS

You mustuseWD_Event Send [A.9.5] to acknavledgePlug and Play or power
managemengvents,if you registeredto receie notificationsof sucheventswith the
WD_ACKNOWLEDGE flag setin WO_Event Regi st er [A.9.2].

EXAMPLE

WD _EVENT Event;

BZERQ( Event ) ;

Event. handl e = handl e;

WD _Event Pul | (hWD, &Event);

if (Event.dwOptions & WD_ACKNON_EDGE)
WD _Event Send( hWD, &Event);
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A.10 Extensionfor customUSBHID

A.10.1 Calling Sequence

The following is a typical calling sequencéor the WinDriver extensionfor custom
USBHID:

e Call\WDL_Ver si on [A.10.7) to checktheversionis correct

e Call WOL_1nit [A.10.3 to attachto a specificdevice, and get handlefor
furthercommands

e Call WOL_Set Not i fi cationCall back [A.10.17 to setcallbacksfor
connect/disconnect

e CallWDL_Read [A.10.59/WDL_W i t e [A.10.6] to read/writedata
e CallWbL_d ose [A.10.4] to closethedevice

A.10.2 WDL_Version()

PURPOSE
» GetWinDriverversioninformationof thelibrary.
PROTOTYPE

WDL_STATUS WDL_\Ver si on(u32 *version_nunber, const char **version_string);

PARAMETERS
Name Type Input/Output
O version_number u32* Output
O version_string constchar** Output
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Name

Description

version_number

Returnsanintegercontainingthe versionnumber

version_string

Returnsa pointerto string containingthe versiontext

RETURN VALUE

ReturnsWDL_SUCCESS(0) on successpr an appropriateVDL_STATUS error

codeotherwise.
EXAMPLE

u32 ver;
char *vers;

WDL_Ver si on( &er, &vers);
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A.10.3 WDL_Init()

PURPOSE

A FunctionReference

* Registerto work with aspecificUSB HID device.

PROTOTYPE

WDL_STATUS WDL_| ni t (WDL_HANDLE *handl e, ul6 vid, ul6 pid,

void *context, *|icense);
PARAMETERS
Name Type Input/Output
O handle WDL_HANDLE * Output
O vid ulé Input
O pid ulé Input
O context void * Input
O license char* Input
DESCRIPTION
Name Description
handle Returnshandleto the device opened
vid VendorlDof thedevice to open
pid ProductIDof the device to open
context Parameteto be passedo callbackfunctions
license Licensestring of WinDriver
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RETURN VALUE

ReturnsWDL_SUCCESS0) on successpr an appropriateVDL_STATUS error
codeotherwise.

EXAMPLE

WDL_HANDLE nyhandl e;
WDL_I nit (&ryhandl e, 0x5310, 0x4432, NULL, "ny license string");
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A.10.4 WDL_Close()

PURPOSE
« Closethedevice openedvia WinDriver.
PROTOTYPE

WDL_STATUS WDL_Cl ose(WDL_HANDLE handl e) ;

PARAMETERS
Name Type Input/Output
O handle WDL_HANDLE Input

DESCRIPTION

Name Description

handle Handleto thedevice to beclosed

RETURN VALUE

ReturnsWDL_SUCCESS0) on successor an appropriateVDL_STATUS error
codeotherwise.

EXAMPLE

WDL_Cl ose(nyhandl e);
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A.10.5 WDL_Read()

PURPOSE
* Readareportfrom adevice.

PROTOTYPE

WDL_STATUS WDL_Read(\WDL_HANDLE handl e, int reportid, u8 *buffer,
size_t max_buffer_size, size_t *buffer_read_size, WOL_TI MEQUT tineout);

PARAMETERS

Name Type Input/Output
O handle WDL_HANDLE Input

O reportid int Input

O buffer ug8* Output

O max_huffer_size size_t Input

O buffer_read_size size_t* Output

O timeout WDL_TIMEOUT Input

DESCRIPTION

Name Description

handle Handleto the device to bereadfrom
reportid ID of thereportto read(unused)
buffer Buffer for thereportread
max_huffer_size Maximumsizeof buffer
buffer_read_size Sizeof readbuffer

timeout Timeoutfor operationin milliseconds




352 A FunctionReference

RETURN VALUE

ReturnsWDL_SUCCESS0) on successor an appropriateVDL_STATUS error
codeotherwise.

REMARKS

Readoperationis donesynchronously The calling applicationshouldtake careof
settingary readthreadsor asynchronousperation.Thetimeoutmaybe INFINITE.

EXAMPLE

struct  MyReportO {
unsigned char reportid;
unsigned char X;
unsigned char Y;
unsigned char buttonl:
unsigned char button2:
unsigned char button3:
unsigned char button4:
unsigned char button5:
unsigned char button6:

PRERERERR

}

My/Report O report;
size_t numread;
WDL_Read(nyhandl e, 0, (u8 *)report, sizeof (report), &numread, 200);
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A.10.6 WDL_Write()

PURPOSE

» Write areportto adevice.

PROTOTYPE

WDL_STATUS WDL_W ite(WDL_HANDLE handl e, int reportid, u8 *buffer,

size_t buffer_size, WOL_TI MEQUT ti meout);

PARAMETERS
Name Type Input/Output
O handle WDL_HANDLE Input
O reportid int Input
O buffer ug8* Input
O buffer_size size t Input
O timeout WDL_TIMEOUT Input

DESCRIPTION

Name Description

handle Handleto the device to write to
reportid ID of thereportto write (unused)
buffer Buffer for thereportdata

buffer_size Sizeof buffer

timeout Timeoutfor operationin milliseconds
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RETURN VALUE

ReturnsWDL_SUCCESS0) on successor an appropriateVDL_STATUS error
codeotherwise.

REMARKS

Write operationis donesynchronously The calling applicationshouldtake careof
settingary write threadgor asynchronousperationtimeoutmaybe INFINITE.

EXAMPLE

struct  MyReportO {
unsigned char reportid;
unsigned char X;
unsigned char Y;
unsigned char buttonl:
unsigned char button2:
unsigned char button3:
unsigned char button4:
unsigned char button5:
unsigned char button6:

PR RRR

}

M/Report O report;

report.reportid=0;

report. X=5;

report. Y=34;

size_t numread;

WL_Wite(myhandle, 0, (u8 *)report, sizeof (report), 200);
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A.10.7 WDL_GetFeature()

PURPOSE
» Readafeaturereportfrom adevice.
PROTOTYPE

WDL_STATUS WDL_Cet Feat ure( \WDL_HANDLE handl e, int reportid,
u8 *buffer, size_t nmax_buffer_size);

PARAMETERS
Name Type Input/Output
O handle WDL_HANDLE Input
O reportid int Input
O buffer ug8* Output
O max_huffer_size size_t Input

DESCRIPTION

Name Description

handle Handleto the device to bereadfrom
reportid ID of thereportto read(unused)
buffer Buffer for thereportread
max_huffer_size Maximumsizeof buffer

RETURN VALUE

ReturnsWDL_SUCCESS(0) on successpr an appropriateVDL_STATUS error
codeotherwise.



356 A FunctionReference

REMARKS

Getfeatureoperationis donesynchronouslyThecalling applicationshouldtake care
of settingary readthreadsfor asynchronousperation.

EXAMPLE

struct  MyReportO {
unsigned char reportid;
unsigned char X;
unsigned char Y;
unsigned char buttonl:
unsigned char button2:
unsigned char button3:
unsigned char button4:
unsigned char button5:

unsigned char button6:

b

PRERRERR

M/Report O report;
size_t numread;
WDL_Get Feat ure(nmyhandl e, 0, (u8 *)report, sizeof (report));
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A.10.8 WDL_SetFeature()

PURPOSE
» Write afeaturereportto adevice.
PROTOTYPE

WDL_STATUS WDL_Set Feat ur e( \WDL_HANDLE handl e, int reportid,
u8 *buffer, size_t nmax_buffer_size);

PARAMETERS
Name Type Input/Output
O handle WDL_HANDLE Input
O reportid int Input
O buffer ug8* Input
O max_huffer_size size_t Input

DESCRIPTION

Name Description

handle Handleto the device to write to
reportid ID of thereportto write (unused)
buffer Buffer for thereportto write
max_huffer_size Maximumsizeof buffer

RETURN VALUE

ReturnsWDL_SUCCESS(0) on successpr an appropriateVDL_STATUS error
codeotherwise.
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REMARKS

Setfeatureoperationis donesynchronouslyThe calling applicationshouldtake care
of settingary write threadsor asynchronousperation.

EXAMPLE

struct  MyReportO {
unsigned char reportid;
unsigned char X;
unsigned char Y;
unsigned char buttonl:
unsigned char button2:
unsigned char button3:
unsigned char button4:
unsigned char button5:
unsigned char button6:

PR RRR

}

M/Report O report;

repot.reporti d=0;

report. X=65;

report.Y=12;

WDL_Set Feat ure(nmyhandl e, 0, (u8 *)report, sizeof (report));
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A.10.9 WDL_IsAttached()

PURPOSE

359

» Checkif the USB HID deviceis attached.

PROTOTYPE

WDL_STATUS WDL_| sAttached(WDL_HANDLE handl e) ;

PARAMETERS

Name

Type Input/Output

O handle

WDL_HANDLE Input

DESCRIPTION

Name

Description

handle

Handleto thedevice

RETURN VALUE

ReturnsWDL_SUCCESS0) on successpr an appropriateVDL_STATUS error

codeotherwise.

REMARKS

WDL_IsAttachedreturnsWDL_SUCCESS( thedeviceis attached.

EXAMPLE

WDL_STATUS res=WDL_I sAtt ached(nmyhandl e);
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A.10.10 WDL_CheckHandle()

PURPOSE
» Checkif thehandleis valid andexists.
PROTOTYPE

WDL_STATUS WDL_CheckHandl e( WDL_HANDLE handl e) ;

PARAMETERS
Name Type Input/Output
O handle WDL_HANDLE Input

DESCRIPTION

Name Description

handle Handleto thedevice

RETURN VALUE

ReturnsWDL_SUCCESS0) on successor an appropriateVDL_STATUS error
codeotherwise.

REMARKS
WDL_CheckHandleeturnsWDL_SUCCESSf thehandleis valid.
EXAMPLE

WDL_STATUS r es=WDL_CheckHandl e( nyhandl e) ;
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A.10.11 WDL_SetNotificationCallback()

PURPOSE
« Setcallbacknotificationsfor the device.

PROTOTYPE

WDL_STATUS WDL_Set Not i fi cati onCal | back( WOL_HANDLE handl e,
WDL_CALLBACK_OPS *ops);

PARAMETERS
Name Type Input/Output
O handle WDL_HANDLE Input
O ops WDL_CALLBACK_OP* Input
O cbConnect WDL_CALLBACK

O cbDisconnect

WDL_CALLBACK

O cbPaver WDL_CALLBACK
O cbDataAvailable WDL_CALLBACK
O cbDataSent WDL_CALLBACK

DESCRIPTION

Name Description

handle Handleto the device

ops Pointerto callbackfunctionsstructure
cbConnect Connectcallback

cbDisconnect Disconnectallback

cbPaver Pawver changecallback(N/A)
chDataAvailable Readcompletectcallback(N/A)
cbDataSent Write completedcallback(N/A)
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RETURN VALUE

ReturnsWDL_SUCCESS0) on successor an appropriateVDL_STATUS error
codeotherwise.

REMARKS

Callbacksaredefinedasfollows:
typedef void (__cdecl *WDL_CALLBACK) (WDL_HANDLE handl e, void *context);

Wherehandle is the handleto the HID objectperformingthe callback,andcontext
is apointerto parameteasrecevedfromWDL_I ni t () [A.10.3].

EXAMPLE

WDL_CALLBACK_OPS ops;

Zer oMenor y( &ops, sizeof (ops));

ops. cbConnect =OnConnect ;

ops. cbDi sconnect =OnDi sconnect ;

WDL_Set Noti fi cationCal | back(nyhandl e, &ops) ;
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A.10.12 WDL_Stat2Str()

PURPOSE
* Retrievesthe statusstringthatcorrespondso a statuscode.
PROTOTYPE

const char *WDL_Stat 2Str (WDL_STATUS st at us) ;

PARAMETERS
Name Type Input/Output
O status WDL_STATUS Input

DESCRIPTION

Name Description

status A numericstatuscode.

RETURN VALUE

Returngheverbalstatusdescription(string) thatcorrespondso the specifiedhumeric
statuscode.

REMARKS

SeeSectionA.14 for acompletdist of statuscodesandstrings.
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A.11 Kernel Plugin - User-Mode Functions

Thefollowing functionsarethe usermodefunctionswhich initiate the KernelPlugin
operationsandactivateits callbacks.

A.11.1 WD_KernelPluginOpen()

PURPOSE
* Obtainavalid handlefor the KernelPluglin.
PROTOTYPE

DWORD WD _Ker nel Pl ugl nOpen( HANDLE hWWD, WD _KERNEL_PLUG N
*pKer nel Pl ugl n);

PARAMETERS
Name Type Input/Output
0O hwD HANDLE Output
O pKernelPlugin WD_KERNEL_PLUGIN*
O hKernelPlugin DWORD Output
O pcDriverName PCHAR Input
O pcDriverPath PCHAR Input
O pOpenData PVOID Input

DESCRIPTION

Name Description

hwD Handleto WinDriver

pKernelPlugin Pointerto WD_KERNEL_PLUGINinformation

hKernelPlugin Returnghehandleto the KernelPlugin

pcDriverName Nameof KernelPluginto load,upto 12 chars

pcDriverPath File nameof KernelPluginto load. If NULL, thedriver
will be searchedor in the Windows systemdirectory
usingthenamein pcDriverName
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pOpenData Pointerto datathat will be passedo the KP_Open
[A.12.7] callbackin the KernelPlugln

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

EXAMPLE

WD_KERNEL_PLUG N ker nel Pl ugl n;
BZERQ( ker nel Pl ugl n);

/1 Tells WnDriver which driver to open
ker nel Pl ugl n. pcDri ver Name = "KPTEST";

HANDLE hWD = WD _Open(); // validate handl e here

dwst at us = WD_Ker nel Pl ugl nOpen( hWD, &ker nel Pl ugl n);
if (dwsSt at us)
printf ("Failed opening a handle to the Kernel
Plugln. Error: Ox% (%)\n", dwsStatus,
Stat 2Str (dwSt at us));
else
printf("Opened a handle to the Kernel Plugln
(0x%)\ n", kernel Pl ugl n. hKer nel Pl ugl n);
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A.11.2 WD_KernelPluginClose()

PURPOSE

*Closes the WinDriver Kernel Plugin handle obtained from
WD_Ker nel Pl ugl nOpen [A.11.1].

PROTOTYPE

DWORD WD_Ker nel Pl ugl nCl ose( HANDLE hWD, WO_KERNEL_PLUG N
*pKer nel Pl ugl n);

PARAMETERS
Name Type Input/Output
0O hwD HANDLE Input
O pKernelPlugin WD_KERNEL_PLUGIN* Input

DESCRIPTION

Name Description
hwD Handleto WinDriver
pKernelPlugin Pointerto WD_KERNEL_PLUGINinformation

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

EXAMPLE

WD_Ker nel Pl ugl nCl ose(hWD, &Kker nel Pl ugl n);



WinDriver v6.20 Users Guide 367

A.11.3 WD_KernelPluginCall()

PURPOSE
* Callsaroutinein the KernelPluginto be executed.
PROTOTYPE

DWORD WD_Ker nel Pl ugl nCal | (  HANDLE hWD, WD _KERNEL_PLUG N_CALL
*pKer nel Pl ugl nCal | ) ;

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O pKernelPlugInCall WD_KERNEL_PLUGIN_CALL* | Input
O hKernelPlugin DWORD Input
O dwMessage DWORD Input
0 pData PVOID Input
O dwResult DWORD Output

DESCRIPTION

Name Description

hwD Handleto WinDriver

pKernelPluginCall Pointerto WD_KERNEL_PLUGIN_CALLinformation
hKernelPlugin Handleto the KernelPlugin

dwMessage MessagdD to passto theKP_Cal | [A.12.4] callback
pData Pointerto datato passto theKP_Cal | callback
dwResult Valuesetby KP_Cal | callback
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RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

REMARKS

CallingtheWD_Ker nel Pl ugl nCal | [A.11.3] functionin the usermodewill call

your KP_Cal | [A.12.4] callbackfunctionin thekernel. TheKP_Cal | functionin

the KernelPluginwill determinewhatroutineto executeaccordingto the message
passedoit in theWD_KERNEL_PLUGIN_CALLstructure.

EXAMPLE
WD _KERNEL_PLUG N_CALL kpCall;

BZERO (kpCal l');

/1 Prepare the kpCall structure from WD_Ker nel Pl ugl nOpen()
kpCal | . hKer nel Pl ugl n = hKer nel Pl ugl n;

/1 The message to pass to KP_Call (). This will determnine
/1 the action perforned in the kernel:

kpCal | . dwmvessage = MY_DRV_MsG

kpCal | . pData = &nmydrv; // The data to pass to the call.
dwSt at us = WD_Ker nel Pl ugl nCal | (hWD, &kpCall);
if  (dwSt at us)
printf("Result = O0x%\n", kpCall.dwResult);
else
printf("WD_Kernel PluglnCall () failed. Error: Ox%
(%)\n", dwStatus, Stat2Str(dwStatus));
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A.11.4 WD_IntEnable()

PURPOSE
» Enablesnterruptsfor KernelPlugin
PROTOTYPE

DWORD WD _| nt Enabl e( HANDLE hWD, WD_| NTERRUPT *pl nterrupt);

PARAMETERS
Name Type Input/Output
O hwD HANDLE Input
O plnterrupt WD_INTERRUPT*
OkpCall WD_KERNEL_PLUGIN_CALL
O hKernelPlugln HANDLE Input
0 dwMessage DWORD N/A
O pData PVOID Input
O dwResult DWORD N/A

DESCRIPTION

Name Description

hwD Handleto WinDriver

pinterrupt Pointerto WD_INTERRUPT information

hKernelPlugin Handleto the KernelPlugin. If zero,no KernelPlugin
interrupthandleris installed

dwMessage N/A

pData Pointerto datato passto theKP_I nt Enabl e callback

dwResult N/A




370 A FunctionReference

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.

REMARKS

If avalid handleto a KernelPluglnis passedo this function, the interruptswill be
handledn theKernelPluglin.

In sucha case,the KP_I nt Enabl e callbackwill executeas a resultof the

call to WD _| nt Enabl e and upon receving the interrupt, your kernel-mode
KP_Int Atlrqgl function[A.12.8 will execute. If this function returnsa value
greatetthanO, your deferredprocedurecall, KP_| nt At Dpc [A.12.9 , will becalled.
For information aboutall other parameterof WD_| nt Enabl e, refer to the
documentatiomf WD _| nt Enabl e, in ChapterA, in SectionA.3.2.

EXAMPLE

WD_| NTERRUPT | ntrp;

BZERO( I ntrp);

Intrp.hinterrupt = hinterrupt; // from WD_CardRegi ster()
/1 from WD_Ker nel Pl ugl nOpen():

Intrp. kpCal | . hKer nel Pl ugl n = hKer nel Pl ugl n;

WD _I| nt Enabl e(hWD, &I ntrp);

if  (!lntrp.fEnabl eCk)
printf ("failed enabling interrupt\n");
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A.12 Kernel Plugin - Kernel-Mode Functions

Thefollowing functionsarecallbackfunctionswhich areimplementedn your Kernel
Plugindriver, andwhichwill becalledwhentheir calling eventoccurs.For example:
KP_I ni t [A.12.1] is the callbackfunctionthatis calledwhenthedriveris loaded.
Any codethatyouwantto executeuponloadingshouldbein this function.

KP_I ni t setsthethe nameof thedriverandtheKP_Cpen function.

KP_Open setstherestof thedriver's callbackfunctions.

For example:
kpOpenCal | - >f uncCl ose = KP_C ose;
kpOpenCal | ->funcCal | = KP_Call;

kpOpencCal | - >f uncl nt Enabl e = KP_I nt Enabl e;
kpOpenCal | - >f uncl nt Di sabl e = KP_I nt Di sabl e;
kpOpenCal | ->funclintAtlrgl = KP_IntAtlrql;
kpOpenCal | - >f uncl nt At Dpc = KP_I nt At Dpc;
kpOpenCal | - >f uncEvent = KP_Event;

NOTE:

It is the corvention of this referenceguide to mark the Kernel Plugin callback
functionsasKP_XXX - i.e. KP_QOpen, KP_Cal | , etc. However, you arefreeto
selectany namethat you wish for your Kernel Plugin callbackfunctions,apart
from KP_I ni t , providedyouimplementrelevantcallbackfunctionsin your Kernel
Plugin. The generatedriverWizard Kernel Plugin code,for example,usesthe
selecteddriver namein the callbackfunction nameg(e.g. for a <MyKP> driver:
KP_MWKP_Open, KP_M/KP_Cal | , etc.).
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A.12.1 KP_Init()

PURPOSE

* Calledwhenthe KernelPlugIndriveris loaded.
Setsthe nameof the Kernel Plugin driver andthe KP_Open [A.12.7] callback
function.

PROTOTYPE

BOCOL _ cdecl KP_Init(KP_INIT *kplnit);

PARAMETERS
Name Type Input/Output
O kplnit KP_INIT *
0 dwVerwD DWORD Output
O cDriverName[12] CHAR Output
O funcOpen KP_FUNC_OPEN Output

DESCRIPTION

Name Description

kplnit KP_INIT elements:

dwVerWwD Theversionof the WinDriver KernelPluglnlibrary

cDriverName Thedevice drivername(up to 12 characters)

funcOpen TheKP_Open callbackfunction,whichwill beexecuted
whenWD_Ker nel Pl ugl nOpen is called
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RETURN VALUE
TRUE if successfulOtherwiseFALSE.
REMARKS

You mustdefinethe KP_I ni t functionin your codein orderto link the Kernel
Plugindriverto WinDriver. KP_I ni t is calledwhenthedriveris loaded.Any code
thatyou wantto executeuponloadingshouldbein this function.

EXAMPLE

BOCOL __cdecl KP_Init(KP_INIT *kplnit)
{
/1 Check if the version of the WnDriver Kernel
/1 Plugln library is the sanme version
/1 as windrvr.h and wd_kp. h
if (kplnit->dwerW != WD _VER)
{
/1 You need to re-conpile your Kernel Plugln
/1 with the conpatible version of the WnDriver
/1 Kernel Plugln library, windrvr.h and wd_kp. h
return FALSE;

}

kpl ni t->funcOpen = KP_QOpen;
strcpy (kplnit->cDriverNane, "KPTEST"); // up to 12 chars

return TRUE;
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A.12.2 KP_Open()

PURPOSE

* CalledwhenWD_Ker nel Pl ugl nOpen [A.11.1] is calledfrom usermode.
Setstherestof the KernelPlugln callbackfunctions(KP_Cal | , KP_I nt Enabl e,
etc.) andperformsary otherdesirednitialization (suchasallocatingmemoryfor the
driver context andfilling it with datapassedrom theusermode,etc.).
Thereturneddriver context (pDrvContext) will be passedo restof the KernelPlugin
callbackfunctions.

PROTOTYPE

BOOL _ cdecl KP_Open(KP_OPEN_CALL *kpOpenCal |, HANDLE hWD,
PVO D pOpenData, PVA D *ppDrvCont ext);

PARAMETERS
Name Type Input/Output
O kpOpenCall KP_OPEN_CALL Input
0O hwD HANDLE Input
O pOpenData PVOID Input
O ppDrvContext PVOID * Output
DESCRIPTION
Name Description
kpOpenCall Structureto fill in theaddressesf the KP_xxx callback
functions
hwD The WinDriver handlethat\WD_Ker nel Pl ugl nOpen
[A.11.1] wascalledwith
pOpenData Pointerto datapassedrom usermode
ppDrvContext Pointerto driver context datawith whichtheKP_Cl ose
[A.12.3, KP_Cal | [A.12.4, KP_I nt Enabl e
[A.12.6) andKP_Event [A.12.5 functionswill be
called. Usethis to keepdriver specificinformation,
whichwill besharedamongthesecallbacks
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RETURN VALUE

TRUE if successfullf FALSE, thecallto WD_Ker nel Pl ugl nOpen from theuser
modewill fail.

EXAMPLE

BOOL _ cdecl KP_Open(KP_OPEN CALL *kpOpenCal |, HANDLE hWD,

{

PVAO D pOpenData, PVA D *ppDrvCont ext)

kpOpenCal | - >funcCl ose = KP_C ose;

kpOpenCal | ->funcCal |l = KP_Cal | ;

kpOpenCal | - >f uncl nt Enabl e = KP_I nt Enabl e;
kpOpenCal | - >f uncl nt Di sabl e = KP_I nt Di sabl e;
kpOpenCal | ->funcintAtlrgql = KP_IntAtlrqgl;
kpOpenCal | - >f uncl nt At Dpc = KP_I nt At Dpc;
kpOpenCal | - >f uncEvent = KP_Event;

/1 You can allocate driver context nenory here:
*ppDr vCont ext = nal | oc( sizeof (MYDRV_STRUCT));
return  *ppDrvCont ext ! =NULL;
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A.12.3 KP_Close()

PURPOSE

* CalledwhenWD_Ker nel Pl ugl nC ose [A.11.7] is calledfrom theusermode.
Canbe usedto performary requiredclean-upfor the KernelPlugln (suchasfreeing
memorypreviously allocatedfor the driver context, etc.).

PROTOTYPE

void __ cdecl KP_C ose(PVO D pDrvContext);

PARAMETERS
Name Type Input/Output
O pDrvContext PVOID Input

DESCRIPTION

Name Description

pDrvContext Driver contect datathatwassetby KP_Open [A.12.7]

RETURN VALUE
None
EXAMPLE

void __cdecl KP_C ose(PVO D pDrvContext)

{
if (pDrvContext)

free(pDrvContext); // Free allocated driver context nenory
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A.12.4 KP_Call()

PURPOSE

377

* Called when the usermode applicationcalls the WD_Ker nel Pl ugl nCal |

[A.11.3 function.

This functionis amessagéandlerfor your utility functions.

PROTOTYPE

void _ cdecl KP_Call (PVO D pDrvContext, WD _KERNEL_ PLUG N_CALL
*kpCal |, BOOL flsKernel Mode);

PARAMETERS
Name Type Input/Output
O pDrvContext PVOID Input/Output
0 kpCall WD_KERNEL_PLUGIN_CALL
O dwMessage DWORD Input
O pData PVOID Input/Output
O dwResult DWORD Output
O flsKkernelMode BOOL Input
DESCRIPTION
Name Description
pDrvContext Driver context datathatwassetby KP_QOpen [A.12.7]
and will also be passedio KP_Cl ose [A.12.3],
KP_I nt Enabl e [A.12.6] andKP_Event [A.12.5
kpCall Structure with usermode information from
WD _Ker nel Pl ugl nCal I [A.11.3] and/or with
informationto returnbackto theusermode
dwMessage MessagdD passedrom WD _Ker nel Pl ugl nCal |
pData Pointerto datapassedrom WD_Ker nel Pl ugl nCal |
and/orto datato returnto theusermode
dwResult Valueto returnto theusermode

flsKkernelMode

This parameteis passedy the WinDriver kernel(see
remarks)
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RETURN VALUE

None

REMARKS

e Callingthe WD_Ker nel Pl ugl nCal | [A.11.3 functionin the usermode
will call your KP_Cal | [A.12.4] callbackfunctionin thekernelmode. The
KP_Cal | functionin theKernelPluginwill determinavhichroutineto execute
accordingto the messag@assedo it in the WD_KERNEL_PLUGIN_CALL
structure.

» The flsKernelModeparameteiis passedvy the WinDriver kernelto the
KP_Cal | routine.Theuseris notrequiredto do arnything aboutthis parameter
However, notice how this parametelis passedn the samplecodeto the
macroCOPY_TO_USER_OR_KERNEL - This is requiredfor the macroto
functioncorrectly Pleaseeferto sectionA.12.10for moredetailsregarding
the COPY_TO_USER OR_KERNEL andCOPY_FROM USER OR_KERNEL
macros.

EXAMPLE

void __cdecl KP_Call (PVO D pDrvContext,

{

WD_KERNEL_PLUG N_CALL *kpCal |, BOOL flsKernel Mode)

kpCal | - >dwResult = MY_DRV_CX;
switch  (kpCal | - >dwiVessage)
{
/1 in this sanple we inplement a GetVersion nessage
case My _DRV_MSG VERSI ON:
{
DWORD dwVer = 100;
MY_DRV_VERSI ON *ver = (MY_DRV_VERSI ON *) kpCal | - >pDat a;
COPY_TO _USER_OR_KERNEL( &ver - >dwVer, &dwVer,
sizeof (DWORD), flsKernel Mbde);
COPY_TO USER OR KERNEL(ver->cVer, "My Driver Vi1.00",
sizeof ("My Driver V1.00")+1, flsKernel Mode);

kpCal | - >dwResult = MY_DRV_CK;
}
break ;
/1 you can inplenent other nmessages here
default
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kpCal | - >dwResult = MY_DRV_NO_| MPL_MESSAGE;
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A.12.5 KP_Event()

PURPOSE

« Calledwhena Plug-and-Playr power managemeraventfor thedeviceis receved,
provided the usermodeapplicationfirst called Event Regi st er [A.8.2] with a
handleto the KernelPlugin(seeRemarks).

PROTOTYPE

BOOL _ cdecl KP_Event (PVO D pDrvContext, WD _EVENT *wd_event);

PARAMETERS
Name Type Input/Output
O pDrvContext PVOID Input/Output
O wd_event WD_EVENT* Input

DESCRIPTION

Name Description

pDrvContext Driver context datathatwassetby KP_Open [A.12.2]
and will also be passedo KP_Cl ose [A.12.3,
KP_I nt Enabl e [A.12.6) andKP_Cal | [A.12.4]

wd_event Pointerto the PnP/paver managemergventinformation
receivedfrom theusermode

RETURN VALUE

TRUE in orderto notify the useraboutthe event.
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REMARKS

KP_Event will be calledif the applicationcalledEvent Regi ster () [A.8.2]
with ahandleto theKernelPlugin.

EXAMPLE

BOCOL _ _cdecl KP_Event (PVO D pDrvContext, WD _EVENT *wd_event)
{
/1 handl e the event here
return TRUE; // Return TRUE to notify the user about the event.
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A.12.6 KP_IntEnable()

PURPOSE

 CalledwhenWD | nt Enabl e [A.3.2] is calledfrom the usermodewith a Kernel
Pluginhandle.

Theinterruptcontext (pIntContext) will be passedo the restof the Kernel Plugin
interruptfunctions.

PROTOTYPE

BOCOL _ cdecl KP_IntEnable (PVAO D pDrvCont ext,
WD KERNEL_PLUG N _CALL *kpCall, PVO D *ppl nt Cont ext);

PARAMETERS
Name Type Input/Output
O pDrvContext PVOID Input/Output
O kpCall WD_KERNEL_PLUGIN_CALL Input
O dwMessage DWORD Input
O pData PVOID Input/Output
O dwResult DWORD Output
O ppintContext PVOID * Input/Output

DESCRIPTION

Name Description

pDrvContext Driver context datathatwassetby KP_Open [A.12.2]
and will also be passedo KP_Cl ose [A.12.3,
KP_Cal | [A.12.4 andKP_Event [A.12.5

kpCall Structurewith informationfrom WD _| nt Enabl e
[A.3.2]

dwMessage MessagdD passedrom WD | nt Enabl e

pData Pointerto datapassedrom WD _| nt Enabl e orto data

to returnto theusermode

dwResult Valueto returnto theusermode
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pplintContext

Pointerto interruptcontext datathatwill be passedo the
KP_I nt Di sabl e [A.12.7], KP_I nt At I rgl [A.12.§
andKP_I nt At Dpc [A.12.9 functions.Usethisto keep
interruptspecificinformation

RETURN VALUE

ReturnsTRUE if enableis successful.

REMARKS

Thisfunctionshouldcontainary initializationneededor your KernelPluglninterrupt

handling.

EXAMPLE

BOOL _ cdecl

KP_I nt Enabl e( PVA D pDr vCont ext,

WD_KERNEL_PLUG N_CALL *kpCal |, PVO D *ppl nt Cont ext)

{

DWORD *pl nt Count ;

/1 You can allocate specific nmenory for each interrupt

/1 in *pplntCont ext
*ppl nt Cont ext
if (!*pplntContext)

return

nmal | oc(sizeof (DWORD));

/] In this sanple the information is a DWORD used to
/1 count the incomng interrupts

pl nt Count
*pl nt Count

return  TRUE;

= (DWORD *) *ppl nt Cont ext;
reset the count to zero
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A.12.7 KP_IntDisable()

PURPOSE

* Called when the usermode applicationcalls the WD_I nt Di sabl e [A.3.5]
function.
This function shouldfree ary memorythat was allocatedin KP_I nt Enabl e
[A.12.4].

PROTOTYPE

void __ cdecl KP_IntDi sabl e(PVA D pl nt Cont ext);

PARAMETERS
Name Type Input/Output
O pIntContext PVOID Input

DESCRIPTION

Name Description
pintContext Interruptcontect datathatwassetby KP_I nt Enabl e
[A.12.6]

RETURN VALUE
None
EXAMPLE

void __cdecl KP_I ntDi sabl e(PVA D pl nt Cont ext)

{
/'l You can free the interrupt specific nmenory
/1 allocated to plntContext here
free(pl nt Cont ext);

}
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A.12.8 KP_IntAtlr gl()

PURPOSE

« This functionwill runat HIGH IRQL if the KernelPlugln handleis passedvhen
enablinginterrupts.

PROTOTYPE

BOOL _ _cdecl KP_IntAtlrqgl (PVAO D pl nt Cont ext,
BOOL *pflsMyInterrupt);

PARAMETERS
Name Type Input/Output
O pIntContext PVOID Input/Output
O pflsMylinterrupt BOOL* Input

DESCRIPTION

Name Description

pintContext Interruptcontect datathatwassetby KP_I nt Enabl e
[A.12.6] andwill alsobe passedo KP_I nt At Dpc
[A.12.9) (if executed)andKP_I nt Di sabl e [A.12.7]

pflsMyInterrupt Setthisto TRUE if theinterruptbelongsto this driver,
or FALSE if not. If you arenotsure,it is safesto return
FALSE

RETURN VALUE

TRUE if deferrednterruptprocessindDPC)is required;otherwiseFALSE.
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REMARKS

Coderunningat IRQL will only beinterruptedby higherpriority interrupts.
Coderunningat IRQL is limited by thefollowing restrictions:

« Youmayonly accession-pageablenemory

* You may only call the following functions: WD_Tr ansf er [A.2.1(],
WD_Mul ti Transfer [A.2.11], WO_DebugAdd [A.1.6] andspecificOS
kernelfunctions(suchas Windows DDK functions)that are allowed to be
calledfrom anIRQL. NotethatusingOS-specifikkernelfunctionsmaydamage
the codes portability to otheroperatingsystems.

You may not call mal | oc, free, or ary WD_xxx API otherthanthe
aforementionedunctions.

The codeperformedat HIGH IRQL shouldbe minimal (e.g.,only the codethat
acknavledgedevel-sensitve interrupts),sinceit is operatingat a high priority. The
restof your codeshouldbe written at KP_| nt At Dpc [A.12.9, which runsat the
deferredDISPATCH level andis not subjectto theabove restrictions.

EXAMPLE

BOOL __cdecl KP_IntAtlrqgl (PVO D plnt Context,
BOCL *pflsMylnterrupt)

{
DWORD *pdwl nt Count = (DWORD *) pl nt Cont ext;

/1 You should check your hardware here to see

/1 if the interrupt belongs to you.

/1 If in doubt, return FALSE (this is the safest)
*pfl sMyl nterrupt = FALSE;

/1 In this exanple we will schedule a DPC
/1 once in every 5 interrupts
(*pdwl nt Count) ++;
if  (*pdw nt Count ==5)
{
*pdwli nt Count = 0;
return  TRUE;
}

return FALSE;
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A.12.9 KP_IntAtDpc()

PURPOSE
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* Thisis the DeferredProcedureCall which is executedonly if theKP_I nt At | r gl

[A.12.8 functionreturnedTRUE.

PROTOTYPE

DWORD _ _cdecl KP_I nt At Dpc(PVA D pl nt Cont ext,

DWORD dwCount ) ;

PARAMETERS
Name Type Input/Output
O pIntContet PVOID Input/Output
0 dwCount DWORD Input
DESCRIPTION
Name Description
pintContext Interruptcontect datathatwassetby KP_I nt Enabl e
[A.12.6], passedo KP_I nt At I r gl [A.12.8] andwill
bepassedo KP_I nt Di sabl e [A.12.7]
dwCount The numberof timesKP_I nt At 1 rql [A.12.§

returnedTRUE sincethe last DPC call. If dwCount
is1, KP_IntAtlrqgl requestech DPC only once
sincethe last DPC call. If the valueis greaterthan
1,KP_IntAtlrqgl hasalreadyrequesteca DPC a
few times, but the interval was too short, therefore
KP_I nt At Dpc wasnot calledfor eachDPCrequest.
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RETURN VALUE

Returnsthe numberof timesto notify usermode(i.e., returnfrom WD _I nt Wi t
[A.3.3)).

REMARKS

Most of theinterrupthandlingshouldbewritten at DPC.

If KP_I nt At Dpc returnswith a valueof 1 or more, WD_I nt Wi t returnsand
the usermodeinterrupthandlerwill executein the numberof timessetin thereturn
value.If youdo notwantthe usermodeinterrupthandlerto execute KP_I nt At Dpc
shouldreturnO.

EXAMPLE

DWORD _ _cdecl KP_I nt At Dpc(PVA D pl nt Cont ext, DWORD dwCount)
{

/] Return WD_IntWait as many times as KP_IntAtlrqgl

/1 schedul ed KP_I nt At Dpc()

return  dwCount ;

}



WinDriver v6.20 Users Guide 389

A.12.10 COPY_TO USER OR_KERNEL,
COPY_FROM_USER_OR_KERNEL()

PURPOSE
» Macrosfor copying datafrom the usermodeto the KernelPluglnandvice versa.
REMARKS

The COPY_TO _USER_OR_KERNEL and COPY_FROM USER_OR_KERNEL are
macrosusedfor copying data(whennecessaryjo/from usermodememoryaddresses
(respectiely), when accessingsuchaddresse$rom within the Kernel Pluglin.
Copying the dataensureghattheusermodeaddressanbeusedcorrectly evenif the
context of the usermodeprocesschangesn the midst of the I/O operation.Thisis
particularlyrelevantfor long operationsduring which the context of the usermode
processmay change. The useof macrosto performthe copy providesa generic
solutionfor all supportedperatingsystems.

Pleasenote that if you wish to accessthe usermode datafrom within the
KP_IntAtlrgl () [A.12.8 or KP_I nt At Dpc() [A.12.9 functions,you should
first copy the datainto somevariablein the Kernel Plugin beforethe executionof
theseroutines.

The COPY_TO _USER_OR_KERNEL and COPY_FROM USER_OR_KERNEL
macrosaredefinedin the WinDri ven\include\kpstdlib.h headeffile.

For an example of usingthe COPY_TO USER OR_KERNEL macro, seethe
KP_Cal I () [A.12.4 implementationin the samplekptest.c file (found under
the WinDri ver\kerplug\kptest\kermode directory).

To sharea databuffer betweenthe usermodeand Kernel Plugin routines(e.g.,
KP_IntAtlrgl () [A.12.8 andKP_I nt At Dpc() [A.12.9) safely consider
usingthe techniqueoutlinedin the technicaldocumenttitled "How do | sharea
memorybuffer betweenKernel Plugin and usermodeprojectsfor DMA or other
purposes?found underthe "Kernel Plugin" technicaldocumentssectionof the
"Support"section.
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A.13 Kernel Plugln - Structur e Reference

This sectioncontainsdetailedinformationaboutthe differentKernelPlugin related

structures.

WD_xxx structuresareusedin usermodefunctionsandKP_xxx structuresareused

in kernel-moddunctions.

A.13.1 WD_KERNEL_PLUGIN

Definesa KernelPluginopencommand.

Usedby WD_Ker nel Pl ugl nOpen [A.11.1] andWD_Ker nel Pl ugl nCl ose

[A.11.7.
Members:

Type Name Description

DWORD hKernelPlugin | Handleto a KernelPlugin

PCHAR pcDriverName | Name of Kernel Plugin driver.
Should be no longer than 12
characters.Shouldnot include the
VXD or SYSextension.

PCHAR pcDriverPath | This field shouldbe setto NULL.
WinDriver will search for the
driver in the operating system$
drivers/moduleslirectory

PVOID pOpenData Data to pass to the KP_Open

[A.12.7] callback in the Kernel
Plugin.
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A.13.2 WD_INTERRUPT

Usedto describeaninterrupt.

Used by the following functions:

391

I nt errupt Enabl e [A.2.14],
I nt errupt Di sabl e [A.2.15, WD _| nt Enabl e [A.3.2], WD_I nt Di sabl e
[A.3.5], WD_I nt Wi t () [A.3.3], WD_I nt Count () [A.3.4].

Members:
Type Name Description
WD_KERNEL_ PLUGIN_CALL | kpCall The kpCall structure containsthe

[A.13.3

handle to the Kernel Plugin and
to otherinformationthat shouldbe
passedo the kernel-modenterrupt
handlerwhen installing it. If the
handle is zero, the interrupt is
installed without a Kernel Plugin
interrupthandler If avalid Kernel
Plugin handleis set, this structure
will passedas a parameterto the
KP_I nt Enabl e [A.12.6] Kernel
Pluglncallbackfunction.

For informationaboutthe othermemberof WD _| NTERRUPT, seeSectionA.2.14.
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A.13.3 WD_KERNEL_PLUGIN_CALL

A FunctionReference

Containsinformationthatwill be passedo the KernelPluglin. This structureis used
when passingmessageto the Kernel Plugin or wheninstalling a Kernel Plugin

interrupt.

Usedby WD_Ker nel Pl ugl nCal | [A.11.3, I nt errupt Enabl e [A.2.14] and

WD _| nt Enabl e [A.3.2].

Passedisa parameteto theKernelPluginKP_Cal | [A.12.4 andKP_I nt Enabl e

[A.12.6] callbackfunctions.

Members:
Type Name Description
DWORD hKernelPlugin | Handleto a KernelPlugln.
DWORD dwMessage MessagelD to passto a Kernel
Plugincallback.
PVOID pData Pointer to datato passto Kernel
Plugincallback.
DWORD dwResult Value set by a Kernel Plugin

callback, to return back to user
mode.
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A.13.4 KP_INIT
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The KP_I NI T structureis usedby theKP_I ni t [A.12.1] functionin the Kernel
Plugln. Its primary useis for notifying WinDriver of the given driver’s nameand
of which kernel-moddunctionto call whenWD_Ker nel Pl ugl nOpen [A.11.]] is

calledfrom theusermode.

MEMBERS:
Type Name Description
DWORD dwVerWwD The version of the WinDriver
KernelPluglinlibrary.
CHAR cDriverName[12]The device driver name,up to 12
characters.
KP_FUNC_OPEN funcOpen The KP_Open [A.12.2)

kernel-mode  function that
WinDriver should call when
WD_Ker nel Pl ugl nOpen
[A.11.7] is called from the user
mode.
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A.13.5 KP_OPEN_CALL

This is the structurethroughwhich the Kernel Plugin definesthe namesof the
callbackswhich it implements.It is usedin the KP_Open [A.12.2] KernelPlugin
function.

A KernelPluginmayimplement? differentcallbackfunctions:

funcClose - Calledwhentheapplicationis donewith this instanceof thedriver.

funcCall - Calledwhentheapplicationcalls\WD_Ker nel Pl ugl nCal | [A.11.3.
This functionis a generalpurposefunction. In it, implementary functions
thatshouldrunin kernelmode(excepttheinterrupthandlerwhichis a special
case).ThefuncCal | will determinewhich functionto executeaccordingto
themessagpassedo it.

funcintEnable - Calledwhenthe applicationcalls WD_I nt Enabl e [A.3.2] /
I nt errupt Enabl e [A.2.14] with a KernelPlugin handle. This callback
functionshouldperformary initalizationrequiredwhenenablinganinterrupt.

funcintDisable - Thecleanupfunction,whichis calledwhenthe applicationcalls
WD _| nt Di sabl e [A.3.5]/] nterrupt D sabl e [A.2.15].

funcintAtlr gl - Thisis the kernelmodeinterrupthandler This callbackfunction
is called at HIGH IRQL when WinDriver processeshe interruptthat is
assignedo this KernelPlugin. If this functionreturnsa valuegreaterthanO,
f uncl nt At Dpc is calledasa Deferredprocedurecall.

funcintAtDpc - Most of your interrupt handlercode should be written in this
callback.lt is calledasadeferredprocedurecall, if f uncl nt At I r gl returns
avaluegreaterthanO.

funcEvent - Calledwhena Plug-and-Playor power managemengventoccurs,if
the applicationfirst calledEvent Regi st er [A.8.2] with a KernelPlugin
handle. This callbackfunction shouldimplementthe desiredkernelhandling
for Plug-and-Playandpower managemendvents.
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Type Name Description

KP_FUNC_CLOSE funcClose Nameof yourKP_Cl ose [A.12.3
functionin thekernel.

KP_FUNC_CALL funcCall Nameof your KP_Cal | [A.12.4]

functionin thekernel.

KP_FUNC_INT_EMBLE

funcintEnable

Name of your KP_I nt Enabl e
[A.12.6] functionin thekernel.

KP_FUNC_INT_DISABLE

funcintDisable

Name of your KP_I nt Di sabl e
[A.12.7] functionin thekernel.

KP_FUNC_INT_AT_IRQL

funcintAtirqgl

Name of your KP_I nt At1rql
[A.12.8 functionin thekernel.

KP_FUNC_INT_AT_DPC

funcintAtDpc

Name of your KP_I nt At Dpc
[A.12.9 functionin thekernel.

KP_FUNC_EVENT

funcEvent

Nameof yourKP_Event [A.12.5
functionin thekernel.
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A.14 WinDriver Status/Error Codes

A.14.1 Intr oduction

Most of the WinDriver API functions return a status code, where 0
(WD_STATUS_SUCCESS)neanssuccessand a non-zerovalue meansfailure.

TheSt at 2Str [A.15.1] andWDL_St at 2St r [A.10.17 canbeusedto retrieve the
statusdescriptionstringfor a givenstatuscode.The statuscodesandtheir descriptve

stringsarelistedbelow.

A.14.2 Status CodesReturned by WinDri ver

Code

Descriptive String

WD_STATUS_SUCCESS

Success

WD_STATUS_INVALID_WD_HANDLE

Invalid WinDriver handle

WD_WINDRIVER_STATUS_ERFOR

Error

WD_INVALID_HANDLE

Invalid handle

WD_INVALID_PIPE_NUMBER

Invalid pipe number

WD_READ_WRITE_CONFLICT

Conflict betweerreadandwrite
operations

WD_ZERO_RACKET_SIZE

Packet sizeis zero

WD_INSUFFICIENT_RESOURCES

Insufficientresources

WD_UNKNOWN_PIPE_TYPE

Unknown pipetype

WD_SYSTEM_INTERML_ERROR

Internalsystemerror

WD_DATA_MISMATCH

Datamismatch

WD_NO_LICENSE

No valid license

WD_NOT_IMPLEMENTED

Functionnotimplemented

WD_KERPLUG_RAILURE

KernelPluglnfailure

WD_FAILED_ENABLING_INTERRUPT

Failedenablinginterrupt

WD_INTERRUPT_NOT_ENABLED

Interruptnotenabled

WD_RESOURCE_WERLAP

Resourceverlap

WD_DEVICE_NOT_FOUND

Device not found

WD_WRONG_UNIQUE_ID

WronguniquelD

WD_OPERATION_ALREADY_DONE

Operationalreadydone

WD_USB_DESCRIPDR_ERFOR

Usbdescriptorerror

WD_SET_CONFIGURAION_FAILED

Set configurationoperation
failed
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WD_CANT_OBTAIN_PDO

CannotobtainPDO

WD_TIME_OUT_EXPIRED

Timeoutexpired

WD_IRP_CANCELED

IRP operationcancelled

WD_FAILED_USER_MAPPING

Failedto mapin userspace

WD_FAILED_KERNEL_MAPPING

Failedto mapin kernelspace

WD_NO_RESOURCES_ON_DEVICE

No resource®n thedevice

WD_NO_EVENTS

No events

WD_INVALID_PARAMETER

Invalid parameter

WD_INCORRECT_VERSION

IncorrectWinDriver version
installed

WD_TRY_AGAIN

Try again

WD_INVALID_IOCTL

Recevedaninvalid IOCTL

A.14.3 Status CodesReturned by USBD

The following WinDriver statuscodescomply with USBD_XXX statuscodes

returnedby the USB stackdrivers.

Code

| Descriptive String

USBD StatusTypes

WD_USBD_SRATUS_SUCCESS

USBD: Success

WD_USBD_SRATUS_PENDING

WD_USBD_SRATUS_ERFOR

USBD: Error

WD_USBD_SRATUS_HALTED

USBD: Halted

well.)

USBD StatusCodes(NOTE: Theseare comprisedof one of the statustypesabove
and an error codg i.e., OXXYYYYYYYlyhere X=statustypeand YYYYYYY=eor
code Thesameerror codesmay also appearwith one of the other statustypesas

HC (Host Controller) StatusCodes(NOTE: Theseusethe
WD_USBD_SATUS HAITED statustype)

WD_USBD_SRATUS_CRC

HC status:CRC

WD_USBD_SRATUS_BTSTUFF

WD_USBD_SRATUS_DATA_TOGGLE_MISMATCH

mismatch

WD_USBD_SRATUS_SRALL_PID

WD_USBD_SATUS_DEV_NOT_RESPONDING

responding

WD_USBD_SRATUS_PID_CHECK_RILURE

USBD: Operatiorpending

HC status:Bit stuffing
HC status: Data toggle

HC status:PID stall
HC status: Device not

HC status:PID checkfailed
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WD_USBD_SRATUS_UNEXPECTED_PID

HC status:UnexpectedPID

WD_USBD_SRATUS_DATA_OVERRUN

HC status:Dataoverrun

WD_USBD_SRATUS_DATA_UNDERRUN

HC status:Dataunderrun

WD_USBD_SRATUS_RESERED1

HC status:Reseredl

WD_USBD_SRATUS_RESERED2

HC status:Resered2

WD_USBD_SRATUS_BUFFER_O/ERRUN

HC status:Buffer overrun

WD_USBD_SRATUS_BUFFER_UNDERRIN

HC status:Buffer Underrun

WD_USBD_SRATUS_NOT_ACCESSED

HC status:Not accessed

WD_USBD_SRATUS_FIFO

HC status:Fifo

For Windowsonly:

WD_USBD_SRATUS_XACT_ERFOR

HC status:The hostcontroller
hassetthe TransactiorError
(XactErr) bit in the transfer
descriptors statusfield

WD_USBD_SRATUS_BABBLE_DETECTED

HC status:Babbledetected

WD_USBD_SATUS_DATA_BUFFER_ERRPR

HC status:Databuffer error

For Windows CE only:

WD_USBD_SRATUS_NOT_COMPLETE

USBD: Transfemot completed

WD_USBD_SRATUS_CLIENT_BUFFER

USBD: Cannotwrite to buffer

For all platforms:

WD_USBD_SRATUS_CANCELED

| USBD: Transfercancelled

Returnedby HCD (Host Contmoller Driver) if a transferis submittedto an

endpointthat is stalled:

WD_USBD_SRATUS_ENDPOINT_HAITED

HCD: Transfersubmittedto
stalledendpoint

Softwae StatusCodes(NOTE: Only the error bit is set):

WD_USBD_SRATUS_NO_MEMOR/

USBD: Outof memory

WD_USBD_SRATUS_INVALID_URB_FUNCTION

USBD: Invalid URB function

WD_USBD_SRATUS_INVALID_PARAMETER

USBD: Invalid parameter

Returnedif client driver attemptsto closean endpoint/interfaceor configuiation

with outstandingtransfes:

WD_USBD_SRATUS_ERFOR_BUSY

USBD: Attemptedto close
endpoint/inter&ce/configuratin
with outstandingransfer

Returnedby USBDf it cannotcompletea URB request. Typically this will be
returnedin the URB statusfield (whenthe Irp is completed)with a more specific
NT error code Thelrp statuscodesare indicatedin WinDriver's Debug Monitor

tool (wddelug_gui):
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WD_USBD_SRATUS_REQJEST_RAILED

USBD: URB requesfailed

WD_USBD_SRATUS_INVALID_PIPE_HANDLE

USBD: Invalid pipe handle

Returnedwhenthere is not enoughbandwidthavailableto opena requested

endpoint:

WD_USBD_SRATUS_NO_BANDWIDTH

USBD: Not enoughbandwidth
for endpoint

GenericHC (Host Contmoller) error:

WD_USBD_SRATUS_INTERNAL_HC_ERROR

| USBD: Hostcontrollererror

Returnedwhena short padeet terminatesthe transfer i.e.,
USBD_SHORT_TRANSFER_®iK not set:

WD_USBD_SATUS_ERFOR_SHOR_TRANSFER

USBD: Transferterminated
with shortpaclet

Returnedif the requestedstart frameis not within USBD_ISO_SART _|

of the current USB frame (NOTE: The stall bit is set):

FRAME_RANGE

WD_USBD_SRATUS_BAD_START_FRAME

USBD: Start frame outside
range

Returnedby HCD (Host Contmoller Driver) if all padetsin an isodro
transfercompletewith an error:

nous

WD_USBD_SRATUS_ISOCH_REQEST_FRILED

HCD: Isochronoudransfer
completedwith error

Returnedby USBDIf the framelength control for a givenHC (Host Contmoller) is

alreadytaken by anotherdriver:

WD_USBD_SRATUS_FRAME_CONTROL_OWNED

USBD: Framelength control
alreadytaken

Returnedby USBDIf the caller doesnot own framelength control and attemptsto

releaseor modifythe HC framelength:

WD_USBD_SRATUS_FRAME_CONTROL_NOT_OWNED

USBD: Attemptedoperationon
framelengthcontrolnot owned
by caller

Additional softwae error codesaddedfor USB 2.0 (for Windowsonly):

WD_USBD_SRATUS_NOT_SUPPORED

USBD: API not
supported/implemented

WD_USBD_SRATUS_INAVLID_CONFIGURATION_DESCRIPOR

USBD: Invalid configuration
descriptor

WD_USBD_SRATUS_INSUFFICIENT_RESOURCES

USBD: Insufficientresources

WD_USBD_SRATUS_SET_CONFIG_RILED

USBD: Setconfigurationfailed

WD_USBD_SRATUS_BUFFER_TOO_SMALL

USBD: Buffer too small
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WD_USBD_SRATUS_INTERRACE_NOT_FOUND

USBD: Interfacenotfound

WD_USBD_SRATUS_INAVLID_PIPE_FLAGS

USBD: Invalid pipeflags

WD_USBD_SRATUS_TIMEOUT

USBD: Timeout

WD_USBD_SRATUS_DEVICE_GONE

USBD: Device gone

WD_USBD_SRATUS_SRATUS_NOT_MAPPED

USBD: Statusnot mapped

Extendedsodironouserror codesreturnedby USBD.

Theseerrors appearin the padet statusfield of an isochronoustransfer:

WD_USBD_SRATUS_ISO_NO_ACCESSED_BY_HW

USBD: The controllerdid not
accesshe TD associatedvith
this paclet

WD_USBD_SRATUS_ISO_TD_ERRR

USBD: Controllerreportedan
errorin theTD

WD_USBD_SRATUS_ISO_M_LATE_USBPOR

USBD: The paclet was
submittedin time by the client
but failedto reachthe miniport
in time

WD_USBD_SRATUS_ISO_NO_ACCESSED_LAE

USBD: The pacletwasnot sent
becausehe client submittedit
toolateto transmit

A.14.4 Error CodesReturned by WDL_Stat2Str (HID Support)

Code Descriptive String
WDL_SUCCESS Success
WDL_FAIL Error
WDL_TIMEOUT_EXPIRED TimeOutexpired

WDL_FAILED_TO_REGISTER_NGIFICATIONS

Failedto registernotifications

WDL_INVALID_HANDLE

Invalid handle

WDL_BUFFER_TOO_SMALL

Buffer toosmall

WDL_DEVICE_NOT_CONNECTED

Device notconnected

WDL_NO_LICENSE

No valid license
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A.15 UserMode Utility Functions

This sectiondescribesa numberof usermodeutility functionsyou will find
usefulfor implementingvarioustasks. Theseutility functionsare multi-platform,
implementedn all opemating systemsupportedby WinDriver.

A.15.1 Stat2Str()

PURPOSE
* Retrievesthe statusstringthatcorrespondso a statuscode.
PROTOTYPE

const char * Stat2Str(DWORD dwst at us);

PARAMETERS
Name Type Input/Output
O dwsStatus DWORD Input

DESCRIPTION

Name Description

dwStatus A numericstatuscode

RETURN VALUE

Returngheverbalstatusdescription(string) thatcorrespondso the specifiedhumeric
statuscode.
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REMARKS

SeeSectionA.14 for acompletdist of statuscodesandstrings.
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A.15.2 get _os_type()

PURPOSE

* Retrievesthetype of the operatingsystem.
PROTOTYPE

OS_TYPE get_os_type();
PARAMETERS

None

RETURN VALUE

Returnghetypeof the operatingsystem.
If theoperatingsystemtypeis notdetectedreturnsOS_CAN_NO_DETECT



404

A.15.3 ThreadStart()
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PURPOSE
* Createsathread.
PROTOTYPE
DWORD Thr eadSt art (HANDLE *phThread, HANDLER FUNC pFunc, void *pData);
PARAMETERS
Name Type Input/Output
O phThread HANDLE * Output
0 pFunc HANDLER_FUNC Input
U pData VOID * Input

DESCRIPTION

Name Description

phThread Returnghehandleto the createdhread

pFunc Startingaddresf the codethat the new threadis to
execute

pData Pointerto the datato be passedo the new thread

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.
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A.15.4 ThreadWait()

PURPOSE
*Waitsfor athreadto exit.
PROTOTYPE

void ThreadWai t (HANDLE hThr ead);

PARAMETERS
Name Type Input/Output
O hThread HANDLE Input

DESCRIPTION

Name Description

hThread Thehandleto thethreadwhosecompletionis awaited

RETURN VALUE

None
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A.15.5 OsEwentCreate()

PURPOSE

* Createsaneventobject.

PROTOTYPE

DWORD OsEvent Cr eat e( HANDLE *phQsEvent);

A FunctionReference

PARAMETERS
Name Type Input/Output
O phOsEent HANDLE * Output
DESCRIPTION
Name Description
phOsEent The pointerto a variablethat recevesa handleto the

newly createdeventobject

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code

otherwise.
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A.15.6 OsEwentClose()
PURPOSE
* Closesa handleto aneventobject.
PROTOTYPE
void GsEvent C ose( HANDLE hGsEvent)
PARAMETERS
Name Type Input/Output
0 hOsEent HANDLE Input
DESCRIPTION
Name Description
hOsEent Thehandleto the eventobjectto beclosed

RETURN VALUE

None
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A.15.7 OsEventWait()

PURPOSE

 Waits until a specifiedeventobjectis in the signaledstateor the time-outinterval
elapses.

PROTOTYPE

DWORD OGsEvent Wai t (HANDLE hOsEvent, DWORD dwSecTi meout )

PARAMETERS
Name Type Input/Output
O hOsEent HANDLE Input
O dwSecTmeout DWORD Input

DESCRIPTION

Name Description
hOsEent Thehandleto theeventobject
dwSecTmeout Time-outinterval of theevent,in seconds.

If dwSecTmeoutis INFINITE, the function’s time-out
interval never elapses.

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.
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A.15.8 OsEwentSignal()

PURPOSE
« Setsthe specifiedeventobjectto the signaledstate.
PROTOTYPE

DWORD GsEvent Si gnal (HANDLE hGsEvent);

PARAMETERS
Name Type Input/Output
0 hOsEent HANDLE Input

DESCRIPTION

Name Description

hOsEent Thehandleto theeventobject

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.
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A.15.9 OsEwentReset()

PURPOSE
» Resetghe specifiedeventobjectto the non-signaledtate.
PROTOTYPE

DWORD OGsEvent Reset (HANDLE hGOsEvent);

PARAMETERS
Name Type Input/Output
O hOsEent HANDLE Input

DESCRIPTION

Name Description

hOsEent Thehandleto theeventobject

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.
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A.15.10 OsMutexCreate()

PURPOSE
« Createsa mutex object.
PROTOTYPE

DWORD OsMut exCr eat e( HANDLE * phQsMut ex) ;

PARAMETERS
Name Type Input/Output
0 phOsMute HANDLE * Output

DESCRIPTION

Name Description

phOsMute The pointerto a variablethat recevesa handleto the
newly creatednutex object

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.
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A.15.11 OsMutexClose()

PURPOSE
* Closesa handleto amutex object.
PROTOTYPE

void GCsMut exCl ose( HANDLE hQGsMut ex) ;
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PARAMETERS
Name Type Input/Output
0 hOsMutex HANDLE Input
DESCRIPTION
Name Description
hOsMute The handleto themutex objectto beclosed

RETURN VALUE

None
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A.15.12 OsMutexLock()

PURPOSE
* Locksthe specifiedmutex object.
PROTOTYPE

DWORD OsMut exLock( HANDLE hQsMut ex)

PARAMETERS
Name Type Input/Output
0 hOsMute HANDLE Input

DESCRIPTION

Name Description

hOsMute Thehandleto the mutex objectto belocked

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.
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A.15.13 OsMutexUnlock()

PURPOSE
» Releasegunlocks)alocked mutex object.
PROTOTYPE

DWORD OsMut exUnl ock( HANDLE hGsMut ex) ;

PARAMETERS
Name Type Input/Output
0 hOsMutex HANDLE Input

DESCRIPTION

Name Description

hOsMute The handleto themutex objectto beunlocked

RETURN VALUE

ReturnsWD_STATUS_SUCCESS0) on successpr an appropriateerror code
otherwise.
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A.15.14 PrintDbgMessage()

PURPOSE
» Sendgdelug messageto thedehug monitor.
PROTOTYPE

void Print DbgMessage( DWORD dwievel , DWORD dwSecti on,

const char *format[, argunent]...);
PARAMETERS
Name Type Input/Output
O dwLevel DWORD Input
0 dwSection DWORD Input
O format constchar* Input
U agument Input

DESCRIPTION

Name Description

dwLevel Assignsthelevelin the Debug Monitor, in whichthedata
will bedeclared.If dwLevelis 0, thenD_ERROR will
bedeclared.
For more detailspleasereferto DEBUG_LEVEL in
windrvr.h.

dwSection Assignsthe sectionin the Delbug Monitor, in which the

datawill bedeclared.If dwSectionis 0, thenS_MISC
sectionwill bedeclared.

For moredetailspleasereferto DEBUG_SECTIONIn
windrvr.h.

format Format-controktring

argument Optionalarguments|imited to 256 bytes
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RETURN VALUE

None



AppendixB

Troubleshootingand Support

Pleaseeferto ht t p: / / ww. j ungo. coni support for additionresourcegor
developersjncluding:

* Technicaldocuments
* FAQs
e Samples

* Quick startguides
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AppendixC

Limitations ofthe Differ ent
Evaluation Versions

Windows 98/Me and NT/2000/XP/Sewer 2003

« Eachtime WinDriveris activated,anUnregistered messagappears.

« Whenusingthe DriverWzard, a dialog box with a messagestatingthatan
evaluationversionis beingrun appear®n every interactionwith the hardware.

« WinDriverwill functionfor only 30 daysafterthe original installation.
Windows CE

« Eachtime WinDriveris activated,anUnregistered messagappears.

* The WinDriver CE Kernel(windrvr6.dll) will operatefor no morethan60
minutesatatime.

» WinDriver CE emulationon Windows NT will stopworking after30 days.
Linux

« Eachtime WinDriveris activated,anUnregistered messagappears.
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« Whenusingthe DriverWzard, a dialog box with a messagestatingthatan
evaluationversionis beingrun appear®n every interactionwith the hardware.

» TheLinux Kernelwill work for nomorethen60 minutesatatime.
In orderto continueworking, WinDriver Kernelmodulemustbe reloaded
(remove andinsertthe module)usingthefollowing commands:
To remove:
/ sbi n# rmmod
Toinsert:
/ sbi n# insmod
The parameterfor the abose commandsis: windrvr6 (after successful
installation).

Solaris

« Eachtime WinDriveris activated,anUnregistered messag@appears.

* Whenusingthe DriverWizard, a dialog box with a messagestatingthat an
evaluationversionis beingrun appear®n every interactionwith the hardware.

* The Solariskernelwill work for no morethen60 minutesat a time. In order
to continueworking, WinDriver Kernelmodulemustbereloadedremove and
insertthemodule)usingthefollowing commands:

To remove:

[ usr/sbin$ rem_drv

Toinsert:

[ usr/sbin$ add_drv

The parameterfor the abose commandsis: windrvr6 (after successful
installation).

VxWorks

* TheVxWorksKernelwill work for no morethen60 minutesatatime.
In orderto continueworking, the systemmustberebooted.

DriverWizard GUI

< Eachtime WinDriveris activated,anUnregistered messag@ppears.

« Whenusingthe DriverWzard, a dialog box with a messagestatingthatan
evaluationversionis beingrun appear®n every interactionwith the hardware.



AppendixD

PurchasingWinDri ver

Fill in the orderform foundin Start | WinDriver | Order Form onyour Windows
startmenu,andsendit to Jungovia email,fax or mail (seedetailsbelow).

Your WinDriver packagewill be sentto you via Fede or standardpostalmail. The
WinDriverlicensestringwill beemailedto youimmediately

EMAIL

Support: support@jungo.com
Sales: sales@jungo.com
PHONE/FAX

Phone:

USA (Toll-Free): 1-877-514-0537
Worldwide: +972-9-8859365
Fax:

USA (Toll-Free): 1-877-514-0538
Worldwide: +972-9-8859366

W E B:

http://ww. j ungo. com

POSTALADDRESS
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Jungoltd.
P.O.Box8493
Netarya 42504
ISRAEL



Appendix E

Distrib uting Your Driver—Legal
Issues

WinDriver is licensedper-seat. The WinDriver licenseallows one developer
on a single computerto developan unlimited numberof device drivers, and to
freely distribute the createddrivers without royalties,as outlinedin the license
agreemenin the windriver/docs/license.txt file.
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Appendix F

Additional Documentation

Updated Manual

ThemostupdatedVinDriver Users manualcanbe foundon Jungos site at:
http://ww. j ungo. coni support/ manual s. ht Ml #nanual s

Version History

If youwishto view WinDriverversionhistory, pleasereferto

http://ww. j ungo. coml wdver. ht i . Hereyouwill beableto view alist of
all new featuresgnhancementandfixeswhich have beenaddedin eachWinDriver
version.

Technical Documents

For additionalinformation,you may referto the TechnicalDocumentslatabas®n
our siteat:

http://ww.jungo. cont support/tech_docs_i ndexes/ mai n_i ndex. ht m .

The TechnicalDocumentdatabaséncludesdetaileddescriptionsof WinDriver's
features,utilities and APIs andtheir correctusage troubleshootingof common
problemsusefultips andanswergo frequentlyasked questions.
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