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Chapter 1

WinDri verOverview

In this chapteryou will explore the usesof WinDriver, and learn the basicstepsof
creatingyour driver.

1.1 Intr oduction to WinDri ver

WinDriver is a developmenttoolkit thatdramaticallysimplifiesthedifficult taskof
creatingdevicedriversandhardwareaccessapplications.WinDriverincludesawizard
andcodegenerationfeaturesthatautomaticallydetectyour hardwareandgenerate
thedriver to accessit from your application.Thedriverandapplicationyou develop
usingWinDriver is sourcecodecompatiblebetweenall supportedoperatingsystems
(WinDriver currentlysupportsWindows 98/Me/NT/2000/XP/CE/CE.NET/Server
2003,Linux, SolarisandVxWorks.). The driver is binary compatiblebetween
Windows 98/Me/NT/2000/XP/Server 2003. Bus architecturesupportincludes
PCI/CardBus/ISA/ISAPnP/EISA/CompactPCIand USB. WinDriver providesa
completesolutionfor creatinghighperformancedriversthathandleinterruptsandI/O
at optimalrates.

Don’t let thesizeof thismanualfool you. WinDrivermakesdevelopingdevicedrivers
aneasytaskthat takeshoursinsteadof months.Most of this manualdealswith the
featuresthatWinDriver offersto theadvanceduser. However, mostdeveloperswill
find that readingthis chapterandglancingthroughthe DriverWizardandfunction
referencechaptersis all they needto successfullywrite their driver.

20



WinDriver v6.20 User’s Guide 21

WinDriver supportsUSB andPCI chipsetsfrom all vendors.Enhancedsupportis
offeredfor PLX, Altera,Marvell, AMCC, QuickLogic,Cypress,STMicroelectronics,
Texas InstrumentsandNational Semiconductorschipsets. A specialchapteris
dedicatedto developersof driversfor USBdevicesandPCIcardswhoareusingUSB
andPCI chipsfrom thesevendors.Thefinal chaptersof this manualexplain how to
tuneyour driver codeto achieve optimalperformance,with specialemphasison the
KernelPlugIn featureof WinDriver. This featureallows thedeveloperto write and
debug theentiredevicedriver in usermode,andlaterdropperformancecritical parts
into kernelmode.In this way thedriver achievesoptimalkernel-modeperformance,
while thedeveloperneednot sacrificetheeaseof user-modedevelopment.

Visit Jungo’s web site at http://www.jungo.com for the latestnews about
WinDriverandotherdriverdevelopmenttoolsthatJungooffers.

Goodluck with yourproject!

1.2 Background

1.2.1 The Challenge

In protectedoperatingsystemssuchasWindows, Linux andSolaris,a programmer
cannotaccesshardwaredirectly from the applicationlevel (usermode),where
developmentwork is usuallydone.Hardwarecanonly beaccessedfrom within the
operatingsystemitself (kernelmodeor Ring-0),utilizing softwaremodulescalled
device drivers. In orderto accessa customhardwaredevice from the application
level, a programmermustdo thefollowing:

• Learn the internalsof the operatingsystemhe is working on (Windows
98/Me/NT/2000/XP/CE/CE.NET/Server2003,Linux, SolarisandVxWorks).

• Learnhow to write adevicedriver.

• Learn new tools for developing/debuggingin kernel mode(DDK, ETK,
DDI/DKI).

• Write thekernel-modedevicedriver thatdoesthebasichardwareinput/output.

• Write the applicationin usermodethat accessesthe hardwarethroughthe
devicedriverwritten in kernelmode.

• Repeatthe first four stepsfor eachnew operatingsystemon which thecode
shouldrun.

http://www.jungo.com
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1.2.2 The WinDri ver Solution

Easy Development: WinDriver enablesWindows programmersto create
PCI/CardBus/ISA/ISAPnP/EISA/CompactPCIandUSB -baseddevice drivers
in an extremelyshort time. WinDriver allows you to createyour driver in
the familiar user-modeenvironment,usingMSDEV, VisualC/C++, Borland
Delphi, BorlandC++, VisualBasic,GCCor any other32-bit compiler. You
do not needto have any device driver knowledge,nor do you have to be
familiar with operatingsysteminternals,kernelprogramming,theDDK, ETK
or DDI/DKI.

CrossPlatform: The driver createdwith WinDriver will run on Windows
98/Me/NT/2000/XP/CE/CE.NET/Server2003,Linux, SolarisandVxWorks.
In otherwords—writeit once,run it onmany platforms.

Friendly Wizards: DriverWizard(included)is a graphicaldiagnosticstool thatlets
you write to, andreadfrom, thehardwarebeforewriting a singleline of code.
Thehardwareis diagnosedwith just a few clicksof themouse:memoryranges
areread,registersaretoggledandinterruptsarechecked. Oncethedevice is
operatingto your satisfaction,DriverWizardcreatestheskeletaldriver source
code,giving accessfunctionsto all theresourceson thehardware.

Kernel-Mode Performance: WinDriver’s API is optimizedfor performance.For
drivers that needkernel-modeperformance,WinDriver offers the Kernel
PlugIn. This powerful featureenablesyou to createanddebug your codein
usermodeandrun the performance-criticalpartsof your code(suchasthe
interrupthandlingor accessto I/O mappedmemoryranges)in kernelmode,
therebyachieving kernel-modeperformance(zeroperformancedegradation).
This uniquefeatureallows the developerto run user-modecodein the OS
kernelwithout having to learnhow thekernelworks. Thereis no needto use
theKernelPlugInwhenworking with WindowsCE or VxWorks,sincethereis
no separationbetweenuserandkernelmodesin theseoperatingsystems.This
enablesyou to achieveoptimalperformancefrom user-modecode.

1.3 How FastCan WinDri ver Go?

For PCI drivers,you canexpectthe samethroughputusingthe WinDriver Kernel
PlugIn aswhenusinga customkerneldriver. Throughputis constrainedonly by
the limitations of your operatingsystemandhardware. A roughestimateof the
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throughputyou canobtainusingthe KernelPlugIn is about100,000interruptsper
second.

1.4 Conclusion

UsingWinDriver, adeveloperneedonly do thefollowing to createanapplicationthat
accessesthecustomhardware:

• StartDriverWizardanddetectthehardwareandits resources.

• Automaticallygeneratethedevicedrivercodefrom within DriverWizard.

• Call thegeneratedfunctionsfrom theuser-modeapplication.

Thenew hardwareaccessapplicationwill run on all Windows platforms(including
WindowsCE),on Linux, on Solarisandon VxWorks(just recompile).

1.5 WinDri ver Benefits

• Easyuser-modedriverdevelopment.

• KernelPlugInfor high-performancedrivers.

• Friendly DriverWizardallows hardwarediagnosticswithout writing a single
line of code.

• Automaticallygeneratesthedrivercodefor theprojectin C, Delphi (Pascal)or
VisualBasic.

• Supportfor any PCI/CardBus/ISA/ISAPnP/EISA/CompactPCIand USB
device,regardlessof manufacturer.

• Enhancedsupportfor PLX/Altera/Marvell/AMCC/QuickLogic PCI chips
allows thedeveloperto disregardthePCI chip details.

• Enhancedsupportfor Cypress,STMicroelectronics,TexasInstrumentsand
NationalSemiconductorsUSB controllers,hiding from thedevelopertheUSB
implementationdetails.
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• Applications are binary-compatible across Windows
98/Me/NT/2000/XP/Server2003.

• Applications are source code compatible across Windows
98/Me/NT/2000/XP/CE/CE.NET/Server2003,Linux, SolarisandVxWorks.

• Canbe usedwith commondevelopmentenvironments,including MSDEV,
VisualC/C++,BorlandDelphi, BorlandC++, VisualBasic,GCCor any other
32-bit compiler.

• No DDK, ETK, DDI or any system-level programmingknowledgerequired.

• SupportsI/O, DMA, interrupthandlingandaccessto memory-mappedcards.

• Supportsmultiple CPUandmultiplePCI busplatforms.

• Supportfor 64-bitPCI datatransfers.

• Includesdynamicdriver loader.

• Comprehensivedocumentationandhelpfiles.

• Detailedexamplesin C, Delphi andVisualBasic.

• Two monthsof freetechnicalsupport.

• No runtimefeesor royalties.
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1.6 WinDri ver Ar chitecture

Figure1.1: WinDriver Architecture

For hardwareaccess,your applicationcallsoneof theWinDriver functionsfrom the
WinDriveruser-modelibrary (windr vr.h). Theuser-modelibrary callstheWinDriver
kernel,which accessesthehardwarefor you throughthenativecallsof theoperating
system.

WinDriver’s designminimizesperformancehits on your code,even thoughit is
running in usermode. However, somehardwaredrivershave high performance
requirementsthatcannotbeachievedin usermode.This is whereWinDriver’sedge
sharpens.After easilycreatinganddebuggingyour codein usermode,you may
drop the performance-criticalmodulesof your code(suchasa hardwareinterrupt
handler)into the WinDriver KernelPlugIn without changingthemat all. Now,
WinDriver kernelcalls this modulefrom kernelmode,therebyachieving maximal
performance.This allows you to programanddebug in usermode,andstill achieve
kernel performancewhereneeded. In Windows CE and VxWorks thereis no
separationbetweenusermodeandkernelmode;therefore,you mayachieveoptimal
performancedirectly from usermode,without needingto usetheKernelPlugIn in
theseoperatingsystems.
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1.7 What Platforms DoesWinDri ver Support?

WinDriversupportsWindows98/Me/NT/2000/XP/CE/CE.NET/Server2003,Linux,
SolarisandVxWorks.Thesamesourcecodewill runonall supportedplatforms.The
executableyou createwill operateon Windows 98/Me/NT/2000/XP/Server 2003.
Evenif your codeis meantonly for oneof theseoperatingsystems,usingWinDriver
will give you theflexibility to move your driver to anotheroperatingsystemwithout
needingto changeyourcode.

1.8 Limitations of the Differ ent Evaluation Versions

All theevaluationversionsof WinDriverarefull featured.No functionsarelimited or
crippledin any way. Theevaluationversionof WinDriver variesfrom theregistered
versionin thefollowing ways:

• Eachtime WinDriver is activated,anUn-registeredmessageappears.

• Whenusingthe DriverWizard,a dialog box with a messagestatingthat an
evaluationversionis beingrun appearson every interactionwith thehardware.

• In the Linux, Solaris,VxWorks and CE versions,the driver will remain
operationalfor 60 minutes,afterwhich time it mustberestarted.

• TheWindowsevaluationversionexpires30daysfrom thedateof installation.

For moredetailspleasereferto appendixC.

1.9 How Do I DevelopMy Dri ver with WinDri ver?

1.9.1 On Windows 98/Me/NT/2000/XP/Server 2003,Linux and
Solaris

1. StartDriverWizard.Referto Chapter5 for details.

2. DiagnoseyourdeviceusingDriverWizard.

3. Let DriverWizardgenerateskeletalcodefor yourdriver.
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4. Modify thecodegeneratedby DriverWizardto suit yourapplication’sneeds.

5. Runanddebugyourdriver in usermode.

6. If yourcodecontainsperformance-criticalsections,improvetheirperformance.
SeeChapter10 for details.

NOTE:
Thecodegeneratedby DriverWizardis in facta diagnosticsprogramthatcontains
functions that readand write to any resourcedetectedor defined(including
custom-definedregisters),enablesyour card’s interrupts,listensto them,access
USB pipesandmore.

1.9.2 On Windows CE

1. Plugyourhardwareinto aWindowshostmachine.

2. ActivateVisualC++ for CE on thehostmachine.

3. DiagnoseyourhardwareusingDriverWizard.

4. Let DriverWizardgenerateyourdriver’sskeletalcode.

5. Modify this codeusingVisualC++ to meetyourspecificneeds.

6. Testanddebug yourcodeandhardwarefrom theCE emulationrunningon the
hostmachine.

7. If yourcodecontainsperformance-criticalsections,improvetheirperformance.
SeeChapter10 for details.

NOTE:
ISAPnPis not supportedunderWindowsCE.

TIP
If you cannotplug your hardware into your NT machine,you may still use
DriverWizardby manuallyenteringall your resourcesinto it. Let DriverWizard
generateyourcodeandthentestit onyourhardwareusingaserialconnection.After
verifying that the generatedcodeworksproperly, modify it to meetyour specific
needs.You may alsouse(or combine)any of the samplefiles for your driver’s
skeletalcode.
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1.9.3 On VxWorks

1. Plugyourhardwareinto a Windowshostmachine.

2. DiagnoseyourhardwareusingDriverWizardfor Windows. Referto Chapter5
for details.

3. Let DriverWizardgenerateyour driver’sskeletalcodeandprojectmakefile for
Tornado.

4. Movethecodeto your tornadoenvironmentandcompileit.

5. Modify this codeusingtornadodevelopmentenvironment,or any other32-bit
developmentenvironment,to meetyourspecificneeds.

1.10 What Doesthe WinDri ver Toolkit Include?

• A printedversionof this manual

• Two monthsof freetechnicalsupport(Phone/Fax/Email)

• WinDrivermodules

• TheWinDriverCD

– Utilities

– ChipsetsupportAPIs

– Samplefiles

1.10.1 WinDri ver Modules

• WinDriver(WinDri ver\include) – thegeneralpurposehardwareaccesstoolkit.
Themainfileshereare:

– windr vr.h: theWinDriverAPI, datastructuresandconstantsaredefined
in this headerfile.

– wdu_lib.h: containsdefinitionsof theUSBuser-modelogic interface.

– windr vr_int_thr ead.h: containsdefinitions of interrupt wrapper
functionsto simplify interrupthandling.
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– windr vr_events.h: containsfunctionsto implementeventhandlingand
PnPnotifications.

– wdlib.h: containsAPI definitionsof theUSBHID extendedsupport.

– utils.h: OSspecificimplementationof threadsandevents.

– status_strings.h: errorstringsconversionfrom numericalreturnvalue.

• DriverWizard (Start Menu | Programs | WinDri ver | Dri verWizard) – a
graphicaltool thatdiagnosesyourhardwareandenablesyou to easilygenerate
codefor yourdriver (referto Chapter5 for details).

• Graphical Debugger (Start Menu | Programs | WinDri ver | Debug
Monitor ) – a graphicaldebuggingtool that collectsinformationaboutyour
driver as it runs; on Linux, Solaris,WinCE andVxWorks you canusethe
consoleversionof this program(referto Chapter7 for details).

• WinDriver distribution package(WinDri ver\redist) – thefiles you includein
thedriverdistribution to customers.

• WinDriverKernelPlugIn(WinDri ver\kerplug) – thefilesandsamplesneeded
to createa KernelPlugInfor WinDriver.

• This manual(Start Menu | Programs | WinDri ver) – the full WinDriver
manual(this document)in PDF, WindowsHelp andHTML formats.

1.10.2 Utilities

• PCI_SCAN.EXE (\WinDri ver\util\pci_scan.exe) – usedto obtaina list of the
PCI cardsinstalledandtheresourcesallocatedfor eachof them.

• PCI_DUMP.EXE (\WinDri ver\util\pci_dump.exe) – usedto obtaina dump
of all thePCI configurationregistersof thePCI cardsinstalled.

• USB_DIAG.EXE (\WinDri ver\util\usb_diag.exe) – providesalist of theUSB
devicesinstalledandidentifiestheresourcesallocatedfor eachoneof themand
theresourcesusedto accessthem.

The CE version includes:

• \REDIST\... \X86EMU\WINDR VR_CE_EMU.DLL : DLL that
communicateswith theWinDriver kernel—forthex86 HPCemulationmode
of WindowsCE.
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• \REDIST\... \X86EMU\WINDR VR_CE_EMU.LIB: an import library that
is usedto link with WinDriverapplicationsthatarecompiledfor thex86 HPC
emulationmodeof WindowsCE.

1.10.3 WinDri ver’s SpecificChipset Support

TheseareAPIs thatsupportthemajorPCI bridgechipsetsandUSB Controllers,for
evenfastercodedevelopment.Amongothersenhancedsupportis includedfor:

• WinDriver PLX APIs (for the9030,9050,9052,9054,9060,9080,9056and
9656PCI bridges)– undertherespectivedirectory, e.g.,WinDri ver\plx\9050.

• WinDriver Marvell APIs (for the Marvell GT64 PCI bridges) –
WinDri ver\marvell\gt64.

• WinDriver AMCC APIs (for the AMCC S5933 PCI bridges) –
WinDri ver\amcc.

• WinDriverALTERA (for AlteraPCI cores)– WinDri ver\altera.

• WinDriver QuickLogic APIs (for the QuickLogic PCI bridges) –
WinDri ver\QuickLogic.

• WinDriver CypressAPIs (for the CypressEZ-USB controllers) –
WinDri ver\cypress.

• WinDriver STMicroelectronicsAPIs (for the ST7 and ST9 chips) –
WinDri ver\st.

• WinDriver Texas InstrumentsAPIs (for the TUSB3410, TUSB3210,
TUSB2136,TUSB5052chips)– WinDri ver\ti .

Eachof thedirectoriesaboveincludesthefollowing subdirectories:

• \lib – thespecialchipsetAPI for theenhancedsupportchip, written usingthe
WinDriverAPI.

• \xxx_diag - a samplediagnosticsapplication,which waswritten usingthe
speciallibrary functionsavailablefor the chipsets;This applicationcanbe
compiledandexecutedas-is(xxx_diag i.e., p9054_diag.c for the PLX 9054
chip).

Referto Chapter8 for details.
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1.10.4 Samples

Hereyou will find the sourcecodefor the utilities listed earlier, alongwith other
samplesthatdemonstratehow to performthevariousdriver tasks.Find thesample
closestto thedriveryouneedanduseit to jump-startyourdriverdevelopmentprocess:

• WinDriversamples(WinDri ver\samples) – samplesthatdemonstratedifferent
commondrivers.

• WinDriver
for PLX/Altera/Marvell/AMCC/QuickLogic/Cypress/STMicroelectronics/TI
samples
(e.g.,WinDri ver\PLX\p9054_diagor WinDri ver\Cypress\bulk_sampleetc.)
– sourcecodeof the diagnosticsapplicationsfor the specificchipsetsthat
WinDriversupports.

1.11 Can I Distrib ute the Dri ver Createdwith
WinDri ver?

Yes.WinDriver is purchasedasa developmenttoolkit, andany devicedrivercreated
usingWinDrivermaybedistributedroyalty freein asmany copiesasyou wish. See
thelicenseagreement(WinDri ver\docs\license.txt) for moredetails.

1.12 Identifying the Right Tool for Your Development

Jungoofferstwo driverdevelopmentproducts:WinDriverandKernelDriver.

WinDri ver is designedfor monolithic type user-modedrivers. It enablesyou to
accessyourhardwaredirectly from within youruser-modeapplication,without
writing a kernel-modedevice driver. UsingWinDriver you caneitheraccess
your hardwaredirectly from your application(in usermode)or write a DLL
thatyou cancall from many differentapplications.

In addition,WinDriver providesa completesolution for high-performance
drivers.UsingWinDriver’sKernelPlugIn,you candropyour user-modecode
into thekernelandreachfull kernel-modeperformance.
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A drivercreatedwith WinDriver runson Windows98/Me/NT/2000/XP/Server
2003, Linux, Solaris,VxWorks and Windows CE/CE.NET. Typically, a
developerwithout any previousdriverknowledgecangeta driver runningin a
matterof a few hours(comparedto severalweekswith a kernel-modedriver).

KernelDriver is intendedfor creatingstandardoperatingsysteminternaldrivers
that requirehardwareaccessandthat mustcommunicatewith the operating
systemor mustbeimplementedin thekernel.

A driver created with KernelDriver can run on Windows
98/Me/NT/2000/XP/Server 2003. KernelDriver dramaticallysimplifies the
difficult taskof creatingkernel-modedevice drivers,by providing a hardware
accessAPI in thekernelmode,whichis portableacrossthesupportedoperating
systems.



Chapter 2

UnderstandingDeviceDri vers

This chapterprovidesyou with a general introductionto device drivers and takes
you throughthe structural elementsof a device driver.

2.1 DeviceDri ver Overview

Device driversare the softwaresegmentsthat providesan interfacebetweenthe
operatingsystemandthe specifichardwaredevicessuchasterminals,disks,tape
drives,videocardsandnetwork media.Thedevice driver bringsthedevice into and
out of service,setshardwareparametersin thedevice, transmitsdatafrom thekernel
to the device, receivesdatafrom the device andpassesit backto the kernel,and
handlesdeviceerrors.
A driver actslike a translatorbetweenthedevice andprogramsthatusethedevice.
Eachdevice hasits own setof specializedcommandsthatonly its driver knows. In
contrast,mostprogramsaccessdevicesby usinggenericcommands.The driver,
therefore,acceptsgenericcommandsfrom a programandthentranslatestheminto
specializedcommandsfor thedevice.

33
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2.2 Classificationof Dri versAccording to
Functionality

Therearenumerousdriver types,differing in their functionality. This subsection
briefly describesthreeof themostcommondriver types.

2.2.1 Monolithic Dri vers

Monolithic driversaredevice driversthat embodyall the functionality neededto
supporta hardwaredevice. A monolithic driver is accessedby oneor moreuser
applications,anddirectly drivesa hardwaredevice. Thedriver communicateswith
the applicationthroughI/O control commands(IOCTLs) anddrivesthe hardware
usingcallsto thedifferentDDK, ETK, DDI/DKI functions.

Figure2.1: Monolithic Drivers

Monolithic driversaresupportedin all operatingsystemsincluding all Windows
platformsandall Unix platforms.
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2.2.2 Layered Dri vers

Layereddriversaredevice drivers that arepart of a stackof device driversthat
togetherprocessan I/O request.An exampleof a layereddriver is a driver that
interceptscallsto thediskandencrypts/decryptsall databeingtransferredto/fromthe
disk. In this example,a driver would behookedon to the top of theexisting driver
andwould only do theencryption/decryption.

Layereddriversaresometimesalsoknown asfilter drivers,andaresupportedin all
operatingsystemsincludingall Windowsplatformsandall Unix platforms.

Figure2.2: LayeredDrivers

2.2.3 Miniport Dri vers

A Miniport driver is anadd-onto a classdriver thatsupportsminiport drivers. It is
usedsotheminiport driver doesnot have to implementall of thefunctionsrequired
of adriver for thatclass.Theclassdriverprovidesthebasicclassfunctionalityfor the
miniport driver.
A classdriver is a driver thatsupportsa groupof devicesof commonfunctionality,
suchasall HID devicesor all network devices.

Miniport driversarealsocalledminiclassdriversor minidrivers,andaresupportedin
theWindowsNT (or 2000)family, namelyWindowsNT/2000/XPandServer2003.

Windows NT/2000/XP/Server2003provide severaldriver classes(calledports)that
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Figure2.3: Miniport Drivers

handlethecommonfunctionalityof their class.It is thenup to theuserto addonly
thefunctionalitythathasto do with theinnerworkingsof thespecifichardware.

The NDIS miniport driver is oneexampleof sucha driver. The NDIS miniport
framework is usedto createnetwork driversthat hook up to NT’s communication
stacks,and are thereforeaccessibleto commoncommunicationcalls usedby
applications.TheWindowsNT kernelprovidesdriversfor thevariouscommunication
stacksandothercodethat is commonto communicationcards. Due to the NDIS
framework, thenetwork carddeveloperdoesnot have to write all of this code,only
thecodethatis specificto thenetwork cardheis developing.

2.3 Classificationof Dri versAccording to Operating
Systems

2.3.1 WDM Dri vers

WDM (WindowsDriverModel) driversarekernel-modedriverswithin theWindows
NT and Windows 98 operatingsystemfamilies. Windows NT family includes
Windows NT/2000/XP/Server2003,andWindows 98 family includesWindows 98
andWindowsMe.
WDM worksby channelingsomeof thework of thedevicedriver into portionsof the
codethatareintegratedinto theoperatingsystem.Theseportionsof codehandleall
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of thelow-level buffer management,includingDMA andPlugandPlay(Pnp)device
enumeration.
WDM driversarePnPdriversthatsupportpowermanagementprotocols,andinclude
monolithicdrivers,layereddriversandminiport drivers.

2.3.2 VxD Dri vers

VxD driversareWindows 95/98/MeVirtual Device Drivers,often calledVxDs
becausethe filenamesend with the .vxd extension. VxD drivers are typically
monolithicin nature.They providedirectaccessto hardwareandprivilegedoperating
systemfunctions.VxD driverscanbestackedor layeredin any fashion,but thedriver
structureitself doesnot imposeany layering.

2.3.3 Unix Device Dri vers

In theclassicUnix drivermodel,devicesbelongto oneof threecategories:character
(char)devices,block devicesandnetwork devices. Driversthat implementthese
devicesarecorrespondinglyknown aschardrivers,block driversor network drivers.
UnderUnix, driversarecodeunitslinkedinto thekernelthatrun in privilegedkernel
mode.Generally, driver coderunson behalfof a user-modeapplication.Accessto
Unix driversfrom user-modeapplicationsis providedvia the file system.In other
words,devicesappearto theapplicationsasspecialdevicefiles thatcanbeopened.

Unix device driversareeitherlayeredor monolithicdrivers.A monolithicdrivercan
beperceivedasaone-layerlayereddriver.

2.3.4 Linux Device Dri vers

Linux device driversarebasedon theclassicUnix device driver model. In addition,
Linux introducessomenew characteristics.

UnderLinux, a block device canbeaccessedlike a characterdevice,asin Unix, but
alsohasa block-orientedinterfacethatis invisible to theuseror application.

Traditionally, underUnix, devicedriversarelinkedwith thekernel,andthesystemis
broughtdown andrestartedafterinstallinganew driver. Linux introducestheconcept
of a dynamicallyloadabledriver calleda module.Linux modulescanbe loadedor
removeddynamicallywithout requiringthesystemto beshutdown. A Linux driver
canbewritten so that it is staticallylinkedor written in a modularform thatallows



38 2 UnderstandingDevice Drivers

it to bedynamicallyloaded.This makesLinux memoryusagevery efficient because
modulescanbewrittento probefor theirown hardwareandunloadthemselvesif they
cannotfind thehardwarethey arelooking for.

Like Unix device drivers,Linux device driversareeither layeredor monolithic
drivers.

2.3.5 Solaris Device Dri vers

Solarisdevice driversarealsobasedon theclassicUnix device driver model. Like
Linux drivers,Solarisdriversmay be either statically linked with the kernelor
dynamicallyloadedandremovedfrom thekernel.

Like Unix andLinux device drivers,Solarisdevice driversareeither layeredor
monolithicdrivers.

2.4 The Entry Point of the Dri ver

Every device driver musthave onemainentrypoint, like themain() function in a
C consoleapplication.This entrypoint is calledDriverEntry() in Windowsand
init_module() in Linux. Whentheoperatingsystemloadsthedevicedriver, this
driverentryprocedureis called.

Thereis someglobalinitialization thateverydriverneedsto performonly oncewhen
it is loadedfor the first time. This global initialization is the responsibilityof the
DriverEntry()/init_module() routine. The entry function alsoregisters
which drivercallbackswill becalledby theoperatingsystem.Thesedrivercallbacks
are operatingsystemrequestsfor servicesfrom the driver. In Windows, these
callbacksarecalleddispatch routines, andin Linux they arecalledfile operations.
Eachregisteredcallbackis calledby theoperatingsystemasa resultof somecriteria,
suchasdisconnectionof hardware,for example.

2.5 Associatingthe Hardware to the Dri ver

Operatingsystemsdiffer in how they link adevice to its driver.
In Windows,thelink is performedby theINF file, which registersthedevice to work
with thedriver. This associationis performedbeforetheDriverEntry() routine
is called.Theoperatingsystemrecognizesthedevice, looksup in its databasewhich
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INF file is associatedwith thedevice,andaccordingto theINF file, callsthedriver’s
entrypoint.
In Linux, thelink betweenadeviceandits driver is definedin theinit_module()
routine. The init_module() routine includesa callbackwhich stateswhat
hardwarethedriver is designatedto handle.Theoperatingsystemcalls thedriver’s
entrypoint,basedon thedefinitionin thecode.

2.6 Communicating with Dri vers

A driver cancreatean instance,thusenablinganapplicationto opena handleto the
driver throughwhich theapplicationcancommunicatewith it.
Theapplicationscommunicatewith thedriversusinga file accessAPI (Application
ProgramInterface).Applicationsopena handleto thedriverusingCreateFile()
call (in Windows), or open() call (in Linux) with the nameof the device as
the file name. In orderto readfrom andwrite to the device, the applicationcalls
ReadFile() andWriteFile() (in Windows),or read(), write() in Linux.
Sending requestsis accomplishedusing an I/O control call, called
DeviceIoControl() (in Windows), andioctl() in Linux. In this I/O
controlcall, theapplicationspecifies:

• Thedevice to which thecall is made(by providing thedevice’shandle).

• An IOCTL codethatdescribeswhich functionthis deviceshouldperform.

• A buffer with thedataon which therequestshouldbeperformed.

The IOCTL codeis a numberthat the driver andthe requesteragreeuponfor a
commontask.

Thedatapassedbetweenthedriverandtheapplicationis encapsulatedinto astructure.
In Windows,this structureis calledanI/O RequestPacket (IRP),andis encapsulated
by the I/O Manager. This structureis passedon to the device driver, which may
modify it andpassit down to otherdevicedrivers.



Chapter 3

WinDri verUSBOverview

This chapterexploresthe basiccharacteristicsof the USBbus and introduces
WinDriver USB’s featuresand architecture.

3.1 Intr oduction to USB

USB (UniversalSerialBus) is anindustrystandardextensionto thePCarchitecture
for attachingperipheralsto thecomputer. TheUniversalSerialBuswasoriginally
developedin 1995by leadingPCandtelecommunicationindustrycompanies,such
asIntel, Compaq,Microsoft andNEC. USB wasdevelopedto meetseveralneeds.
Amongthemweretheneedsfor aninexpensiveandwidespreadconnectivity solution
for peripheralsin generalandfor computertelephony integrationin particular, an
easy-to-useandflexible methodof reconfiguringthePC,anda solutionfor addinga
largenumberof externalperipherals.

The USB interfacemeetstheseneeds.A singleUSB port canbe usedto connect
up to 127peripheraldevices. USB alsosupportsPlugandPlay installationandhot
swapping.USB 1.1 supportsboth isochronousandasynchronousdatatransfersand
hasdual speeddatatransfer:1.5 Mbps (megabitsper second)for low-speedUSB
devicesand12Mbpsfor high-speedUSBdevices(muchfasterthantheoriginalserial
port). Cablesconnectingthe device to the PC canbe up to five meters(16.4 feet)
long. USBincludesbuilt-in powerdistribution for low powerdevicesandcanprovide
limited power (up to 500mA of current)to devicesattachedon thebus.

Becauseof thesebenefits,USB is enjoying broadmarketacceptancetoday.

40
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USB 2.0supportsa signallingrateof 480Mbps,40 timesfasterthanUSB 1.1. USB
2.0 is fully forward-andbackward-compatiblewith USB1.1andusesexisting cables
andconnectors.

USB 2.0 supportsconnectionswith PC peripheralsthat provide expanded
functionality and requirewider bandwidth. In addition, it can handlea larger
numberof peripheralssimultaneously.

USB 2.0 enhancestheuser’s experienceof many applications,including interactive
gaming,broadbandInternetaccess,desktopandWeb publishing,Internetservices
andconferencing.

3.2 WinDri ver USBBenefits

• Externalconnection,maximizingeaseof use

• Self identifyingperipheralssupportingautomaticmappingof functionto driver
andconfiguration

• Dynamicallyattachableandre-configurableperipherals

• Suitablefor devicebandwidthsrangingfrom a few Kbpsto hundredsof Mbps

• Supportsisochronousaswell asasynchronoustransfertypesover thesameset
of wires

• Supportssimultaneousoperationof many devices(multipleconnections)

• SupportsUSB 2.0 (Hi-Speed)devicesfor theoperatingsystemsthatofficially
supportthis specification

• Guaranteedbandwidthandlow latencies;appropriatefor telephony, audio,etc.
(isochronoustransfermayusealmostentirebusbandwidth)

• Flexibility: supportsawiderangeof packetsizesandawiderangeof datarates

• Robustness:built-in error handlingmechanismanddynamicinsertionand
removal of deviceswith no delayobservedby theuser

• Synergy with PCindustry

• Optimizedfor integrationin peripheralandhosthardware
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• Low-cost implementation,thereforesuitablefor developmentof low-cost
peripherals

• Low-costcablesandconnectors

• Usescommoditytechnologies

• Built-in powermanagementanddistribution

• Specificlibrary supportfor customUSBHID devices

3.3 USBComponents

USB Host: TheUSB hostcomputeris wheretheUSB hostcontrolleris installed
andwheretheclient software/device driver runs. TheUSB hostcontrolleris
theinterfacebetweenthehostandtheUSBperipherals.Thehostis responsible
for detectingtheattachmentandremoval of USBdevices,managingthecontrol
anddataflow betweenthehostandthedevices,providing power to attached
devicesandmore.

USB Hub: A USB device thatallows multiple USB devicesto attachto a single
USB port on a USB host. Hubson thebackplaneof thehostsarecalledroot
hubs.Otherhubsarecalledexternalhubs.

USB Function: A USB device that can transmit or receive dataor control
informationover the bus andthat providesa function. Compounddevices
providemultiple functionson theUSBbus.

3.4 Data Flow in USBDevices

During the operationof a USB device, dataflows betweenthe client softwareand
thedevice. Thedatais transferredvia pipesthatrun betweenmemorybuffersof the
softwareon thehostandendpointson thedevice.

A uniquelyidentifiableentity on a USB device,anendpointis thesourceor terminus
of thedatathatflows from or to thedevice. EachUSB device, logical or physical,
hasacollectionof independentendpoints.Eachendpointhasthefollowing attributes:
bus accessfrequency, bandwidthrequirement,endpointnumber, error handling
mechanism,maximumpacket sizethatcanbetransmittedor received,transfertype
anddirection(into or out of thedevice).
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A pipeis a logical componentthatrepresentsanassociationbetweenanendpointon
theUSBdeviceandsoftwareon thehost.Datais movedto andfrom adevicethrough
a pipe. A pipecanbeeithera streampipeor a messagepipe,dependingon thetype
of datatransferusedin thepipe.Streampipeshandleinterrupt,bulk andisochronous
transfers,while messagepipessupportthecontrol transfertype. ThedifferentUSB
transfertypesarediscussedbelow:

Figure3.1: USB Endpoints

3.5 USBData Exchange

TheUSB standardsupportstwo kindsof dataexchangebetweena hostanda device:
functionaldataexchangeandcontrolexchange.

Functional data exchange is usedto movedatato andfrom thedevice. Thereare
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threetypesof datatransfers:bulk transfers,interrupttransfersandisochronous
transfers.

Control exchange is usedto configureadevicewhenit is first attachedandcanalso
beusedfor otherdevice-specificpurposes,includingcontrolof otherpipeson
thedevice. Controlexchangetakesplacevia a controlpipe,mainly thedefault
Pipe0, which alwaysexists. Thecontrol transferconsistsof a setupstage(in
which a setuppacket is sentfrom thehostto thedevice),anoptionaldatastage
anda statusstage.

More informationon how to implementthecontrol transferby sendingsetuppackets
canbefoundin Chapter9, which dealswith WinDriver implementationissues.

Thescreenshotbelow depictsa USB devicewith onebidirectionalcontrolandthree
functionaldatatransferpipes/endpoints:

Figure3.2: USB Pipes
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3.6 USBData Transfer Types

TheUSB device (function)communicateswith thehostby transferringdatathrough
a pipe betweena memorybuffer on the hostandan endpointon the device. USB
providesfor four differenttransfertypes.A type is selectedfor a specificendpoint
accordingto therequirementsof thedevice andthesoftware.Thetransfertypeof a
specificendpointis determinedin theendpointdescriptor.

Datatransfertypesprovidedfor by theUSB specificationareasfollows:

Control Transfer is mainly intendedto supportconfiguration,commandandstatus
operationsbetweenthe software on the host and the device. EachUSB
devicehasat leastonecontrolpipe(defaultpipe),which providesaccessto the
configuration,statusandcontrolinformation.Thecontrolpipeis abidirectional
pipe. Controltransferis bursty, non-periodiccommunication.Controltransfer
hasarobusterrordetection,recoveryandretransmissionmechanismandretries
aremadewithout the involvementof the driver. Control transferis usedby
low-speedandhigh-speeddevices.

IsochronousTransfer is mostcommonlyusedfor time-dependentinformation,
suchas multimediastreamsand telephony. The transferis periodic and
continuous.The isochronouspipe is unidirectionalanda certainendpoint
can either transmit or receive information. Bidirectional isochronous
communicationrequirestwo isochronouspipes,onein eachdirection. USB
guaranteesthe isochronoustransferaccessto the USB bandwidth(that is it
reservestherequiredamountof bytesof theUSB frame)with boundedlatency
andguaranteesthe datatransferrate throughthe pipe unlessthereis less
datatransmitted.Up to 90% of the USB framecanbe allocatedto periodic
transfers(isochronousandinterrupttransfers).If, duringconfiguration,there
is not sufficient bus time available for the requesterisochronouspipe, the
configurationis not established.Sincetimelinessis more importantthan
correctnessin thesetypesof transfers,noretriesaremadein caseof errorin the
datatransfer. However, thedatareceiver candeterminethatanerroroccurred
on thebus. Isochronoustransfercanbeusedonly by high-speeddevices.

Interrupt Transfer is intendedfor devicesthatsendandreceive smallamountsof
datainfrequentlyor in anasynchronoustime frame.An interrupttransfertype
guaranteesa maximumserviceperiodanda thatdelivery will bere-attempted
in thenext periodif thereis an erroron the bus. The interruptpipe, like the
isochronouspipe, is unidirectional.Thebusaccesstime period(1-255msfor
high-speeddevicesand10-255msfor low-speeddevices)is specifiedby the
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endpointof theinterruptpipe.Althoughthehostandthedevicecanonly count
on thetime periodspecifiedby theendpoint,thesystemcanprovide a shorter
period(up to 1 ms).

Bulk Transfer is non-periodic,largepacket, burstycommunication.Bulk transfer
typically supportsdevicesthat transferlarge amountsof non-timesensitive
data,andthatcanuseany availablebandwidth,suchasprintersandscanners.
Bulk transferallows accessto thebus on an "as-available"basis,guarantees
the datatransferbut not the latency, andprovidesanerrorcheckmechanism
with retriesattempts.If partof theUSB bandwidthis not beingusedfor other
transfers,thesystemwill useit for bulk transfer. Like theotherstreampipes
(isochronousandinterrupt),thebulk pipeis alsounidirectional.Bulk transfer
canonly beusedby high-speeddevices.

3.7 USBConfiguration

Beforethe USB function (or functions,in a compounddevice) canbe operated,
the device mustbe configured. The host doesthe configuringby acquiringthe
configurationinformationfrom theUSB device. USB devicesreporttheir attributes
by descriptors.A descriptoris thedefinedstructureandformat in which thedatais
transferred.A completedescriptionof theUSBdescriptorscanbefoundin Chapter9
of theUSBSpecification(seehttp://www.usb.org for thefull specification).

It is bestto view theUSBdescriptorsasahierarchicalstructurewith four levels:

• TheDevice level

• TheConfigurationlevel

• TheInterfacelevel (this level mayincludeanoptionalsub-level calledalternate
settings)

• TheEndpointlevel

Thereis only onedevicedescriptorfor eachUSBdevice. Eachdevicehasoneor more
configurations,eachconfigurationhasoneor moreinterfaces,andeachinterfacehas
zeroor moreendpoints.

Device Level: Thedevice descriptorincludesgeneralinformationabouttheUSB
device, that is, global informationfor all of the device configurations.The

http://www.usb.org
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device descriptoridentifies,amongotherthings,thedevice class(HID device,
hub, locatordevice, etc.),subclass,protocolcode,vendorID, device ID and
more.EachUSBdevicehasonedevicedescriptor.

Configuration Level: A USB device hasoneor moreconfigurationdescriptors.
Eachdescriptoridentifiesthenumberof interfacesgroupedin theconfiguration
andthe power attributesof the configuration(suchasself-powered,remote
wakeup,maximumpower consumptionandmore). Only oneconfiguration
canbe loadedat a giventime. For example,anISDN adaptermight have two
differentconfigurations,onethatpresentsit with asingleinterfaceof 128Kbps
andasecondthatpresentsit with two interfacesof 64 Kbpseach.

Interface Level: The interfaceis a relatedsetof endpointsthatpresenta specific
functionalityor featureof thedevice.Eachinterfacemayoperateindependently.
The interfacedescriptordescribesthenumberof the interface,thenumberof
endpointsusedby this interfaceandthe interface-specificclass,subclassand
protocolvalueswhenthe interfaceoperatesindependently. In addition,an
interfacemayhavealternatesettings.Thealternatesettingsallow theendpoints
or their characteristicsto bevariedafterthedevice is configured.

Endpoint Level: The lowest level is the endpointdescriptorthat provides the
hostwith informationregardingthe datatransfertype of the endpointand
the bandwidthof eachendpoint(the maximumpacket sizeof the specific
endpoint).For isochronousendpoints,this valueis usedto reserve thebustime
requiredfor the datatransfer. Otherattributesof the endpointsaretheir bus
accessfrequency, their endpointnumber, their errorhandlingmechanismand
their direction.

Seemscomplicated?Not atall! WinDriverautomatestheUSBconfigurationprocess.
The includedDriverWizard andUSB diagnosticsapplicationscanthe USB bus,
detectall USB devicesandtheir configurations,interfaces,settingsandendpoints,
andenablethe developerto pick the desiredconfigurationbeforestartingdriver
development.

WinDriver identifies the endpointtransfertype as determinedin the endpoint
descriptor. Thedrivercreatedwith WinDrivercontainsall configurationinformation
acquiredat thisearlystage.
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3.8 WinDri ver USB

WinDriver USB enablesdevelopersto quickly develop high-performancedrivers
for USB-baseddevices,without having to learnthe USB specificationsor the OS
internals.UsingWinDriverUSB,developerscancreateUSB driverswithout having
to usetheDDK, andwithout having to befamiliar with Microsoft’s WDM (Win32
DriverModule).

Thedrivercodedevelopedwith WinDriverUSB is binarycompatiblewith Windows
98,WindowsMe, Windows2000,WindowsXP andWindowsServer2003.

Thesourcecodewill becodecompatiblewith all otheroperatingsystemssupported
by WinDriver USB, including Linux andWindows CE. For an up-to-datelist of
operatingsystemssupportedby WinDriver USB, pleasevisit Jungo’s web site at:
http://www.jungo.com.

WinDriver USB encapsulatesthe USB specificationandarchitecture,letting you
focuson your applicationlogic. WinDriverUSB featuresDriverWizard,with which
you candetectyour hardware,configureit andtestit beforewriting a singleline of
code.DriverWizardfirst leadsyou throughtheconfigurationprocedure,whereyou
canchoosethedesiredconfiguration,interfaceandalternatesettingthroughafriendly
graphicaluserinterface.After detectingandconfiguringyour USB device, you can
thentestit, listen to pipes,write andreadpacketsandensurethatall your hardware
resourcesfunctionasexpected.WinDriverUSB is a generictool kit thatsupportsall
USBdevicesfrom all vendorsandwith all typesof configurations.

After your hardwareis diagnosed,DriverWizardautomaticallygeneratesyourdevice
driversourcecodein C, Delphi or VisualBasic.WinDriverUSBprovidesuser-mode
APIs to your hardware,which you cancall from within your application. The
WinDriver USB API is specificto your USB device and includesUSB-unique
operationssuchasreset-pipeandreset-device. Along with thedeviceAPI, WinDriver
USB createsa diagnosticsapplication,which just needsto becompiledandrun. You
canusethis applicationasyour skeletaldriver to jump-startyour developmentcycle.
If you area VB or a Delphi programmer, you will find that theWinDriverUSB API
is alsosupportedin VB andDelphi,giving you everythingyou needto developyour
driver in VB andDelphi.

DriverWizardalsoautomatesthecreationof anINF file, if needed.An INF file is a
text file usedby thePlugandPlaymechanismsof Windows 98/Me/2000/XP/Server
2003 to load the driver for a newly installedpieceof hardwareor to replacean
existing driver. TheINF file includesall necessaryinformationaboutthedevice(s)
andthefiles to beinstalled.INF filesarerequiredfor piecesof hardwarethatidentify
themselves,suchasUSB andPCI. In somecases,theINF file of yourspecificdevice

http://www.jungo.com
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is includedin theINF files thatareshippedwith theoperatingsystem.In othercases,
you will needto createanINF file for yourdevice. WinDriverautomatesthis process
for you. More informationonhow to createyourown INF file with DriverWizardcan
be found in Chapter5, which explainstheDriverWizard. Instructionsfor installing
INF filescanbefoundin Chapter14, which illustrateshow to distributeyourdriver.

With WinDriver USB, all developmentis done in usermode, using familiar
developmentanddebuggingtools andyour favorite compiler (suchasMSDEV,
VisualC/C++,BorlandDelphi,BorlandC++ or VisualBasic).
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3.9 WinDri ver USBAr chitecture

Figure3.3: WinDriver USB Architecture

To accessyourhardware,yourapplicationmakescallsto theWinDriverkernelmodule
usingfunctionsfrom theWinDriver USB API. . Thehigh-level functionsmake use
of thelow-level functions,which useIOCTLs to enablecommunicationbetweenthe
WinDriver kernelmoduleandyour user-modeapplication. The WinDriver kernel
moduleaccessesyour USB device resourcesthroughthe native operatingsystem
calls.

Therearetwo layersresponsiblefor abstractingtheUSB device to theUSB device
driver. Theupperoneis theUSB Driver layer (including theUSB Driver (USBD)
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andUSB Hub Driver) andthe lower oneis theHostControllerDriver layer(HCD).
Thedivision of dutiesbetweentheHCD andUSBD is not defined,andis operating
systemdependent.Both HCD andUSBD aresoftwareinterfacesandcomponentsof
theoperatingsystem,wheretheHCD layerrepresentsa lower level of abstraction.

The HCD is the software layer that providesan abstractionof the hostcontroller
hardwarewhile the USBD providesan abstractionof theUSB device andthedata
transferbetweenthehostsoftwareandthefunctionof theUSBdevice.

The USBD communicateswith its clients(the specificdevice driver for example)
throughtheUSBDriver Interface.At thelower level, theUSBDandUSBHubDriver
implementthehardwareaccessanddatatransferby communicatingwith theHCD
usingthehostcontrollerdriver interface.

The USB Hub Driver is responsiblefor identifying the additionandremoval of
devicesfrom aparticularhub. OncetheHubDriverreceivesasignalthatadevicewas
attachedor detached,it usesadditionalhostsoftwareandtheUSBdriver to recognize
andconfigurethedevice. Thesoftwareimplementingtheconfigurationcaninclude
thehubdriver, thedevicedriverandothersoftware.

WinDriver USB abstractsthe configurationprocedureand hardware access
describedabove for the developer. With WinDriver USB API, developerscan
do all thehardware-relatedoperationswithout having to masterthe lower levelsof
implementingtheseactivities.

3.10 Which Dri versCan I Write with WinDri ver
USB?

Almost all monolithicdrivers(driversthatneedto accessspecificUSB devices)can
bewrittenwith WinDriverUSB.In caseswhereastandarddriverneedsto bewritten,
e.g.,NDIS driver, SCSIdriver, Display driver, USB to Serialport drivers,USB
layereddrivers,etc.,useKernelDriverUSB(alsofrom Jungo).

For quicker developmenttime, selectWinDriver USB over KernelDriver USB
whereverpossible.
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3.11 WinDri ver Extensionfor CustomUSBHID
Devices

WinDriver hasa new featureto supportthedevelopmentof driversfor customUSB
HID devices. This extensionprovidesuserlevel librariesandDLLs thatenablethe
applicationdeveloperto accesshis customUSBHID devicewithout needingto write
device driversat all. The WinDriver extensionfor customUSB HID devicesuses
thestandardUSB HID classdriversthatarepartof theoperatingsystem,providing
developerswith an easy-to-useAPI andsignificantly shorteningthe amountof
time neededto developsupportfor customHID USB devices. BecauseWinDriver
extensionfor customUSB HID devicesexploits thestandardHID supportprovided
with the operatingsystem,no kernel-level driver needbe developed,resultingin
hasslefreedistributionandmaintenanceof yourapplication.
Thereareseveral differencesbetweenWinDriver extensionfor customUSB HID
devicesandclassicWinDriver:

• User-modeDLL vs.kernel-modedriver

• DifferentAPI (WDL_ vs.WD_)

• Usageof HID classdrivervs.usageof customWinDriverUSBdriver

• Distribution issues(wdlib.dll vs.windr vr6.sys)

TheWinDriver extensionfor customUSBHID devicesusesa user-level DLL to
provide supportfor HID. Throughoutthis manual,certain sectionsmaydiffer
betweenclassicWinDriver and the WinDriver extensionfor customUSBHID
devices. If you are developingusingthe WinDriver extensionfor customUSBHID
devices,be sure to refer to the sectionsdirectedat that product.



Chapter 4

Installing WinDri ver

This chapter takesyou throughthe WinDriver installation process,and showsyou
how to verify that your WinDriver is properly installed. The last sectiondiscusses
the uninstall procedure.

4.1 SystemRequirements

4.1.1 For Windows 98/Me

• An x86 processor

• Any 32-bit developmentenvironmentsupportingC, VB or Delphi

4.1.2 For Windows NT/2000/XP/Server 2003

• An x86 processor

• Any 32-bit developmentenvironmentsupportingC, VB or Delphi

• WindowsNT: ServicePack3 or higher(ServicePack6 is recommended)

53
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4.1.3 For Windows CE

• An x86WindowsCEtargetplatform

or

A MIPS / ARM Windows CE target platform. This option is availablefor
WindowsCE 4.x (.NET)

• WindowsNT/2000/XP/Server2003hostdevelopmentplatform

• Microsoft eMbeddedVisualC++ with a correspondingtargetSDK

or

Microsoft PlatformBuilder with correspondingBSP(BoardSupportPackage)
for thetargetplatform

4.1.4 For Linux

• Linux 2.2,2.4or 2.6

• An x86processor

• A GCCcompilerfor WinDriver installationandfor KernelPlugIn

NOTE:
TheGCCcompilermustbethesameversionastherunningkernel

• Any 32-bit developmentenvironmentsupportingC (suchasGCC) for user
mode

4.1.5 For Solaris

• Solaris8.0/9.0

• 64-bit or 32-bit kernelon SPARC platform
or
32-bit kernelon x86platform

• Any developmentenvironmentsupportingC (suchasGCC)

• WinDriver 5.22is still providedfor Solaris2.6/7.032-bit kernelon Intel x86
platform.
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NOTE:
If you have chosena developmentenvironment other than GCC, make
sure libgcc is installed on your computer. You may download it from
http://www.sunfreeware.com.
Setthe LD_LIBRARY_PATH to the locationof your libgcc, a probablelocation
would be:
LD_LIBRARY_PATH= /usr/local/lib:/usr/local/lib/sparcv9

4.1.6 For VxWorks

• VxWorks5.4

• Windowshostdevelopmentplatform

• Tornado2.0 IDE

• TargetPlatformrunninga processorthathasa BSP(BoardSupportPackage)
compatiblewith thelist of CPU/BSPcombinationssupportedby DriverBuilder

For an up-to-date list see:
http://www.jungo.com/db-vxworks.html#platforms

For informationon BSPcompatibility, pleasecontactyour nearestWindRiver
Systemssupportrepresentative.

4.2 WinDri ver Installation Process

The WinDriver CD containsall versionsof WinDriver for all the different
operatingsystems. The CD’s root directory containsthe Windows 98/Me and
NT/2000/XP/Server2003version.This will automaticallybegin whenyou insertthe
CD into yourCD drive. Theotherversionsof WinDriverarelocatedin subdirectories,
i.e., \Linux, \Wince andsoon.

4.2.1 WinDri ver Installation Instructions for Windows 98,Me,
NT, 2000,XP and Server 2003

NOTE:
You musthave administrativeprivilegesin orderto install WinDriver on Windows
98,Me, NT, 2000,XP andServer2003.

http://www.jungo.com/db-vxworks.html#platforms
http://www.sunfreeware.com
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1. InserttheWinDriverCD into yourCD-ROM drive.
(WheninstallingWinDriver by downloadingit from Jungo’s website instead
of using the WinDriver CD, doubleclick the downloadedWinDriver file
(WDxxx.EXE) in yourdownloaddirectory, andgo to Step3).

2. Wait a few secondsuntil the installationprogramstartsautomatically. If for
somereasonit doesnot startautomatically, double-clickthefile WDxxx.EXE
(wherexxx is theversionnumber)andclick theInstall WinDri ver button.

3. Readthelicenseagreementcarefully, andclick Yesif youacceptits terms.

4. Choosethedestinationlocationin which to install WinDriver.

5. In theSetup Type screen,chooseoneof thefollowing:

• Typical – to install all WinDriver modules(genericWinDriver toolkit +
specificchipsetAPIs)

• Compact – to install only thegenericWinDriver toolkit

• Custom – to choosewhich modulesof WinDriver to install; you may
choosewhich APIs will beinstalled

6. After the installerfinishescopying therequiredfiles, choosewhetherto view
thequick-startguides.

7. You will bepromptedto rebootyourcomputer.

The following stepsare for registered usersonly:

In orderto registeryourcopy of WinDriverwith thelicenseyoureceivedfrom Jungo,
follow thestepsbelow:

1. Activate DriverWizard GUI (Start | Programs | WinDri ver |
Dri verWizard).

2. Selectthe Register WinDri ver option from the File menuand insert the
licensestringyou receivedfrom Jungo.Click theActivate Licensebutton.

3. To activatesourcecodeyou developedduring the evaluationperiod,please
referto WD_License functionreferencein SectionA.1.9.
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4.2.2 Installing WinDri ver CE

Installing WinDri ver CE when Building New CE-basedPlatforms

The following instructionsapply to platform developerswho build WinCE kernel
imagesusingWindowsCE PlatformBuilder:

NOTE:
We recommendthat you readMicrosoft’s documentationand understandthe
Windows CE anddevice driver integration procedurebeforeyou perform the
installation.

1. RunMicrosoftPlatform Builder andopenyourplatform.

2. SelectOpen Build ReleaseDir ectory from theBuild menu.

3. Copy theWinDriverCE kernelfile
\WinDri ver\redist\TARGET_CPU\windr vr6.dll
to the%_FLATRELEASEDIR% subdirectoryonyourdevelopmentplatform
(shouldbethecurrentdirectoryin thenew commandwindow).

4. Appendthecontentsof thefile
\WinDri ver\samples\wince_install\PROJECT_WD.REG
to thefile PROJECT.REG in the%_FLATRELEASEDIR% subdirectory.

NOTE:
On non-x86platforms,for PCI only: make sureyou copy the linesspecified
for PCI from PROJECT_WD.REG to PROJECT.REG, afterremoving the
commentmarks,andinsertingthecardspecificinformation.

5. Appendthecontentsof thefile
\WinDri ver\samples\wince_install\PROJECT_WD.BIB
to thefile PROJECT.BIB in the%_FLATRELEASEDIR% subdirectory.

This step is only necessaryif you want the WinDriver CE kernel file
(windr vr6.dll ) to bea permanentpartof theWindows CE image(NK.BIN ).
This would bethecaseif you weretransferringthefile to your targetplatform
usinga floppy disk. If you prefer to have the file windr vr6.dll loadedon
demandvia the CESH/PPSHservices,you neednot carryout this stepuntil
youbuild a permanentkernel.

6. SelectMake Image from theBuild menuandnamethenew imageNK.BIN .
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7. Downloadyour new kernel to the target platform andinitialize it eitherby
selectingDownload/Initialize from theTarget menuor by usingafloppy disk.

8. Restartyour targetCE platform. TheWinDriver CE kernelwill automatically
load.

9. Compileandrun the sampleprogramsto make surethat WinDriver CE is
loadedandis functioningcorrectly. (SeeSection4.4, which describeshow to
checkyour installation.)

Installing WinDri ver CE when Developing Applications for CE Computers

The following instructionsapply to driver developerswho do not build theWinCE
kernel,but only downloadtheir drivers,built usingMicrosoft eMbeddedVisualC++,
to a ready-madeWinCE platform:

1. InserttheWinDriverCD into yourWindowshostCD drive.

2. Exit from theautoinstallation.

3. Doubleclick theCd_setup.exefile foundin the \Wince directoryon theCD.
This will copy all neededWinDriverfiles to yourhostdevelopmentplatform.

4. Copy theWinDriverCE kernelfile
\WinDri ver\redist\TARGET_CPU\windr vr6.dll
to the\WINDOWS subdirectoryof your targetCEcomputer.

5. Use the Windows CE RemoteRegistry Editor tool (ceregedt.exe) or the
Pocket Registry Editor (pregedt.exe) on your targetCE computerto modify
your registry so that the WinDriver CE kernelis loadedappropriately. The
file \WinDri ver\samples\wince_install\PROJECT_WD.REG containsthe
appropriatechangesto bemade.

6. Restartyour targetCE computer. TheWinDriverCE kernelwill automatically
load.Youwill haveto doawarmresetratherthanjust suspend/resume(usethe
resetor powerbuttonon your targetCE computer).

7. Compileandrun thesampleprograms(seeSection4.4, which describeshow
to checkyour installation)to make surethatWinDriver CE is loadedandis
functioningcorrectly.
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4.2.3 WinDri ver Installation Instructions for Linux

Preparing the Systemfor Installation

In Linux, kernelmodulesmustbecompiledwith thesameheaderfiles thatthekernel
itself wascompiledwith. SinceWinDriver installsthekernelmodulewindr vr6.o, it
mustcompilewith theheaderfilesof theLinux kernelduringtheinstallationprocess.

Therefore,beforeyou install WinDriver for Linux, verify that theLinux sourcecode
andthefile versions.hareinstalledon yourmachine:

Install linux kernel source code

• If you have yet to install Linux, pleasechooseCustom installationwhen
performingtheinstallationandthenchooseto install thesourcecode.

• If Linux is alreadyinstalledon themachine,youmustcheckto seeif theLinux
sourcecodewasinstalled.You cando this by looking for linux in the /usr/src
directory. If the sourcecodeis not installed,you caneitherreinstallLinux
with thesourcecode,asdescribedabove,or you caninstall thesourcecodeby
following thesesteps:

1. Login assuperuser.

2. Type:
/$ rpm -i /<source location>/ <Linux
distributor>/RPMS/kernel-source-<v ersio n number>
(For example: to install the sourcecodefrom the Linux installation
CD-ROM, for RedHat7.1,type:
/$ rpm -i /mnt/cdrom/RedHat/RPMS/
kernel-source-2.4.2.-2.i386rpm )

TIP
If you do not have anRPM with thesourcecode,you maydownloadit
from: http://rpmfind.net/linux/RPM/.

Install version.h

• Thefile version.h is createdwhenyou first compiletheLinux kernelsource
code.Somedistributionsprovidea compiledkernelwithout thefile version.h.
Look under/usr/src/linux/include/linux/ to seeif you have this file. If you do
not,pleasefollow thesesteps:

http://rpmfind.net/linux/RPM/
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1. Type:
/$ make xconfig

2. Save theconfigurationby choosingSave and Exit .

3. Type:
/$ make dep .

Beforeproceedingwith the installation,you mustalsomake surethat you have a
linux symboliclink. If you donot,pleasecreateoneby typing:
/usr/src$ ln -s <target kernel>/ linux
(For example:for Linux 2.4kerneltype:
/usr/src$ ln -s linux-2.4/ linux )

Installation

1. Insert the WinDriver CD into your Linux machineCD drive or copy the
downloadedfile to yourpreferreddirectory.

2. Changedirectoryto your preferredinstallationdirectory(your homedirectory,
for example):
/$ cd ~

3. Extractthefile WDxxxLN.tgz (wherexxx is theversionnumber):
~$ tar xvzf /<file location>/WDxxxLN.tgz
For example:

• FromaCD:
~$ tar xvzf /mnt/cdrom/LINUX/WDxxxLN.tgz

• Fromadownloadedfile:
~$ tar xvzf /home/username/WDxxxLN.tgz

4. Changedirectoryto WinDriver(this directoryis createdby tar):
~$ cd WinDriver/

5. Install WinDriver:

(a) ~/WinDriver$ make

(b) Becomesuperuser:
~/WinDriver$ su

(c) Install thedriver:
~/WinDriver# make install
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6. Createa symboliclink sothatyoucaneasilylaunchtheDriverWizardGUI
~/WinDriver$ ln -s
<full path to WinDriver>/WinDriver/wizard/wdwizard/
usr/bin/wdwizard

7. Changethereadandexecutepermissionson thefile wdwizard sothatordinary
userscanaccessthis program.

8. Changetheuserandgroupidsandgiveread/writepermissionsto thedevicefile
/dev/windr vr6 dependingon how you wish to allow usersto accesshardware
throughthedevice.

9. You cannow startusingWinDriver to accessyourhardwareandgenerateyour
drivercode!

The following stepsare for registered usersonly

In orderto registeryourcopy of WinDriverwith thelicenseyou receivedfrom Jungo,
follow thestepsbelow:

1. ActivatetheDriverWizardGUI:
~/WinDriver/wizard$ ./wdwizard

2. Selectthe Register WinDri ver option from the File menuand insert the
licensestringyou receivedfrom Jungo.

3. Click theActivate Licensebutton.

4. To registersourcecodeyoudevelopedduringtheevaluationperiod,pleaserefer
to WD_License functionreference[A.1.9].

Restricting Hardware Accesson Linux

CAUTION:
Since /dev/windr vr6 gives direct hardware accessto userprograms,it may
compromisekernelstability on multi-userLinux systems.Pleaserestrictaccessto
theDriverWizardandthedevicefile /dev/windr vr6 to trustedusers.

For securityreasonstheWinDriverinstallationscriptdoesnotautomaticallyperform
the stepsof changingthe permissionson /dev/windr vr6 andthe DriverWizard
executable(wdwizard).
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4.2.4 WinDri ver Installation Instructions for Solaris

Installationof WinDriver shouldbeperformedby the systemadministratorlogged
in asroot, or with root privileges,sincetheWinDriver installationprocessincludes
installationof thekernelmodulewindr vr6.

1. InsertyourCD into yourSolarismachineCD driveor copy thedownloadedfile
to yourpreferreddirectory.

2. Changedirectoryto preferredinstallationdirectory(your homedirectory, for
example):
/$ cd ~

3. Copy thefile WDxxxSLS.tgz to thecurrentdirectory(here‘xxx’ standsfor the
versionnumber—500,for example):
~$ cp /home/username /WDxxxSLS.tgz /

4. Extractthefile:
~$ gunzip -c WDxxxSLS.tgz | tar xvf -

5. Changedirectoryto WinDriver.

6. Install WinDriver:
The installationrequiresyou to determineon which PCI cardyou will be
working, by defining the device’s VendorID andDevice ID (hexadecimal
values).Therearetwo differentwaysto do thisandinstall thedriver:

• Modify the installationfile beforeperformingthe installationandthen
install WinDriver:

(a) Openthe file install_windr vr for editing,andchangethe default
VendorID anddefault Device ID to your PCI card’s identification
values.

(b) Install WinDriver:
~/WinDriver# ./install_windrvr

• UsetheCommandLine to changeyourdevice’s identificationvaluesand
install thedriver in onestep,by typing:
~/WinDriver# VENDOR_ID=XXXXDEVICE_ID=XXXX
./install_windrvr
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NOTE:
Fromversion5.x andabove this directoryis createdby tar, but in versions
preceding5.x the WinDriver directory is not createdby the extraction.
Therefore,whenworking with versionspreceding5.x (version4.33, for
example)first createa directory(e.g.,WinDriver)beforeproceedingwith the
installation.
(/$ mkdir ~/WinDriver )

The following thr eestepsare optional:

7. Createa symboliclink sothatyoucaneasilylaunchtheDriverWizardGUI:
~/WinDriver# ln -s ~/WinDriver/wizard/wdwizard
/usr/bin/wdwizard

8. Changethereadandexecutepermissionson thefile wdwizard sothatordinary
userscanaccessthis program.

9. Changetheuserandgroupidsandgiveread/writepermissionsto thedevicefile
/dev/windr vr6 dependingon how you wish to allow usersto accesshardware
throughthedevice.

10. You cannow startusingWinDriver to accessyourhardwareandgenerateyour
drivercode!

The following stepsare for registered usersonly:

In orderto registeryour copy of WinDriver with thelicenseyou have receivedfrom
Jungo,pleasefollow thestepsbelow:

1. ActivatetheDriverWizardGUI:
~/WinDriver/wizard$ ./wdwizard

2. Selectthe Register WinDri ver option from the File menuand insert the
licensestringyou receivedfrom Jungo.

3. Click theActivate Licensebutton.

4. To registersourcecodeyoudevelopedduringtheevaluationperiod,pleaserefer
to WD_License functionreference[A.1.9].
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Restricting Hardware Accesson Solaris

CAUTION:
Since /dev/windr vr6 gives direct hardware accessto userprograms,it may
compromisekernelstability on multi-userSolarissystems.Pleaserestrictaccessto
DriverWizardandthedevicefile /dev/windr vr6 to trustedusers.

For securityreasonstheWinDriverinstallationscriptdoesnotautomaticallyperform
the stepsof changingthe permissionson /dev/windr vr6 andthe DriverWizard
executable(wdwizard).

4.2.5 Dri verBuilder Installation Instructions for VxWorks

Thefollowing describestheinstallationof DriverBuilderfor VxWorks.DriverBuilder
developmentenvironmentworkswith Tornado2 for Windowsonly (onx86platform).
Driversgeneratedusingversion5.x andaboveof DriverBuilderwill run on Intel x86
BSPs(pc486,pcPentiumandpcPentiumPro),PPC821/860with MBX821/860and
PPC750(IBM PPC604)with MCP750.For anup-to-datelist see:
http://www.jungo.com/db-vxworks.html#platforms.

Installation:

1. DownloadDriverBuilderfor VxWorks.

2. Changedrive to thepreferredroot drive for DriverBuilder. For example:
\> c:\

3. Unpackthefile you downloaded:
\> unzip -d DBxxxVX.zip c:\ (Here ‘xxx’ standsfor the version
number, e.g.,500.)

NOTE:
Theextractioncreatesa directorycalledDriverBuilderandthenplacesall of
the DriverBuilderinstallationfiles in it. If working with a versionprior to
5.00,youwill have to createa directoryfor DriverBuildermanually, andthen
performtheextraction.For example:
\> c:\cd_vxworks andunpackthefile to it:
\> unzip -d DBxxxVX.zip c:\db_vxworks

http://www.jungo.com/db-vxworks.html#platforms
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NOTE:
In WinDriver, samplesfor VxWorkshave the.outextension,e.g.,pci_diag.out. To
invoketheseprograms,useWindshto loadthem,andexecutetheroutinexxx_main.
For example:

wddebug.out : wddebug_mainpci_diag.out : pci_diag_main

TIP
DriverBuilderis basedon Jungo’s WinDriver productline. You cansave time by
downloadingtheWindowsversionof WinDriverandusingits graphicaldevelopment
environmentfor fasthardwarevalidationandautomaticcodegeneration.If you
chooseto do so,follow thesesteps:

1. Downloadandinstall DriverBuilderfor VxWorks.

2. Downloadandinstall WinDriver for Windows. Don’t skip this part.

3. Create a shortcut on your desktop to DriverWizard
(C:\WinDri ver\wizard\wdwizard.exe) so that you caneasily launchand
developyourdriverusingtheGUI DriverWizard.

4.3 Upgrading Your Installation

To upgradeto a new versionof WinDriver on Windows, follow the stepsoutlined
in Section4.2.1, which illustratestheprocessof installingWinDriver for Windows
98/Me/NT/2000/XP/Server 2003. You caneitherchooseto overwrite the existing
installationor install to a separatedirectory.

After installation,startDriverWizardandenterthe new licensestring, if you have
receivedone.This completestheupgradeof WinDriver.

To upgradeyour sourcecode, passthe new licensestring as a parameterto
WD_License. Pleaserefer to WD_License function reference[A.1.9] for more
details.

Theprocedurefor upgradingyour installationon otheroperatingsystemsis thesame
as the onedescribedabove. Pleasecheckthe respective installationsectionsfor
installationdetails.
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4.4 CheckingYour Installation

4.4.1 On Your Windows, Linux and Solaris Machines

1. StartDriverWizardby choosingPrograms |WinDri ver | Dri verWizard from
theStart menu.

2. Make surethat your WinDriver licenseis installed(seeSection4.2, which
explainshow to install WinDriver). If you areanevaluationversionuser, you
do not needto install a license.

3. For PCI cards– Insertyourcardinto thePCI bus,andverify thatDriverWizard
detectsit.

4. For ISA cards– Insertyourcardinto theISA bus,configureDriverWizardwith
yourcard’sresourcesandtry to read/writeto thecardusingDriverWizard.(Not
relevantfor Solaris)

4.4.2 On Your Windows CE Machine

1. StartDriverWizardon your Windows hostmachineby choosingPrograms |
WinDri ver | Dri verWizard from theStart Menu.

2. Make surethat your WinDriver licenseis installed. If you arean evaluation
versionuser, youdo not needto install a license.

3. For PCI/USBdevices– Plug your device into the computer, andverify that
DriverWizarddetectsit.

4. For ISA cards– Insertyourcardinto theISA bus,configureDriverWizardwith
yourcard’s resourcesandtry to read/writeto thecardusingDriverWizard.

5. ActivateVisualC++ for CE.

6. Load one of the WinDriver samples, e.g.,
\WinDri ver\samples\speaker\speaker.dsw.

7. Setthetargetplatformto x86emin theVisualC++ WCE configurationtoolbar.

8. Compileandrun the speaker sample.TheWindows hostmachine’s speaker
shouldbeactivatedfrom within theCE emulationenvironment.

NOTE:
ISAPnPis not supportedunderWindowsCE.
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4.4.3 On VxWorks

1. In x86 only: Make sure MMU is set to basic support
(hardware/memory/MMU/MMU Mode).

2. LoadDriverBuilder, downloadtheobjectfile:
(Dri verBuilder \redist\eval\intelx86\PENTIUM\windr vr6.o).

3. Initialize DriverBuilderfrom theWindShell:

=> drvrInit()

function returned (return value = 0)

=>

4. Run a sample driver.
Load C:\Dri verBuilder \samples\pci_diag\PENTIUM\pci_diag.out from
theWindShell:

=> pci_diag_main()

5. ScanthePCI bus,opencardsandaccessthem.

4.5 Uninstalling WinDri ver

This sectionwill helpyou to uninstalleithertheevaluationor registeredversionof
WinDriver.

4.5.1 Uninstalling WinDri ver fr om Windows 98,Me, NT, 2000,
XP and Server 2003

1. Close any open WinDriver applications,including DriverWizard, the
DebugMonitorlog andany user-specificapplications.

2. If youcreatedaKernelPlugIndriver:

• If your createdKernelPlugIndriver is currentlyinstalled,uninstallit by
running:
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– For a SYSKernelPlugIndriver:
wdreg -name <Kernel PlugIn name> uninstall

– For a VXD KernelPlugIndriverusethe-vxd flag:
wdreg -vxd -name <Kernel PlugIn name>
uninstall

NOTE:
The KernelPlugIn nameshouldbe specifiedwithout the *.sys/vxd
extension.

• EraseyourKernelPlugIndriver.

3. For all Windows platforms,with theexceptionof Windows NT andWindows
98/Meusingwindr vr6.vxd:

• Uninstallany Plug-and-Playdevices(USB/PCI)registeredto work with
WinDriver.

– On Windows2000/XP/Server2003run:
wdreg -inf <path to the device-specific *inf
file> uninstall

– On Windows98/Meuninstall(Remove) thedevice from theDevice
Manager.

• Verify that there are no *.inf files that register your device(s)
with WinDriver (windr vr6.sys) in the %windir%\inf directory or
%windir%\inf\other directory(Windows98/Me).

4.
NOTE:
It is recommendednot to uninstall the WinDriver kernel module
(windr vr6.sys/vxd), sinceWinDriver is designedasa genericdriver module
andmaybe usedby otherdriversin the system.To successfullyterminate
your usageof WinDriver without uninstallingtheWinDriver kernelmodule,
simply skip this stepandproceedto thestepsbelow.

This stepis optionalandwe recommendyou skip it, asexplainedin thenote
above.

• To uninstallwindr vr6.syson Windows98/Me/2000/XP/Server2003run:
wdreg -inf <path to windrvr6.inf> uninstall
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NOTE:
windr vr6.sysshouldresidein thesamedirectoryaswindr vr6.inf when
runningthiscommand.

To uninstallwindr vr6.sysonWindowsNT 4.0run:
wdreg uninstall

To uninstallwindr vr6.vxd on Windows98/Merun:
wdreg -vxd uninstall

• Erasethefollowing files if they exist:

– Windows98/Me/NT/2000/XP/Server2003:
%windir%\system32\dri vers\windrvr6.sys

– Windows98/Me:
%windir%\system\vmm32\windr vr6.vxd

5. Thisstepis requiredonly for computerson which theentireWinDriver tool-kit
hasbeeninstalled.

• UninstalltheWinDriver tool-kit usingtheuninstallshield:
Start | Settings| Control Panel | Add/Remove Programs

• Erasethe\WinDri ver directory.

• EraseWinDriver’sentryin thestartmenu:
On Windows 2000, for example: Start | Settings| Task Bar
| Advanced| Advanced| All Users | Start Menu | Programs |
WinDri ver

6. RemoveWinDriverDLLs.

We recommendnot to performthis step,sinceremoving theDLLs will effect
otherWinDriverbasedapplicationsthatmayberunningin thesystem.
Erasethefollowing DLL files if they exist:
%windir%\system32\wd_utils.dll
%windir%\system32\wdlib .dll

7. Rebootthecomputer.

4.5.2 Uninstalling WinDri ver fr om Linux

NOTE:
You mustbeloggedin asroot to performtheuninstallprocedure.
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1. Verify thattheWinDrivermoduleis not beingusedby anotherprogram:

• View a list of modulesandtheprogramsusingeachof them:
/# /sbin/lsmod

• Closeany applicationsthatareusingtheWinDrivermodule.

• Unloadany modulesthatareusingtheWinDrivermodule:
/sbin# rmmod

2. UnloadtheWinDrivermodule:
/sbin# rmmod windrvr6

3. Removetheold devicenodein the /dev directory:
/# rm -rf /dev/windrvr6

4. If you createda KernelPlugIn,remove it aswell.

5. Removethefile .windri ver.rc from the/etcdirectory:
/# rm -rf /etc/.windriver.rc

6. Removethefile .windri ver.rc from $HOME :
/# rm -rf $HOME/.windriver.rc

7. If you createda symbolic link to DriverWizard, deletethe link using the
command:
/# rm -f /usr/bin/wdwizard

8. DeletetheWinDriver installationdirectoryusingthecommand:
/# rm -rf ~/WinDriver

4.5.3 Uninstalling WinDri ver fr om Solaris

NOTE:
Youmustbeloggedin asroot to performtheuninstallprocedure.

1. Changedirectoryto WinDriver.

2. If you createda KernelPlugIn,remove it by following thesesteps:
# /usr/sbin/rem_drv kpname
# rm /kernel/drv/sparcv9/kpname
# rm /kernel/drv/kpname ċonf
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3. Runthefollowing uninstallationscript:
~/WinDriver# ./remove_windrvr

4. If youcreatedasymboliclink to DriverWizard,deletethelink:
# rm -f /usr/bin/wdwizard

5. DeletetheWinDriver installationdirectory, afterchangingthedirectoryto the
oneaboveWinDriver:
# rm -rf ~/WinDriver

4.5.4 Uninstalling Dri verBuilder for VxWorks

1. DeletetheDriverBuilderinstallationdirectory(C:\Dri verBuilder , for example)
usingWindowsExplorer.

2. If youcreatedany shortcutsto DriverWizardon yourdesktop,deletethem.



Chapter 5

UsingDri verWizard

5.1 An Overview

DriverWizard (includedin the WinDriver toolkit) is a GUI-baseddiagnosticsand
drivergenerationtool thatallows you to write to andreadfrom thehardware,before
writing a singleline of code.Thehardwareis diagnosedthrougha GraphicalUser
Interface—memoryrangesareread,registersaretoggledandinterruptsarechecked.
Oncethe card is operatingto your satisfaction,DriverWizard createsthe skeletal
driversourcecode,with functionsto accessall yourhardwareresources.

If you aredevelopinga driver for a cardwhich is basedon oneof thesupportedUSB
or PCI chipsets(PLX 9030,9050,9052,9054,9056,9060,9080,9656,IOP 480,
Marvell gt64,Altera,QuickLogicPBC/QuickPCI,AMCC 5933,STMicroelectronics
ST7, ST9, TI TUSB3410,TUSB3210,TUSB2136,TUSB5052andthe Cypress
EZ-USB family), we recommendyou readChapter8, which explainsWinDriver’s
enhancedsupportfor specificchipsets,beforestartingyourdriverdevelopment.

DriverWizardcanbe usedto diagnoseyour hardwareandcangeneratean INF file
for hardwarerunningunderWindows 98/Me/2000/XP/Server 2003 (an INF file
shouldnot be generatedfor hardwarerunningunderWindows NT). Avoid using
DriverWizardto generatecodefor a cardbasedon oneof thesupportedPCI chipsets,
asDriverWizardgeneratesgenericcodewhich will have to be modifiedaccording
to the specificfunctionality of the cardin question.Preferably, usethe complete
sourcecodelibrariesandsampleapplications(suppliedin thepackage)tailoredto the
variousPCI chipsets.

72
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DriverWizard is an excellent tool for two major phasesin your HW/Driver
development:

Hardware diagnostics: After thehardwarehasbeenbuilt, insertthehardwareinto
theappropriateslot (PCI/CardBus/ISA/ISAPnP/EISA/CompactPCI)or attach
your USB device to theUSB port on your machine,anduseDriverWizardto
verify thatthehardwareis performingasexpected.

Code generation: Onceyouarereadyto build yourcode,let DriverWizardgenerate
yourdrivercodefor you.

Thecodegeneratedby DriverWizardis composedof thefollowing elements:

Library functions for accessingeachelementof your device’s resources(memory
ranges,I/O ranges,registersandinterrupts).

A 32-bit diagnosticsprogram in consolemodewith which you candiagnoseyour
device. This applicationutilizesthespeciallibrary functionsdescribedabove.
Usethis diagnosticsprogramasyourskeletaldevicedriver.

A project workspace that you canuseto automaticallyload all of the project
informationandfiles into your developmentenvironment.In WinDriverLinux
andWinDriver Solaris,DriverWizardgeneratesthe makefile for the relevant
operatingsystem.

5.2 Dri verWizard Walkthr ough

To useDriverWizard:

1. Attach your hardware to the computer:
If it’s a PCI/CardBus/ISA/ISAPnP/EISA/CompactPCIcard,attachit to the
appropriateslot in your computer. If it’s a USB device, attachit to the USB
port onyourcomputer.
OR
You have theoptionof usingDriverWizardto generatecodefor a virtual PCI
device. In this caseuseDriverWizardwithoutattachingadevice.

2. Run Dri verWizard and selectyour device:
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(a) Click Start | Programs | WinDri ver | Dri verWizard or doubleclick
theDriverWizardicon on yourdesktop.

(b) Click OK on theinitial screen.

(c) Click Next in theChooseYour Project dialogbox.

(d) SelectyourPnP Device from thelist of devicesdetectedbyDriverWizard.
For non-PnPcards,selectISA. For codegenerationfor a non-attached
device,selectPCI: VIRTUAL DEVICE .

Figure5.1: Selectionof PnPDevice

NOTE:
On Windows 98, if you do not seeyour USB device in the list, reconnect
it andmake surethe New Hardware Found/Add New Hardware wizard
appearsfor yourdevice. Do not closethedialogboxuntil youhavegenerated
anINF for yourdeviceusingthestepsbelow.
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3. Chooseif to usethe WinDri ver extensionfor custom USB HID devices:
(This step is for USB HID devices only. Developersworking with
PCI/CardBus/ISA/ISAPnP/EISA/CompactPCIcardsshouldskip this step).

If theselecteddevice is a USB HID device,DriverWizardwill askyou if you
want to usethe WinDriver extensionfor customUSB HID devices. Select
Yesto continueusingtheWinDriver extensionfor customUSB HID devices,
andNo to useclassicWinDriver supportfor USB devices. The differences
betweenclassicWinDriversupportfor USB devicesandWinDriver extension
for customUSBHID devicesareexplainedin Section3.11.

If theWinDriver extensionfor customUSB HID devicesis used,someof the
following stepsof theDriverWizardwill beomittedentirely.

4. Generatean INF file for Dri verWizard:
Whenever developinga driver for a PlugandPlayWindows operatingsystem
(i.e., Windows 98, Me, 2000,XP or Server 2003)you arerequiredto install
an INF file for your device. This file will registeryour PlugandPlaydevice
to work with thewindr vr6.sysdriver. Thefile generatedby theDriverWizard
in this stepshouldlater be distributed to your customersusingWindows
98/Me/2000/XP/Server2003,andinstalledon theirPCs.
The INF file you generatehereis also designedto enableDriverWizard
to diagnoseyour device (for example,whenno driver is installedfor your
PCI/USB device). As explainedearlier, this is requiredonly whenusing
WinDriver to supporta Plug andPlaydevice (PCI/USB)on a Plug andPlay
system(Windows 98/Me/2000/XP/Server 2003). Additional information
concerningtheneedfor anINF file is explainedin Section14.4.1.

If you do not needto generatean INF file, skip this step and proceedto
the next one.

To generatetheINF file with theDriverWizard,follow thestepsbelow:

(a) In theSelectYour Devicescreen,click theGenerate.INF file buttonor
click Next.

(b) DriverWizardwill promptyou for informationaboutyourdevice: Vendor
ID, Device/ProductID, DeviceClass,etc.Entertherequireddetailsin the
dialogbox thatappears.
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Figure5.2: DriverWizard INF File Information

(c) For USB deviceswith multiple interfaces,checkthebox statingthat this
is a multiple-interfacedevice, thenselectthe interfacesfor theINF file.
You have theoptionof generatinga separateINF file for eachinterface,
or a singleINF file for someor all of theinterfaces.

NOTE:
For USB deviceswith multiple interfaces,you must identify all the
interfacessupportedfor DriverWizardto work properly.

(d) Whenyou’re done,click Next andchoosethe directory in which you
wish to storethegeneratedINF file. DriverWizardwill thenautomatically
generatetheINF file for you.
On Windows 2000/XP/Server 2003you canchooseto automatically
install theINF file from theDriverWizardby checkingtheAutomatically
Install the INF file option in theDriverWizard’s INF generationdialog
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box. On Windows 98/Me you mustinstall the INF file manually, using
Windows Add New Hardware Wizard or Upgrade Device Dri ver
Wizard, asexplainedin Section14.4. If theautomaticINF file installation
on Windows 2000/XP/Server 2003fails, DriverWizardwill notify you
andprovidemanualinstallationinstructionsfor this OSaswell.

(e) Whenthe INF file installationcompletes,selectandopenyour device
from thelist in theSelectYour Devicescreen.

5. Uninstall the INF file of your device:
You canusetheUninstall option to uninstallthe INF file of your PnPdevice
(PCI/USB).Onceyou uninstall the INF file, the device will no longerbe
registeredto work with thewindr vr6.sys, andtheINF file will bedeletedfrom
theWindowsrootdirectory.

If you do not needto uninstall an INF file, skip this step and proceedto
the next one.

(a) In theSelectYour Devicescreen,click theUninstall .INF file button.

(b) SelecttheINF file to beremoved.

6. Selectyour USB device’s alternate setting:
(This step is for USB devices only. Developers working with
PCI/CardBus/ISA/ISAPnP/EISA/CompactPCIcardsshouldskip this step).

Choosethe desiredalternate setting from the list. (Note thatDriverWizard
readsall thesupporteddevices’ alternatesettingsanddisplaysthem.For USB
deviceswith only onealternatesettingconfigured,DriverWizardautomatically
selectsthedetectedalternatesettingandthereforetheSelectDevice Interface
dialogbox will notbedisplayed.)
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Figure5.3: USB Device Configuration

7. Diagnoseyour device:
Beforewriting yourdevicedriver, it is importantto makesureyourhardwareis
workingasexpected.UseDriverWizardto diagnoseyourhardware.All of your
activity will be loggedin theDriverWizardlog so thatyou may lateranalyze
your tests:

(a) Defineandtestyour PCI device’s I/O andmemoryranges,registersand
interrupts:

• DriverWizard will automaticallydetectyour Plug and Play
hardware’s resources(I/O ranges,memoryrangesandinterrupts).
You candefinetheregistersmanually.
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• For non-PlugandPlayhardware,defineyour hardware’s resources
manually.

• Readandwrite to the I/O ports,memoryspaceandyour defined
registers.

NOTE:
Youhavetheoptionto checktheAuto Readbox from theRegister
Inf ormation window. Theregistersthataremarkedwith theAuto
Readoptionwill automaticallybereadwith any registerread/write
operationperformedfrom the Wizard (the readresultswill be
displayedin thewizard’sLog window).

• ‘Listen’ to yourhardware’s interrupts.

Figure5.4: PCI DiagnosticsScreen

(b) TestyourUSBdevice’spipes:
DriverWizard shows the pipe detectedaccordingto the selected
configuration\interface\alternatesetting. In orderto performUSB data
transfersfollow thestepsgivenbelow:

i. Selectthedesiredpipe.
ii. For a controlpipe(a bidirectionalpipe),click Read/Write to Pipe.

A new dialogboxwill appear, allowing you to selecta standardUSB
request(seeFigure5.5) or entera customrequest.Onceyou selecta
standardUSB request,thesetuppacket arrayis automaticallyfilled
andthe requestdescriptionis displayedin the dialog box. For a
customrequest,you arerequiredto entera setuppacket andwrite
operationdata. The setuppacket shouldbe eightbyteslong (little
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endian)andshouldconformto the USB specificationparameters
(bmRequestType,bRequest,wValue,wIndex, wLength).

Figure5.5: USB RequestList

NOTE:
MoredetailedinformationonthestandardUSBrequests,onhow to
implementthecontrol transferandhow to sendsetuppacketscan
befoundin Sections9.3and 9.4.

iii. For an input pipe(movesdatafrom device to host)click Listen to
Pipe. To successfullyaccomplishthis operationwith devicesother
thanHID, you needto first verify that thedevice sendsdatato the
host. If no datais sentafter listeningfor a shortperiodof time,
DriverWizardwill notify you thattheTransfer Failed.

iv. To stopreading,click Stop Listen to Pipe.

v. For anoutputpipe(movesdatafrom hostto device), click Write to
Pipe. A new dialogbox will appear(seeFigure5.6), askingyou to
enterthedatato write. TheDriverWizardlog will containtheresult
of theoperation.
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Figure5.6: Write to Pipe

8. Generatethe skeletal dri ver code:

(a) SelectGenerateCode from theBuild menu,or click Next in theDefine
and Test Resourcesfor Your Devicedialogbox.

Figure5.7: GenerateCodeOption

(b) SelectWinDri ver in theChooseType of Dri ver dialogbox. Selecting
theKernelDriver optionwill generatekernelsourcecodedesignedfor
full kernel-modedrivers. Seethe KernelDriver documentationor the
Jungowebsite (http://www.jungo.com) for moredetails. (Note
thatthis dialogbox appearsonly whenbothWinDriverandKernelDriver
areinstalledon yourmachine.)

http://www.jungo.com
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Figure5.8: SelectDriver Type

(c) Next, the SelectCode Generation Options dialog box will appear.
Choosethelanguagein which thecodewill begeneratedandthedesired
developmentenvironmentfor thevariousoperatingsystems.

(d) Click Next andindicatewhetheryou wish to handlePlugandPlayand
powermanagementeventsfrom within yourdrivercodeandwhetheryou
wish to generateKernelPlugIncode.

NOTE:
In orderto work with a KernelPlugIn,you musthave an appropriate
Microsoft DDK installedon your computerbeforeyou generateKernel
PlugIncode.

(e) Save your project(if required)andclick OK to openyour development
environmentwith thegenerateddriver.
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Figure5.9: Optionsfor GeneratingCode

Figure5.10: Notification Events

(f) For USB only - closeDriverWizard.

9. Compile and run the generatedcode:

• Usethis codeasa startingpoint for your device driver. Modify where
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neededto performyourdriver’sspecificfunctionality.

• The sourcecodeDriverWizard createscan be compiledwith any
32-bit compiler, and will run on all supportedplatforms(Windows
98/Me/NT/2000/XP/CE/CE.NET/Server 2003, Linux, Solarisand
VxWorks)withoutmodification.

5.3 Dri verWizard Notes

5.3.1 Sharing a Resource

If you want morethanonedriver to sharea singleresource,you mustdefinethat
resourceasshared:

1. Selecttheresource.

2. Right click on theresource.

3. SelectShare from themenu.

NOTE:
New interruptsaresetasShared by default. If you wish to definean interruptas
unshared,follow Steps1 and2, andselectUnshared in Step3.

5.3.2 Disabling a Resource

During your diagnostics,you maywish to disablea resourceso thatDriverWizard
will ignoreit andnot createcodefor it.

1. Selecttheresource.

2. Right click on theresourcename.

3. ChooseDisable from themenu.

5.3.3 Logging WinDri ver API Calls

You have theoptionto log all theWinDriver API callsusingtheDriverWizard,with
the API calls input andoutputparameters.You canselectthis option by selecting
theLog API calls optionfrom theToolsmenuor by clicking on theLog API calls
toolbaricon in theDriverWizard’sopeningwindow.
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5.3.4 Dri verWizard Logger

Thewizardloggeris theemptywindow thatopensalongwith theDevice Resources
dialogboxwhenyouopenanew project.Theloggerkeepstrackof all of theinputand
outputduring thediagnosticsstage,so thatyou mayanalyzeyour device’s physical
performanceat a later time. You cansave the log for futurereference.Whensaving
theproject,your log is savedaswell. Eachlog is associatedwith oneproject.

5.3.5 Automatic CodeGeneration

After youhavefinisheddiagnosingyourdeviceandhaveensuredthatit runsaccording
to yourspecifications,you arereadyto write yourdriver.

Generating the Code

ChooseGenerateCodefrom theBuild menu.DriverWizardwill generatethesource
codefor your driver, andplaceit alongwith theprojectfile (xxx.wdp, where"xxx"
is the projectname). The files aresaved in a directoryDriverWizard createsfor
everydevelopmentenvironmentandoperatingsystemselectedin theGenerateCode
dialogbox.

GeneratedPCI Code

In thesourcecodedirectoryyou now have a new xxxlib.h file. It statestheinterface
for the new functionsthat DriverWizard createdfor you and the sourceof these
functions,xxxlib.c, whereyour device-specificAPI is implemented.In addition,you
will find thesamplefunctionmain in thefile xxxdiag.c.

Thecodegeneratedby DriverWizardis composedof thefollowing elementsandfiles,
where"xxx" representsyourprojectname:

• Library functionsfor accessingeachelementof yourcard’s resources(memory
ranges,I/O ranges,registers,interruptsandtheUSBpipes):

xxx_lib.c Hereyou canfind theimplementationof thehardware-specificAPI
(foundin xxx_lib.h), usingthestandardWinDriverAPI.

xxx_lib.h This is theheaderfile of thediagnosticsprogram.Hereyoucanfind
thehardware-specificAPI createdby DriverWizard. You shouldinclude
thisfile in yoursourcecodein orderto usethisAPI.

• A generalPCI utility library:
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A diagnosticsprogram with whichyoucandiagnoseyourcard.Thisconsole
applicationutilizesthespeciallibrary functionsthatwerecreatedfor your
device by DriverWizard. Usethis diagnosticsprogramasyour skeletal
devicedriver.

pci_diag_lib.c This is the sourcecode of the diagnosticsprogram
DriverWizardcreates.

• A list of all filescreatedcanbefoundat xxx_files.txt.

After creatingyour code,compileit with your favorite Win32 compiler, andseeit
work!

Changethefunctionmain of theprogramsothatthefunctionalityfits yourneeds.

GeneratedUSB Code

In thesourcecodedirectoryyounow haveanew USBapplicationthatusesyourUSB
devicesanddemonstratesPnPeventsandread/writefunctionality for it. In addition,
thesourcecodedemonstrateshandlingof multiple (identical)USBdevices.TheUSB
applicationwill have thesamenameaswasspecifiedfor theproject,togetherwith
therespective .c and.h files.

Whenusingthe WinDriver extensionfor customUSBHID device, the generated
applicationwill be a standard Windowsapplicationthat can readto and written
from your customUSBHID device.

Compiling the GeneratedCode

For Windows 98, Me, NT, 2000,XP, CE and Server 2003(Using MSDEV):

1. For Windowsplatforms,DriverWizardgeneratestheprojectfiles (for MSDEV
4, 5, 6 and7 (.NET), BorlandC/C++Builder, VisualBasicandDelphi). After
codegeneration,thechosenIDE (IntegratedDevelopmentEnvironment)will
be launchedautomatically. You canthenimmediatelycompileandrun the
generatedcode.

Visual Basic or Delphi Code Generation

This will generateVisualBasicor Delphi projectandfiles, similar to theMSDEV
projectsgeneratedfor PCI andUSB in theabovesections.



WinDriver v6.20 User’s Guide 87

For Linux and Solaris:

1. DriverWizardcreatesa makefile for yourproject.

2. Compilethesourcecodeusingthemakefilegeneratedby DriverWizard.

3. Useany compilationenvironmentto build yourcode,preferablyGCC.

For Other OSsor IDEs:

1. Createa new projectin your IDE (Integrateddevelopmentenvironment).

2. Includethesourcefiles createdby DriverWizardin yourproject.

3. Compileandrun theproject.

4. The project containsa working example of the customfunctions that
DriverWizardcreatedfor you. Usethis exampleto createthe functionality
youwant.



Chapter 6

DevelopingaDri ver

This chapter takesyou throughthe WinDriver driver developmentcycle.

NOTE:
WinDriver provides a special set of APIs to further shorten
development time for those who use one of the supportedchipsets
(PLX/Altera/Marvell/AMCC/QuickLogic/Cypress/STMicroelectronics/TI) for their
USB or PCI bridge. If this appliesto you, readthe following overview andthen
jumpstraightto Chapter8.

6.1 Using the Dri verWizard to Build a DeviceDri ver

• UseDriverWizard to diagnoseyour card. Read/writeto the I/O, memory
ranges,and/orregistersthatyour cardsupportsandto thepipesof your USB
device. Verify thatyourdeviceoperatesasexpected.

• UseDriverWizard to generateskeletalcodefor your device in C, Delphi or
VisualBasic.Referto Chapter5 for detailsaboutDriverWizard.

• If you are using one of the supportedchipsets(PLX 9030, 9050, 9052,
9054,9056,9060,9080,9656,IOP 480, Marvell gt64, Altera, QuickLogic
PBC/QuickPCI,AMCC 5933,STMicroelectronicsST7,ST9,TI TUSB3410,
TUSB3210,TUSB2136,TUSB5052andtheCypressEZ-USBfamily) asyour
USB or PCI chipsets,we recommendthat you usethe specificsamplecode

88
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providedfor your chip asyour skeletaldrivercode.For moredetailsregarding
WinDriver’senhancedsupportfor specificPCI andUSB chipsets,pleaserefer
to Chapter8.

NOTE:
TheWinDriverPLX 9050library is fully compatiblewith PLX 9052.

• Useany 32-bit compiler(suchasMSDEV, Visual C/C++, BorlandDelphi,
BorlandC++,VisualBasic,GCC)to compiletheskeletaldriveryou need.

• For Linux andSolaris,useany compilationenvironment,preferablyGCCto
build yourcode.

• That is all you needdo to createyour user-modedriver. If you discover
that betterperformanceis needed,pleaserefer to Chapter10 for detailson
performanceimprovement.

PleaseseeAppendixA for a detailedfunctionandstructurereferencefor WinDriver.
SeeChapter9 to learnhow to performoperationsthatDriverWizardcannotautomate.

6.2 Writing the DeviceDri ver Without the
Dri verWizard

Theremay be timeswhenyou chooseto write your driver directly without using
DriverWizard. Sometimesyou may be compelledto do so, for example,when
working with VxWorkswithout usingWindows asa host,sinceDriverBuilderdoes
not provide theDriverWizardutility. In eithercase,proceedaccordingto the steps
outlinedbelow, or choosea samplethat mostcloselyresembleswhat your driver
shoulddo, andmodify it. For further informationon VxWorks, pleaserefer to
Sections4.2.5and4.4.3.

1. Copy thefile windr vr.h to yoursourcecodedirectory.

2. Add thefollowing line to thesourcecode:

#include "windrvr.h"
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6.2.1 PCI/ISA Dri vers

1. Call WD_Open [A.1.2] at thebeginningof your programto geta handlefor
WinDriver.

2. Call WD_Version [A.1.3] to make surethat theWinDriver versioninstalled
is up to date.

3. For PCI cards:

(a) Call WD_PciScanCards [A.2.2]to geta list of thePCIcardsinstalled.

(b) Chooseyourcard.

(c) Call WD_PciGetCardInfo [A.2.3].

4. For ISAPnPcards:

(a) Call WD_IsapnpScanCards [A.2.5] to geta list of theISAPnPcards
installed.

(b) Chooseyourcard.

(c) Call WD_IsapnpGetCardInfo [A.2.6].

5. For ISA (non-PnP)cards: fill in your card information (I/O, memory&
interrupts)in theWD_CARDstructure.

6. Call WD_CardRegister [A.2.8] to opena handleto your device with the
desiredconfiguration.

7. Now you can useWD_Transfer [A.2.10] to perform I/O and memory
transfers.

8. If thecardusesinterrupts,call WD_IntEnable [A.3.2]. Now you canwait
for interruptsusingWD_IntWait [A.3.3].

9. To finish,callWD_CardUnregister [A.2.9], andat theendcallWD_Close
[A.1.4].

6.2.2 USB Dri vers

1. Call WDU_Init [A.6.1] at the beginning of your programto initialize
WinDriver for your USB device and wait for the device-attachcallback.
Therelevantdevice informationwill beprovidedin theattachcallback.
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2. Once the attachcallback is received, you can start using one of the
WDU_Transfer [A.6.7] functionsfamily to sendandreceivedata.

3. To finish,call WDU_Uninit [A.6.6] to un-registerfrom thedevice.

6.3 Writing Using the WinDri ver Extensionfor
CustomUSBHID Devices

If you wish to usetheWinDriverextensionfor customUSB HID devicesto develop
applicationswithout theDriverWizard,proceedaccordingto thestepsoutlinedbelow,
or choosea samplethatmostcloselyresembleswhatyourapplicationshoulddo,and
modify it.

1. Ensurethatwindri ver/include is on your includepath.

2. Add thefollowing linesto thesourcecode:

#include <windows.h>
#include "wdlib.h"

3. Add windri ver/lib/wdlib .lib to yourproject:

4. Call WDL_Init [A.10.3] at thebeginningof your programto geta handlefor
theUSBHID device.

5. CallWDL_Version [A.10.2] to makesurethattheWinDriverversioninstalled
is up to date.

6. Call theWDL_ functionsto performread/write,etc.

7. To finish,call WDL_Close [A.10.4] to closeyourdevice.

6.4 Developing in Visual Basicand Delphi

Theentire WinDriver API can be usedwhendevelopingdrivers in Visual Basic
and Delphi.

Using Dri verWizard
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DriverWizardcanbeusedto diagnoseyour hardwareandverify that it is working
properlybeforeyou startcoding. DriverWizard’s automaticsourcecodegenerator
generatescodein C, Delphi andVisualBasiconly.

To createyourdrivercodein C, Delphior VisualBasic,pleasereferto Chapter5.

Samples

Samplesfor driverswrittenusingtheWinDriverAPI in Delphior VisualBasiccanbe
foundin:

1. \WinDri ver\delphi\samples

2. \WinDri ver\vb\samples

Usethesesamplesasa startingpoint for yourown driver.

Kernel PlugIn

Delphi andVisualBasiccannotbeusedto createa KernelPlugIn. Developersusing
WinDriver with Delphi or VB in usermodemustuseC whenwriting their Kernel
PlugIn.

Creating your Dri ver

Themethodof developmentin VisualBasicis thesameasthemethodin C usingthe
automaticcodegenerationfeatureof DriverWizard.

Yourwork processshouldbeasfollows:

• UseDriverWizardto easilydiagnoseyourhardware.

• Verify thatit is working properly.

• Generateyourdrivercode.

• Integratethedriver into yourapplication.

• You may find it useful to usethe WinDriver samplesto get to know the
WinDriverAPI andasyourskeletaldrivercode.
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6.5 Testingon WindowsCE

Emulation

If your Windows hostdevelopmentworkstationalreadyhasthe target hardware
pluggedin, you canusethex86 HPCsoftwareemulatorto testyour driver. Generate
the codeasusualusingDriverWizard,or from scratchasdescribedearlier in this
chapter. Whencompilingthecode,usetheVisualC++ WCE Configurationtoolbar
to selectthe x86emtarget platform. You will needto link the import library
WinDri ver\redist\x86emu\windrvr_ce_emu.lib with your applicationprogram
objects.



Chapter 7

DebuggingDri vers

Thefollowing sectionsdescribehow to debug your hardware accessapplication
code.

7.1 User-Mode Debugging

• SinceWinDriver is accessedfrom usermode,we recommendthat you first
debugyourcodeusingyourstandarddebuggingsoftware.

• Whenthe Debug Monitor is activated,WinDriver’s kernelmoduleperforms
verificationof thevalidity of thememoryrangeswhenusingWD_Transfer
[A.2.10], i.e. it verifiesthat the reading/writingfrom/to thememoryis in the
rangethatis definedfor thecard.

• UseDriverWizardto checkvaluesof memoryandregistersin thedebugging
process.

• Whendevelopingfor Windows CE: If you areusingthe WinDbg debugger
from Microsoft to connectto your targetplatformvia a serial(COM1) port,
youcanusetheDEBUGMSGmacroinsideyouruser-modedrivercodeto send
printf-styledebuggingoutputto thedebuggerwindow. Referto thefollowing
locationsfor moreinformation:

– \WINCE210\PUBLIC\COMMON\DDK\INC\DBGPRINT .H

– \WINCE210\PUBLIC\COMMON\O AK\DEMOS\DBGSAMP1

94
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The ETK documentationalso includesdetaileddocumentationon using
WinDbg for usermodeor driverdebugging.

7.2 Debug Monitor

Debug Monitor is a powerful graphical- and console-modetool
for monitoring all activities handled by the WinDriver kernel
(windr vr6.sys/windr vr6.vxd/windr vr6.dll /windr vr6.o). You canusethis tool
to monitorhow eachcommandsentto thekernelis executed.

Debug Monitor hastwo modes:graphicalmodeandconsolemode. Thefollowing
sectionsexplainhow to operateDebugMonitor in bothmodes.

7.2.1 Using Debug Monitor in Graphical Mode

Applicablefor Windows98,Me, NT, 2000,XP, Server2003,Linux andSolaris.You
mayalsouseDebug Monitor to debugyour CE drivercoderunningon CE emulation
on WindowsNT. For VxWorksandCE targetsuseDebug Monitor in consolemode.

1. RuntheDebug Monitor usingonethefollowing threeways:

• TheDebugMonitor is availableaswddebug_gui in the \WinDri ver\util\
directory.

• The Debug Monitor can be launchedfrom the Tools menu in
DriverWizard.

• In Windows, useStart | Programs | WinDri ver | Debug Monitor to
startDebug Monitor.



96 7 DebuggingDrivers

Figure7.1: StartDebug Monitor
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2. Activateandsetthetracelevel usingeithertheView | Debug Options menu
or theChangeStatusbutton.

Figure7.2: SetTraceOptions

• Status– Settraceon or off.

• Section– Choosewhat part of the WinDriver API you would like to
monitor. If you aredevelopinga PCI cardandexperiencingproblems
with your interrupthandler, selectthe Int andPCI checkboxes. USB
developersshouldselecttheUSB checkbox. KernelDriverusersshould
selecttheKer_drv checkbox to monitorcommunicationbetweentheir
customkernel-modedrivers(developedusingKernelDriver) and the
WinDriverkernel.

TIP
Choosecarefullythosesectionsthatyouwouldliketo monitor. Checking
moreoptionsthannecessarycouldresultin anoverflow of information,
makingit harderfor you to locateyourproblem.

• Level – Choosethe level of messagesyou want to seefor the resources
defined.

Err or is the lowestlevel of trace,resultingin minimumoutputto the
screen.

Trace is the highestlevel of tracing,displayingevery operationthe
WinDriverkernelperforms.
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• Selectthe SendWinDri ver Debug MessagesTo Kernel Debugger
checkbox if you want debuggingmessagesto be sentto an external
kerneldebuggeraswell.
This option enablesyou to sendto an externalkerneldebuggerall the
debug information that is received from WinDriver’s kernelmodule
(whichcallsWD_DebugAdd() [A.1.6] in yourcode).
Now run your application,reproducethe problem,andview thedebug
informationin theexternalkerneldebugger’s log.
Windows userscanuseMicrosoft’s WinDbg tool, for example,which
is freely suppliedin the NT DDK andthroughMicrosoft’s web site
(Microsoft DebuggingToolspage).

3. Onceyou have definedwhatyou wantto traceandon what level, click OK to
closetheModify Statuswindow.

4. Activateyourprogram(step-by-stepor in onerun).

5. Watchthemonitorscreenfor errorsor any unexpectedmessages.

7.2.2 Using Debug Monitor in ConsoleMode

This tool is availablein all supportedoperatingsystems.To useit, run:
\WinDriver\util> wddebug
with theappropriateswitches.
For a list of switchesthatcanbeusedwith DebugMonitor in consolemode,type:
\> wddebug
To seeactivity loggedby theDebug Monitor, type:
\> wddebug dump.

Using Debug Monitor on Windows CE

On Windows CE, Debug Monitor is only availablein consolemode.You first need
to starta Windows CE commandwindow (CMD.EXE) on theWindows CE target
computerandthenrun theprogramWDDEBUG.EXE insidethis shell.

Using Debug Monitor on VxWorks

OnVxWorks,DebugMonitor is only availablein consolemode.However, becauseof
thespecialsyntaxof theTornadoWindShell,weshow asamplesessionwith Tornado
II IDE below, wherewefirst loadthedebugmonitor, thensettheoptionsandthenrun
it to captureinformation.
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-> ld < wddebug.out
Loading wddebug.out |
value = 10893848 = 0xa63a18
-> wdddebug

-> wddebug_main "on", "trace", "all"
Debug level (4) TRACE, Debug sections (0xffffffff) ALL ,
Buffer size 16384
value = 0 = 0x0
-> wddebug_main "dump"
WDDEBUG v5.00 Debugging Monitor.
Running DriverBuilder V5.00 Jungo (c) 2001 evaluation copy
Time: THU JAN 01 01:06:56 2001
OS: VxWorks
Press CTRL-BREAK to exit

Pleasenotethefollowing:

• TheDebugMonitor objectbinarymoduleis calledwddebug.out.

• Themainprogramentrypoint is calledwddebug_main.

• Theargumentsareenclosedin doublequotesandareseparatedby commas.
Thissyntaxis requiredby WindShell.



Chapter 8

UsingtheEnhancedSupport for
PCI andUSBChipsets

This chapter is relevant to projectsusingoneof the chipsetsfor which WinDriver
offers enhancedsupport. Thesecurrently includePLX 9030,9050,9052,
9054,9056,9060,9080,9656,IOP 480,Marvell gt64,Altera, QuickLogic
PBC/QuickPCI, AMCC 5933,STMicroelectronicsST7,ST9,TI TUSB3410,
TUSB3210,TUSB2136,TUSB5052and the CypressEZ-USBfamily. WinDriver
supportsall other PCI and USBchipsetsvia DriverWizard and the standard
WinDriver API.

8.1 Overview

In additionto thestandardWinDriverAPI describedin theearlierchapters,WinDriver
alsooffersacustomAPI for specificchipsets—currentlyPLX 9030,9050,9052,9054,
9056,9060,9080,9656,IOP 480,Marvell gt64,Altera,QuickLogicPBC/QuickPCI,
AMCC 5933,STMicroelectronicsST7,ST9,TI TUSB3410,TUSB3210,TUSB2136,
TUSB5052andtheCypressEZ-USBfamily.

The following is an overview of the developmentprocesswhenusingWinDriver’s
chipset-specificPCI API:

1. Runthecustomdiagnosticsprogramto diagnoseyourcard.

100
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2. Locatethediagnosticsprogramfor your card. See\WinDri ver\chip_vendor
\chip_name\xxxdiag\xxxdiag.c

3. Usethesourcecodefor thisdiagnosticsprogramasyourskeletaldevicedriver.

4. Modify thecodeto suit yourapplication.

5. If theuser-modedriver you have createdin theabovestepscontainspartsthat
requireenhancedperformance(aninterrupthandler, for example),pleaserefer
to Chapter11, which explainstheWinDriver’sKernelPlugIn.Thereyou learn
how to movepartsof your sourcecodeto WinDriver’sKernelPlugIn,thereby
eliminatingany calling overhead,andachieving maximalperformance.

8.2 What is the PCI DiagnosticsProgram?

Thediagnosticsprogramis a ready-to-runsamplediagnosticsapplicationfor certain
PCI chipsets. The diagnosticsprogramaccessesthe hardwarevia WinDriver’s
chipset-specificAPIs (xxxLIB.C ). It is written asa console-modeapplication,and
not asa GUI application,to simplify the understandingof the sourcecodeof the
diagnosticsprogram.This will helpyou learnhow to properlyusetheAPI for your
card.

This applicationcanbe usedasyour skeletaldevice driver. If your driver is not
a console-modeapplication,just remove the printf calls from the code. You may
replacethemwith MessageBoxif youwish.

Youmayfind xxx_DIAG.C helpfulasbothanexampleof how to useyourcard’sAPI
andasa usefuldiagnosticsutility.

8.3 UsingYour PCI ChipsetDiagnosticsProgram

8.3.1 Intr oduction

The customdiagnosticsprogram(xxx_DIAG.EXE) accessesthe hardwareusing
WinDriver. Therefore,WinDrivermustbeinstalledbeforexxx_DIAG is run.

OnceWinDriveris running,youmayrunxxx_DIAGby clicking onStart | Programs
| WinDri ver | Samples| Chip_name Diagnostics.
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The applicationwill first try to locatethe card with the default VendorID and
DeviceID assignedby your PCI chip vendor, e.g.,for PLX 9054VendorID=0x10b5
andDeviceID=0x9054.If suchacardis foundyouwill getaYour PCI Card Found
message(PLX 9054Card Found). If you haveprogrammedyourEEPROM to load
a differentVendorID/DeviceID, thenat themainmenuyou will have to chooseyour
card(optionLocate/Chooseyourboardin themainmenu).

8.3.2 Main Menu Options

ScanPCI Bus

Displaysall thecardspresenton thePCIbusandtheir resources(I/O ranges,Memory
ranges,Interrupts,VendorID/ DeviceID). This informationmaybeusedto choose
thecardyouneedto access.

Locate/ChooseYour Board

Choosesthe active card that the diagnosticsapplicationwill use. Enter the
VendorID/DeviceID of the cardyou want to accesswhenprompted. If thereare
multiplecardswith thesameVendorID/DeviceID,youwill beaskedto chooseoneof
them.

PCI Configuration Registers

This option is available only after choosingan active card. A list of the PCI
configurationregistersandtheir readvaluesaredisplayed.Thesearegeneralregisters
commonto all PCI cards.In orderto write to a register, enterits numberandthenthe
valueto write to it.

Your PCI Local Registers

Thisoptionis availableonly afterchoosinganactivecard.A list of yourPCIregisters
andtheir readvaluesis displayed.In orderto write to a register, enterthe register
numberandthenenterthevalueto write to it.

AccessMemory Rangeson the Board

This optionis availableonly afterchoosinganactive card.Usethis optioncarefully.
Accessingmemoryrangesaccessesthe local bus on your card. If you accessan
invalid local address,or if you have any problemwith your card(suchasa problem
with theIRDY# signal),theCPUmayhang.TheIRDY# signalis theinitiator ready
signalthatindicatesthattheinitiator is readyto performa datatransfer.
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• In order to accessa local region, first toggle the active modebetween
BYTE/WORD/DWORD, to fit thehardwareyouareaccessing.

• In orderto readfrom a local address,chooseRead fr om Board. Youwill then
beaskedfor thelocaladdressfrom which to read.

• In orderto write to a local address,chooseWrite to Board. You will thenbe
askedfor thelocaladdressto which to write, andthedatato bewritten.

In bothreadingandwriting from theboard,theaddressyou supplywill bealsoused
to setthebaseaddressregister.

Enable/DisableInterrupts (Where Available)

This option will appearonly if the cardwassetto openwith interrupts.Choosing
this item togglestheinterruptstatus(Enable/Disable).Wheninterruptsaredisabled,
interruptsthat thecardgeneratesarenot interceptedby theapplication.If interrupts
aregeneratedby thehardwarewhile theinterruptsaredisabledby theapplication,the
computermayhang.

AccessEEPROM Device (Where Available)

The EEPROM accessis part of the addedfunctionality for several chipsets(e.g.
PLX9050/54/56/9656).It enablesreadingandwriting from theEEPROM locatedon
thedevelopmentboard.TheEEPROM is usedto hold theconfigurationof thedevice,
i.e. the initial stateof the PCI configurationregisters.By writing to theEEPROM
you canchangethevendorID anddevice ID of thedevice aswell astheamountof
resourcesit requestsat boottime.
The EEPROM accessoption provides basic read/writeaccessto the serial
configurationEEPROM. This is availableonly after choosingan active card. This
option assumesthat the configurationEEPROM hasinitialized the configuration
register.

• In orderto readfrom anEEPROM location,chooseRead a Byte fr om Serial
EEPROM . You will thenbeaskedfor theaddressof thelocationfrom which
to read.

• In order to write to an EEPROM location,chooseWrite a Byte to Serial
EEPROM .You will thenbe asked for the addressto which to write, andthe
datato bewritten.

NOTE:
Resolutionof delaytimeisbasedonPCtimertick, orapproximately55milliseconds.
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8.4 CreatingYour Dri ver Without Using the PCI
DiagnosticsCode

1. Add xxxLIB.C to yourprojector yourmakefile.

2. Includexxxlib.h in yourdriversourcecode.

NOTE:
You will find the source code for xxx_DIAG.EXE in your
\WinDri ver\chip_vendor\chip_name\xxx_diagdirectory. Double-click
the dsw file (which containsthe projectenvironmentusedto compilethis
code)in this directoryto startyour MSDEV with the propersettingsfor a
project.You mayusethis asyourskeletalcode.

3. Call Pxxx_Open at thebeginningof yourcodeto geta handleto yourcard.

4. After locating your card, you may read/writeto memory, enable/disable
interrupts,accessyour EEPROM, andmoreusing the following functions
(pleasenotethatsomeof thesefunctionsarenot availableto all PCI chipsetsor
havedifferentprototypes):

• xxx_IsAddrSpaceActive

• xxx_GetRevision

• xxx_ReadReg

• xxx_WriteReg

• xxx_ReadSpaceBlock

• xxx_WriteSpaceBlock

• xxx_ReadSpaceByte

• xxx_ReadSpaceWord

• xxx_ReadSpaceDWord

• xxx_WriteSpaceByte

• xxx_WriteSpaceWord

• xxx_WriteSpaceDWord

• xxx_ReadBlock

• xxx_WriteBlock

• xxx_ReadByte
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• xxx_ReadWord

• xxx_ReadDWord

• xxx_WriteByte

• xxx_WriteWord

• xxx_WriteDWord

• xxx_IntIsEnabled

• xxx_IntEnable

• xxx_IntDisable

• xxx_DMAOpen

• xxx_DMAClose

• xxx_DMAStart

• xxx_DMAIsDone

• xxx_EEPROMRead

• xxx_EEPROMWrite

• xxx_ReadPCIReg

• xxx_WritePCIReg

5. Call xxx_Close beforeendof codeto closeyourcard.

NOTES:

• You maybeableto shortenthedevelopmentprocessby usingoneof the
sampledriversincludedwith WinDriverasyourskeletalcode.

• APIs may vary slightly betweenPCI chips. Pleaserefer to the sample
codeof thetargetchipsetfor specificimplementation.

SampleCode

Sampleusesof WinDriver for all PCI chipsetsaresuppliedwith the WinDriver
toolkit.

You mayfind theWinDriversamplesunder\WinDri ver\samplesandtheWinDriver
for PLX/Altera/Marvell/AMCC/QuickLogic/Cypress/STMicroelectronics/TIsamples
under\WinDri ver\chip_vendor. Eachdirectorycontainsfiles.txt thatdescribesthe
varioussamplesincluded.
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Eachsampleis locatedin its own directory. For your convenience,we have supplied
a dsp file alongsideeach.c file, sothatusersof Microsoft’s DevelopersStudiomay
doubleclick the dsp file andhave the whole environmentreadyfor compilation.
Thoseusingotherwin32 compilersmust includethe .c files in their stand-alone
consoleprojects,andincludexxx_lib.c in their projects.Linux andSolarisusersmay
usethemakefileprovided.

You may usethe sourceof the diagnosticprogramdescribedearlierto learnyour
particularPCI chipset’sAPI usage.

8.5 WinDri ver’sSpecificPCI ChipsetAPI Function
Reference

Usethissectionasa quick referenceto WinDriver’sspecificPCIAPI functions.

Advancedusersmayfind morefunctionalityin WinDriver’sAPI.

All the functionsoutlined in ChapterA, the WinDriver function reference,are
implementedin the respective \WinDri ver\chip_vendor\chip_name\lib\xxx_lib.c
file.

For moredetailedinformation,pleasereferto thesamplecodeimplementationof the
targetchipset.
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8.5.1 xxx_CountCards ()

Returnsthe numberof cardson the PCI bus that matchthe given VendorIDand
DeviceID.

This valuecanthenbe usedwhencalling xxx_Open to selecta boardto open.
Normally, only oneboardis in thebus,andthis functionwill return1.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

Returnsthenumberof matchingPCI cardsfound.

EXAM PL E

nCards = P9054_CountCards( 0x10b5, 0x9054 );
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8.5.2 xxx_Open()

Usedto opena handleto your card. If several cardswith identicalPCI chipsare
installed,thespecificcardto openmaybespecifiedby usingxxx_CountCards
beforeusingxxx_Open, andthencallingopenwith a specificcardnumber.

If Openis successful,thefunctionreturnsTrue andahandleto thecard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

TRUE if successful.

EXAM PL E

if (!P9054_Open( &hPlx, 0x10b5, 0x9054, 0,
P9054_OPEN_USE_INT ))

{

printf("Error opening device\n");

}
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8.5.3 xxx_Close()

ClosesWinDriverdevice. Must becalledwhenthedriver is no longerin use.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.

EXAM PL E

P9054_Close(hPLX);
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8.5.4 xxx_IsAddrSpaceActive()

Checksif the specifiedaddressspaceis enabled.The enabledaddressspacesare
determinedby theEEPROM, which setsthememoryrangesrequestsat boottime.

Usethis functionaftercalling xxx_Open to make surethat theaddressspacethat
yourdriver is goingto useis enabled.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

TRUE if addressspaceis enabled.

EXAM PL E

if ( !P9054_IsAddrSpaceActive(hPlx, P9054_ADDR_SPACE2) )
{
printf ("Address space2 is not active!\n");

}
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8.5.5 xxx_GetRevision()

ReturnsyourPCI chipsetsilicon revision.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

Returnsthesilicon revision.
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8.5.6 xxx_ReadReg()

Readsdatafrom aspecifiedregisteron theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

Datareadfrom register(for P9054_ReadReg only).

8.5.7 xxx_WriteReg ()

Writesdatato a specifiedregisteron theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.
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8.5.8 xxx_ReadSpaceByte()

Readsa bytefrom addressspaceon theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

Datareadfrom theboard.

8.5.9 xxx_ReadSpaceWord()

Readsa word from addressspaceon theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

Datareadfrom theboard.

8.5.10 xxx_ReadSpaceDWord()

Readsa dword from addressspaceon theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.
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RETURN VAL UE

Datareadfrom theboard.

8.5.11 xxx_WriteSpaceByte()

Writesa byteto addressspaceon theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.

8.5.12 xxx_WriteSpaceWord()

Writesa word to addressspaceon theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.

8.5.13 xxx_WriteSpaceDWord()

Writesa dword to addressspaceon theboard.
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PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.
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8.5.14 xxx_ReadSpaceBlock()

Readsablock from addressspaceon theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

Datareadfrom theboard.

8.5.15 xxx_WriteSpaceBlock()

Writesa block to addressspaceon theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.
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8.5.16 xxx_ReadByte()

Readsa bytefrom memoryon theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

Datareadfrom theboard.

8.5.17 xxx_ReadWord()

Readsa word from memoryon theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

Datareadfrom theboard.

8.5.18 xxx_ReadDWord()

Readsa dword from memoryon theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.
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RETURN VAL UE

Datareadfrom theboard.

8.5.19 xxx_WriteByte()

Writesa byteto memoryon theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.

8.5.20 xxx_WriteWord()

Writesa word to memoryon theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.

8.5.21 xxx_WriteDWord()

Writesa dword to memoryon theboard.
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PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.
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8.5.22 xxx_ReadBlock()

Readsablockof memoryfrom theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

Datareadfrom theboard.

8.5.23 xxx_WriteBlock()

Writesa blockof memoryto theboard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.
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8.5.24 xxx_IntIsEnabled()

Checkswhetherinterruptsareenabled.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

TRUE if interruptsarealreadyenabled,e.g.,if P9054_IntEnable wascalled.
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8.5.25 xxx_IntEnable()

Enableinterruptprocessing.

NOTE:
All PCI chipsets use level-sensitive interrupts. Hence, you
must edit the implementation of this function (found in your
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib .c file) to fit your specific
hardware.

Thecommentsin this functionindicatewherechangesmustbeinserted.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

TRUE if successful.

8.5.26 xxx_IntDisable()

Disableinterruptprocessing.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.
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8.5.27 xxx_DMAOpen()

InitializestheWD_DMA structure(seewindrvr.h) andallocatesacontiguousbuffer.

WD_DMA structur e

typedef struct {
DWORD hDma; // handle of dma buffer
PVOID pUserAddr; // beginning of buffer
DWORD dwBytes; // size of buffer
DWORD dwOptions; // allocation options:

// DMA_KERNEL_BUFFER_ALLOC, DMA_KBUF_BELOW_16M,
// DMA_LARGE_BUFFER, DMA_ALLOW_CACHE,
// DMA_KERNEL_ONLY_MAP, DMA_READ_FROM_DEVICE,
// DMA_WRITE_TO_DEVICE

DWORD dwPages; // number of pages in buffer
DWORD hCard; // Handle of relevant card as received from

// WD_CardRegister()
WD_DMA_PAGE Page[WD_DMA_PAGES];

} WD_DMA, WD_DMA_V30;

TheWD_DMA_PAGEstructureis definedasfollows:

typedef struct {
KPTR pPhysicalAddr; // physical address of page
DWORD dwBytes; // size of page

} WD_DMA_PAGE, WD_DMA_PAGE_V30;

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.
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RETURN VAL UE

ReturnsTRUE if DMA buffer allocationsucceeds.
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8.5.28 xxx_DMAClose()

FreestheDMA handle,andfreestheallocatedcontiguousbuffer.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.

8.5.29 xxx_DMAStart()

StartDMA to or from thecard.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.

8.5.30 xxx_IsDMADone()

Usedto testif DMA is done.(UsewhenQuickLogicPBC_DMAStartis calledwith
fBlocking == FALSE.)

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.
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RETURN VAL UE

ReturnsTRUE if DMA transferhasbeencompleted.
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8.5.31 xxx_PulseLocalReset()

Sendsaresetsignalto thecardfor aperiodof wDelaymilliseconds.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.
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8.5.32 xxx_EEPROMRead()

Readsdatafrom theEEPROM. Syntaxandfunctionalitymayvary betweendifferent
chipsets.Pleaserefer to thesamplecodeimplementationof thetargetchipsetfound
in the \WinDri ver\chip_vendor\chip_name\lib\xxx_lib.c file for exactsyntaxand
usage.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

Returnsthedataread.

8.5.33 xxx_EEPROMWrite()

Writesdatato theEEPROM. Syntaxandfunctionalitymayvary betweendifferent
chipsets.Pleaserefer to thesamplecodeimplementationof thetargetchipsetfound
in the\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile for yourchipsetsexact
syntaxandusage.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

ReturnsTRUE if EEPROM write succeeds.
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8.5.34 xxx_ReadPCIReg()

Readdatafrom thePCI configurationregisters.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

Datareadfrom configurationregister.

8.5.35 xxx_WritePCIReg()

Write to thePCI configurationregisters.

PROTOTYPE AND PARAM ETERS

Pleaserefer to the samplecodeimplementationof the target chipsetfound in the
\WinDri ver\chip_vendor\chip_name\lib\xxx_lib.cfile.

RETURN VAL UE

None.



Chapter 9

AdvancedIssues

This chaptercontainsinstructionsfor performingoperationsthat DriverWizard
cannotautomate. You do not haveto readthis chapter if you are usinga chipset
from PLX, Altera, Marvell, AMCC,QuickLogic, Cypress,STMicroelectronics,
TexasInstrumentsand National Semiconductors.

WinDriver includescustomAPIs built specificallyfor thesePCI chipsetvendors.
TheseAPIssaveyoufrom needingto learnboththePCI internalsandthechipsetdata
sheets.With theseAPIs, usinga DMA function is assimpleascalling a function,
e.g.,P9054_DMAOpen, P9054_DMAStart, etc.

9.1 Performing DMA

If youarenot usingaPCI chipsetwith enhancedsupport,thenext sectionswill guide
you throughthestepsof performingDMA via WinDriver’sAPI.

You may also refer to WD_DMALock[A.2.12] andWD_DMAUnlock[A.2.13] in
ChapterA.

Therearetwo waysto performDMA: Contiguous Buffer DMA andScatter/Gather
DMA . Scatter/GatherDMA is muchmoreefficient thancontiguousDMA. This
methodallows thePCI device to copy memoryblocksfrom differentaddresses.This
meansthatthetransfercanbedonedirectlyto/fromtheuser’sbuffer thatis contiguous
in virtual memory, but fragmentedin thephysicalmemory. If your PCI device does

130
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not supportScatter/Gather, you will needto allocateaphysicallycontiguousmemory
block,performtheDMA transferto there,andthencopy thedatato yourown buffer.

Theprogrammingof DMA is specificfor differentPCI devices.Normally, you need
to programyour PCI device with theLocal address(on your PCI device), theHost
address(the physicalmemoryaddresson your PC) andthe transfercount(sizeof
block to transfer),andthensettheregisterthatinitiatesthetransfer.

9.1.1 Scatter/Gather DMA

SampleDMA Implementation

The following is anoutlineof a DMA transferroutinefor PCI devicesthatsupport
Scatter/GatherDMA. More detailedexamplescanbefoundin:

• \WinDri ver\plx\9054\lib\p9054_lib.c

• \WinDri ver\plx\9080\lib\p9080_lib.c

• \WinDri ver\marvell\gt64\lib\gt64_lib.c

BOOL DMA_routine(void *startAddress, DWORD transferCount,
BOOL fIsRead)

{

WD_DMA dma;

int i;

DWORD dwStatus;

BZERO (dma);

dma.pUserAddr = startAddress;

dma.dwBytes = transferCount;

dma.dwOptions = fIsRead ? DMA_READ_FROM_DEVICE : DMA_WRITE_TO_DEVICE;

// Initialization of dma.hCard, value obtained from WD_CardRegister call:
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dma.hCard = cardReg.hCard;

// lock region in memory
dwStatus = WD_DMALock(hWD,&dma);
if (dwStatus)
{

printf("Could not lock down buffer\n");
return FALSE;

}
for (i=0;i!=dma.dwPages;i++)
{
// Program the registers for each page of the transfer
My_DMA_Program_Page(dma.Page[i].pPhysicalAddr,
dma.Page[i].dwBytes, fDir);

}
// write to the register that initiates the DMA transfer
My_DMA_Initiate();
// read register that tells when the DMA is done

while (!My_DMA_Done());
WD_DMAUnlock(hWD,&dma);
return TRUE;

}

What Should You Implement?

• My_DMA_Program_Page – Settheregisterson your device thatarepartof
thechainedlist of transferaddresses.

• My_DMA_Initiate – Setthe startbit on your PCI device to initiate the
DMA.

• My_DMA_Done – Readthetransferendedbit onyourPCI device.

Scatter/Gather DMA for Buffers Lar ger than 1 MB

TheWD_DMA structureholdsa list of 256pages(seeWD_DMA_PAGES definition
in windr vr.h). Thex86 CPUusesa pagesizeof 4 KB, so256pagescanhold 256*4
KB = 1 MB. Sincethefirst andlastpagedo not necessarilystart(or end)on a 4096
byteboundary, 256pagescanhold 1 MB - 8 KB.

If you needto lock down a buffer larger than1 MB, i.e., morethan256pages,you
will needtheDMA_LARGE_BUFFERoption.
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WhenusingtheDMA_LARGE_BUFFERflagin WD_DMALock [A.2.12], dwPagesis
aninput/outputparameter. As aninput to WD_DMALock() call, dwPagesequalsthe
maximumnumberof elementsin anarrayof pages.OnreturnfromWD_DMALock(),
dwPagesequalsthenumberof actualphysicalblocks.ThereturneddwPagesmaybe
smaller, becauseadjacentpagesarereturnedasoneblock.

BOOL DMA_Large_routine(void *startAddress,
DWORD transferCount, BOOL fIsRead)

{
DWORD dwStatus;
DWORD dwPagesNeeded = transferCount / 4096 + 2;
// WD_DMA structure already has space for WD_DMA_PAGES
// number of entries
WD_DMA *pDma=calloc(sizeof (WD_DMA)+sizeof (WD_DMA_PAGE)*

(dwPagesNeeded - WD_DMA_PAGES),1);
pDma->pUserAddr = startAddress;
pDma->dwBytes = transferCount;
pDma->dwOptions = DMA_LARGE_BUFFER |

(fIsRead ? DMA_READ_FROM_DEVICE : DMA_WRITE_TO_DEVICE);
pDma->dwPages = dwPagesNeeded;
// Initialization of dma.hCard, value obtained from WD_CardRegister call:
dma.hCard = cardReg.hCard;
// lock region in memory
dwStatus = WD_DMALock(hWD,pDma);
if (dwStatus)
{

printf("Could not lock down buffer\n");
}
else
{
// the returned pDma->dwPages may be smaller

// the rest is the same as in the DMA_routine()
// free the WD_DMA structure allocated

}
free (pDma);

}

9.1.2 ContiguousBuffer DMA

More detailedexamplescanbefoundat:
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• WinDri ver\QuickLogic\lib\pbclib .c

• WinDri ver\amcc\lib\amcclib.c

Read Sequence

Thefollowing is a readsequencefrom thecardto themotherboard’smemory.

{
WD_DMA dma;
DWORD dwStatus;
BZERO (dma);
// allocate the DMA buffer (10000 bytes)
dma.pUserAddr = NULL;
dma.dwBytes = 10000;
dma.dwOptions = DMA_KERNEL_BUFFER_ALLOC |

(fIsRead ? DMA_READ_FROM_DEVICE : DMA_WRITE_TO_DEVICE);
// Initialization of dma.hCard, value obtained from WD_CardRegister call:
dma.hCard = cardReg.hCard;
dwStatus = WD_DMALock(hWD, &dma);
if (dwStatus)
{

printf("Failed allocating kernel buffer for DMA\n");
return FALSE;

}
// transfer data from the card to the buffer
My_Program_DMA_Transfer(dma.Page[0].pPhysicalAddr,

dma.Page[0].dwBytes, fDir);
// Wait for transfer to end
while (!My_Dma_Done());
// now the data is the buffer, and can be used
UseDataReadFromCard(dma.pUserAddr);
// release the buffer
WD_DMAUnlock(hWD,&dma);
return TRUE;

}

Write Sequence

Thefollowing is a write sequencefrom themotherboard’smemoryto thecard.

{
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WD_DMA dma;
DWORD dwStatus;
BZERO (dma);
//allocate the DMA buffer (10000 bytes)
dma.pUserAddr = NULL;
dma.dwBytes = 10000;
dma.dwOptions = DMA_KERNEL_BUFFER_ALLOC |

(fIsRead ? DMA_READ_FROM_DEVICE : DMA_WRITE_TO_DEVICE);
// Initialization of dma.hCard, value obtained from WD_CardRegister call:
dma.hCard = cardReg.hCard;
dwStatus = WD_DMALock(hWD, &dma);
if (dwStatus)
{

printf("Failed allocating kernel buffer for DMA\n");
return FALSE;

}
// prepare data into buffer
PrepareDataInBuffer(dma.pUserAddr);
// transfer data from the buffer to the card
My_Program_DMA_Transfer(dma.Page[0].pPhysicalAddr,
LocalAddr);
// Wait for transfer to end
while (!My_Dma_Done());
// release the buffer
WD_DMAUnlock(hWD,&dma);
return TRUE;

}

9.1.3 Performing DMA on SPARC

SPARC on SolarissupportsDVMA (Direct Virtual MemoryAccess).Platformsthat
supportDVMA performtransfersby providing thedevicewith avirtual addressrather
thana physicaladdress.With this memoryaccessmethod,the platform translates
device accessesto the providedvirtual addressinto the properphysicaladdresses
usinga typeof MemoryManagementUnit (MMU). Thedevice transfersto andfrom
a contiguousvirtual imagethat canbe mappedto dis-contiguousphysicalpages.
Devicesthatoperatein theseplatformsdonot requireScatter/GatherDMA capability.
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9.2 Handling Interrupts

Interruptscanbehandledeasilyvia DriverWizard. We recommendthat you allow
DriverWizardto generatethe interruptcodefor you, by defining(or auto-detecting)
your hardware’s interrupts. Use the following sectionto understandthe code
DriverWizardgeneratesfor youor to write yourown interrupthandler.

9.2.1 General – Handling an Interrupt

1. A threadis createdto handleincominginterrupts.

2. Thethreadrunsaninfinite loop thatwaitsfor aninterruptto occur.

3. Whenaninterruptoccurs,thedriver’s interrupthandlercodeis called.

4. Whentheinterrupthandlercodereturns,thewait loopcontinues.

TheWD_IntWait function[A.3.3] putsthethreadto sleepuntil aninterruptoccurs.
Thereis no CPU consumptionwhile waiting for an interrupt. Oncean interrupt
occurs,it is first handledby theWinDriverkernel,thentheWD_IntWait wakesup
theinterrupthandlerthreadandreturns.

Sinceyour interrupt threadruns in usermode,you may call any Windows API
function,includingfile handlingandGDI functions.

Simple interrupt handler routine for edge-triggered interrupts (normally
ISA/EISA cards):

// interrupt structure
WD_INTERRUPT Intrp;
DWORD DLLCALLCONV wait_interrupt (PVOID pData)
{
printf ("Waiting for interrupt");
for (;;)
{
WD_IntWait (hWD, &Intrp);
if (Intrp.fStopped)

break ; // WD_IntDisable called by parent

// call your interrupt routine here
printf ("Got interrupt %d\n", Intrp.dwCounter);

}
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return 0;
}
void Install_interrupt()
{
BZERO(Intrp);
// put interrupt handle returned by WD_CardRegister
Intrp.hInterrupt = cardReg.Card.Item[0].I.Int.hInterrupt;
// no kernel transfer commands to do upon interrupt
Intrp.Cmd = NULL;
Intrp.dwCmds = 0;
// no special interrupt options
Intrp.dwOptions = 0;
WD_IntEnable(hWD, &Intrp);
if (!Intrp.fEnableOk)
{
printf ("Failed enabling interrupt\n");
return ;

}
printf ("starting interrupt thread\n");
thread_handle = CreateThread (0, 0x1000,
wait_interrupt, NULL, 0, &thread_id);

// call your driver code here
WD_IntDisable (hWD, &Intrp);
WaitForSingleObject(thread_handle, INFINITE);

}

Simplified Interrupt Handling Using windr vr_int_thr ead.c

WinDriver provides the following conveniencefunctionsto further simplify the
interrupt handling: InterruptEnable [A.2.14] andInterruptDisable
[A.2.15]. Both functionsareimplementedin \WinDri ver\src\windrvr_int_thr ead.c
Pleaserefer to the implementationof thesefunctionsfor a betterunderstandingof
how this mechanismoperates.
In the following example,we rewrote the codefrom Section9.2.1 to usethese
conveniencewrapperfunctions. This codewasextractedfrom thesampleprogram
int_io.c,which canbefoundunder\WinDri ver\samples\int_io. Pleaserefer to this
file for thefull listing.

VOID DLLCALLCONV interrupt_handler (PVOID pData)
{

WD_INTERRUPT * pIntrp = (WD_INTERRUPT *) pData;
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// do your interrupt routine here
printf ("Got interrupt %d\n", pIntrp->dwCounter);

}

...

int main()
{

HANDLE hWD;
WD_CARD_REGISTER cardReg;
// interrupt structure
WD_INTERRUPT *pIntrp;
HANDLE thread_handle;
...
hWD = WD_Open();
BZERO(cardReg);
cardReg.Card.dwItems = 1;
cardReg.Card.Item[0].item = ITEM_INTERRUPT;
cardReg.Card.Item[0].fNotSharable = TRUE;
cardReg.Card.Item[0].I.Int.dwInterrupt = MY_IRQ;
cardReg.Card.Item[0].I.Int.dwOptions = 0;
...
WD_CardRegister (hWD, &cardReg);
...
pIntrp = malloc(sizeof (WD_INTERRUPT));
BZERO(*pIntrp);
pIntrp->hInterrupt =

cardReg.Card.Item[0].I.Int.hInterrupt;
printf ("starting interrupt thread\n");
// this calls WD_IntEnable() and creates an interrupt
// handler thread

...
dwStatus = InterruptEnable(&thread_handle, hWD, pIntrp,

interrupt_handler, pIntrp))
if (dwStatus)
{

printf ("failed enabling interrupt Status 0x%x - %s\n",
dwStatus, Stat2Str(dwStatus));

}
else
{
// call your driver code here
printf ("Press Enter to uninstall interrupt\n");
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fgets(line, sizeof (line), stdin);

// this calls WD_IntDisable()
InterruptDisable(thread_handle);

}
WD_CardUnregister(hWD, &cardReg);
free(pIntrp);
....

}

In the above code,the functioninterrupt_handler servesasour interrupt
handler, invokedoncefor every interruptthatoccurs.In thesimplifiedcodefor setting
up interrupthandling,we call InterruptEnable [A.2.14]. This functionspawns
a thread,which in turn callsthefunctioninterrupt_handler. A pointerto this
function is passedasthe fourth parameterto InterruptEnable. Eachtime an
interruptoccurs,the datapData,specifiedby thefifth parameter, is passedinto the
function.

9.2.2 ISA/EISA and PCI Interrupts

Generally, ISA/EISA interruptsareedgetriggered,in contrastto PCI interrupts,
which arelevel sensitive. This hasmany implicationsfor how the interrupthandler
routineis written.

Edge-triggered interrupts aregeneratedonce,whenthephysicalinterruptsignal
goesfrom low to high. Therefore,exactly oneinterrupt is generated.This
makes the Windows operatingsystemcall the WinDriver kernel interrupt
handlerthatreleasedthethreadwaitingon theWD_IntWait function[A.3.3].
No specialactionis neededin orderto acknowledgethis interrupt.

Level-sensitive interrupts aregeneratedaslong asthephysicalinterruptsignalis
high. If theinterruptsignalis not loweredby theendof theinterrupthandling
by the kernel,the operatingsystemwill call the WinDriver kernelinterrupt
handleragain,causingthePCto hang!To preventsuchasituation,theinterrupt
mustbeacknowledgedby theWinDriverkernelinterrupthandler.

Transfer Commandsat Kernel Level (Acknowledging the Interrupt)

Usually, interrupthandlersfor PCI cards(level-sensitive interrupthandlers)needto
performtransfercommandsat thekernelto lower the interruptlevel (acknowledge
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the interrupt). Thetransfercommandsshouldwrite to run-timeregistersof thePCI
card,thusclearingahardwareinterrupt.

To passtransfercommandsto beperformedin theWinDriverkernelinterrupthandler
beforeWD_IntWait [A.3.3] returns,you mustpreparean arrayof commands
(WD_Transfer structure),andpassit to theWD_IntEnable function[A.3.2].

For example,supposethe interruptmust be clearedby writing a 0 to interrupt
command-statusregister, andthis registeris mappedto IO port dwAddr, thenyou
couldwrite:

WD_TRANSFER trans[2];
BZERO(trans);
trans[0].cmdTrans = RP_DWORD; // Read Port Dword
// Set address of IO port to write to:
trans[0].dwPort = dwAddr;
trans[1].cmdTrans = WP_DWORD; // Write Port Dword
// address of IO port to write to
trans[1].dwPort = dwAddr;
// the data to write to the IO port
trans[1].Data.Dword = 0;
Intrp.dwCmds = 2;
Intrp.Cmd = trans;
Intrp.dwOptions =

INTERRUPT_LEVEL_SENSITIVE | INTERRUPT_CMD_COPY;
WD_IntEnable(hWD, &Intrp);

This sampleperformsa DWORD readcommandfrom theI/O addressdwAddr, then
writesto thesameI/O porta valueof "0".

TheINTERRUPT_CMD_COPYoptionis usedto retrieve thevaluereadby thefirst
transfercommand,beforethewrite commandis issued.This is usefulwhenyouneed
to readthevalueof a register, andthenwrite to it to lower theinterruptlevel. If you
try to readthis registerafterWD_IntWait [A.3.3] returns,it will alreadybe "0"
becausethewrite transfercommandwasissuedatkernellevel.

DWORD DLLCALLCONV wait_interrupt(PVOID pData)
{

printf("Waiting for interrupt\n");
for (;;)
{

WD_TRANSFER trans[2];
Intrp.dwCmds = 2;
Intrp.Cmd = trans;
WD_IntWait(hWD, &Intrp);
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if (Intrp.fStopped)
break ; // WD_IntDisable called by parent

// call your interrupt routine here
printf("Got interrupt %d. Value of register read %x\n",
Intrp.dwCounter, trans[0].Data.Dword);

}
return 0;

}

Study the implementation of the interrupt handling in the
\WinDri ver\src\windrvr_int_thr ead.cfile, andseethat it usescodesimilar to
thatusedabove.

Impr oving the Interrupt Handling Rate on VxWorks

WinDriverfor VxWorks(a.k.a.DriverBuilder)implementsacall-backroutine,which,
if setby theuser, is executedimmediatelywhenaninterruptis received,thusenabling
you to speedup interruptacknowledgmentandprocessing.This routineis notneeded
on Windows 98/Me/NT/2000/XP/Server2003,Linux andSolaris,sinceyou canuse
theKernelPlugIn featureto improve the interrupthandlingrateon theseplatforms.
SeeSection11 or http://www.jungo.com/kpi.html for moreinformation
abouttheKernelPlugIn.

To usethewindrvr_isr routine:

1. Includethefollowing declarationin yourcode:

int (__cdecl *windrvr_isr)(void);

2. Setwindrvr_isr to point to the interrupthandlerroutinethatyou wish to
haveperformedimmediatelyuponthearrival of aninterrupt.For example:

int __cdecl my_isr(void )
{

// Add code here in order to verify that the ISR is called.
return TRUE; // If TRUE, continue regular handling of WinDriver;

// If FALSE, exit ISR.
}

extern int (__cdecl *windrvr_isr)(void );

// after calling drvrInit()
windrvr_isr = my_isr;

http://www.jungo.com/kpi.html
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9.2.3 Interrupts in Windows CE

WindowsCEusesalogical interruptschemeratherthanthephysicalinterruptnumber.
It maintainsaninternalkerneltablethatmapsthephysicalIRQ numberto thelogical
IRQ number. Device driversareexpectedto usethe logical interruptnumberwhen
requestinginterruptsfrom WindowsCE. In this context, therearetwo approachesto
interruptmapping:

• In mostof the x86 or MIPS platforms,all the physicalinterruptsexceptfor
somereservedonesarestaticallymappedusingthis simplemapping:

logical interrupt= SYSINTR_FIRMWARE + physicalinterrupt

Calling WD_CardRegister with the INTERRUPT_CE_INT_ID flag
set, instructs WinDriver to follow this mapping. Otherwise,when
INTERRUPT_CE_INT_ID flag is cleared,the developermust provide
themappedlogical interrupt.Notethat if you wantto usea reservedinterrupt
value,youshouldmodify thisstaticmapaccordingto thefollowing paragraph.

• On otherplatforms,with no suchmapping,thedevelopershoulddo oneof the
following:

1.
NOTE:
Thisoptioncanonly beperformedby theplatformbuilder.

Statically map the physical IRQ to a logical interrupt,
and call WD_CardRegister with the logical interrupt and
with the INTERRUPT_CE_INT_ID flag set. The static
interrupt map is in the file CFWPC.C (located in the
%_TARGETPLATROOT%\KERNEL\HAL directory).
You will thenneedto rebuild the Windows CE imageNK.BIN and
downloadthenew executableontoyour targetplatform.
Staticmappingis helpful also in the caseof usingreserved interrupt
mapping.Supposeyourplatformstaticmappingis:

– IRQ0: Timer Interrupt
– IRQ2: Cascadeinterruptfor thesecondPIC
– IRQ6: Thefloppy controller
– IRQ7: LPT1 (becausethePPSHdoesnot useinterrupts)
– IRQ9
– IRQ13: Thenumericcoprocessor
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An attemptto initialize anduseany of theseinterruptswill fail. However,
you maywant to useoneor moreof theseinterruptson occasion,such
aswhenyou do not want to usethePPSH,but you want to reclaimthe
parallelport for someotherpurpose.

To solve this problem,simply modify the file CFWPC.C (locatedin
the%_TARGETPLATROOT%\KERNEL\HAL directory)to include
code,asshown below, thatsetsup a valuefor interrupt7 in the interrupt
mappingtable.
SETUP_INTERRUPT_MAP(SYSINTR_FIRMWARE+7,7);

Supposeyou have a PCI cardwhich wasassignedIRQ9. SinceWinCE
doesnot mapthis interruptby default, you will not be ableto receive
interruptsfrom this card. In this case,you will needto inserta similar
entryfor IRQ9.
SETUP_INTERRUPT_MAP(SYSINTR_FIRMWARE+9,9);

2. (On ARM platformsonly) Registerthe device with the PCI busdriver,
andcall WD_CardRegister with the logical interrupt and with the
INTERRUPT_CE_INT_ID flag cleared.Following this methodwill
causethePCIbusdriverto performtheIRQmappinganddirectWinDriver
to useit.
Thefollowing registry exampleshows how to registeryour device with
thePCI busdriver (canbeaddedto yourPlatform.reg file).

[HKEY_LOCAL_MACHINE\Drivers\BuiltIn\PCI\Template\MyCard]
"Class"=dword:04
"SubClass"=dword:01
"ProgIF"=dword:00
"VendorID"=multi_sz:"1234","1234"
"DeviceID"=multi_sz:"1111","2222"

For moreinformation,refer to MSDN Library, underPCI Bus Driver
Registry Settingssection.

9.3 USBControl Transfers

9.3.1 USB Data Exchange

The USB standardsupportstwo kinds of dataexchangebetweenthe hostandthe
device:
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Functional data exchange is usedto move datato andfrom thedevice. Thereare
threetypesof datatransfers:Bulk, Interrupt,andIsochronoustransfers.

Control exchange is usedto configureadevicewhenit is first attachedandcanalso
beusedfor otherdevice-specificpurposes,includingcontrolof otherpipeson
thedevice. Controlexchangetakesplacevia a controlpipe,mainly thedefault
Pipe0, whichalwaysexists.

Figure9.1: USB DataExchange

9.3.2 Mor e About the Control Transfer

The control transactionalways begins with a setupstage. The setupstageis
followedby zeroor morecontroldatatransactions(datastage)thatcarrythespecific
informationfor therequestedoperation,andfinally a statustransactioncompletesthe
controltransferby returningthestatusto thehost.

During thesetupstage,an8-bytesetuppacket is usedto transmitinformationto the
control endpointof the device. The setuppacket’s format is definedby the USB
specification.
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A controltransfercanbeareadtransactionor awrite transaction.In areadtransaction
thesetuppacket indicatesthecharacteristicsandamountof datato bereadfrom the
device. In awrite transactionthesetuppacketcontainsthecommandsent(written) to
thedevice andthenumberof controldatabytesthatwill besentto thedevice in the
datastage.

Referto Figure9.2 (taken from the USB specification)for a sequenceof readand
write transactions.
‘(in)’ indicatesdataflow from thedevice to thehost.
‘(out)’ indicatesdataflow from thehostto thedevice.

Figure9.2: USB ReadandWrite

9.3.3 The SetupPacket

Thesetuppackets(combinedwith thecontroldatastageandthestatusstage)areused
to configureandsendcommandsto thedevice. Chapter9 of theUSB specification
definesstandarddevicerequests.USBrequestssuchasthesearesentfrom thehostto
thedevice, usingsetuppackets. TheUSB device is requiredto respondproperlyto
theserequests.In addition,eachvendormaydefinedevice-specificsetuppacketsto
performdevice-specificoperations.Thestandardsetuppackets(standardUSBdevice
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requests)aredetailedbelow. Thevendor’sdevice-specificsetuppacketsaredetailed
in thevendor’sdatabookfor eachUSBdevice.
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9.3.4 USB SetupPacket Format

The tablebelow shows the formatof theUSB setuppacket. For moreinformation,
pleasereferto theUSBspecificationathttp://www.usb.org.

Byte Field Description
0 bmRequest

Type
Bit 7: Requestdirection (0=Host to
device - Out, 1=Device to host - In).
Bits 5-6: Requesttype (0=standard,
1=class,2=vendor, 3=reserved). Bits
0-4: Recipient(0=device, 1=interface,
2=endpoint,3=other).

1 bRequest Theactualrequest(seenext table).
2 wValueL A word-sizevaluethatvariesaccording

to the request. For example, in the
CLEAR_FEATURE requestthe value
is used to select the feature, in the
GET_DESCRIPTOR requestthe value
indicates the descriptor type and in
the SET_ADDRESSrequestthe value
containsthedeviceaddress.

3 wValueH Theupperbyteof theValueword.
4 wIndexL A word-sizevaluethatvariesaccording

to the request. The index is generally
used to specify an endpoint or an
interface.

5 wIndexH Theupperbyteof theIndex word.
6 wLengthL A word-size value that indicates the

number of bytes to be transferredif
thereis a datastage.

7 wLengthH Theupperbyteof theLengthword.

9.3.5 Standard Device RequestCodes

Thetablebelow showsthestandarddevice requestcodes.

http://www.usb.org
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bRequest Value
GET_STATUS 0
CLEAR_FEATURE 1
Reservedfor futureuse 2
SET_FEATURE 3
Reservedfor futureuse 4
SET_ADDRESS 5
GET_DESCRIPTOR 6
SET_DESCRIPTOR 7
GET_CONFIGURATION 8
SET_CONFIGURATION 9
GET_INTERFACE 10
SET_INTERFACE 11
SYNCH_FRAME 12

9.3.6 SetupPacket Example

Thisexampleof astandardUSBdevicerequestillustratesthesetuppacket formatand
its fields.Thesetuppacket is in Hex format.

Thefollowing setuppacket is for a control readtransactionthat retrievesthedevice
descriptorfrom theUSB device. Thedevice descriptorincludesinformationsuchas
USBstandardrevision,vendorID andproductID.

GET_DESCRIPTOR (Device) Setup Packet

80 06 00 01 00 00 12 00

Setup packet meaning:
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Byte Field Value Description
0 BmRequest

Type
80 8h=1000b

bit 7=1 -> directionof datais from device to
host.
0h=0000b
bits 0..1=00-> therecipientis thedevice.

1 bRequest 06 TheRequestis GET_DESCRIPTOR.
2 wValueL 00
3 wValueH 01 Thedescriptortype is device (valuesdefined

in USBspec).
4 wIndexL 00 The index is not relevant in this setuppacket

sincethereis only onedevicedescriptor.
5 wIndexH 00
6 wLengthL 12 Length of the datato be retrieved: 18(12h)

bytes (this is the length of the device
descriptor).

7 wLengthH 00

In response,the device sendsthe device descriptordata. A device descriptorof
CypressEZ-USBIntegratedCircuit is providedasanexample:

Byte No. 0 1 2 3 4 5 6 7 8 9 10

Content 12 01 00 01 ff ff ff 40 47 05 80

Byte No. 11 12 13 14 15 16 17

Content 00 01 00 00 00 00 01

As definedin the USB specification,byte 0 indicatesthe lengthof the descriptor,
bytes2-3 containthe USB specificationreleasenumber, byte 7 is the maximum
packet sizefor endpoint00,bytes8-9 aretheVendorID, bytes10-11aretheProduct
ID, etc.

9.4 Performing Control Transferswith WinDri ver

WinDriver allows you to easilysendandreceive control transferson Pipe00,while
usingDriverWizard to testyour device. You caneitherusethe API generatedby
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DriverWizard[5] for yourhardware,or directly call theWinDriverWDU_Transfer
[A.6.7] functionfrom within yourapplication.

9.4.1 Control Transfers with Dri verWizard

1. ChoosePipe00andclick Read/Write To Pipe.

2. You caneitherenteracustomsetuppacket,or usea standardUSBrequest.

• For a customrequest:entertherequiredsetuppacket fields. For a write
transactionthat includesa datastage,enterthedatain theWrite to pipe
data (Hex) field. Click Read From Pipeor Write To Pipe accordingto
therequiredtransaction(seeFigure9.3).

Figure9.3: CustomRequest

• For a standardUSB request:selecta USB requestfrom the request
list, which includesGET_CONFIGURATION, GET_DESCRIPTOR
CONFIGURATION, GET_DESCRIPTOR DEVICE andmore(see
Figure9.4). EachstandardUSB requestis describedon theright handof
thedialogboxwhenselected.
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Figure9.4: RequestList

3. Thedevice descriptordataretrievedfrom thedevice usingthestandardUSB
requestGET_DESCRIPTOR DEVICE canbeseenin theDriverWizardlog
screen(seeFigure9.5).

9.4.2 Control Transfers with WinDri ver API

To performa reador write transactionon the control pipe, you caneitherusethe
API generatedby DriverWizard for your hardware,or directly call the WinDriver
WDU_Transfer [A.6.7] functionfrom within yourapplication.

Fill the setuppacket in theBYTE SetupPacket[8] arrayandcall thesefunctionsto
sendsetuppacketson Pipe00andto retrievecontrolandstatusdatafrom thedevice.

• Thefollowing sampledemonstrateshow to fill theSetupPacket[8] variablewith
a GET_DESCRIPTORsetuppacket:

setupPacket[0] = 0x80; //BmRequstType
setupPacket[1] = 0x6; //bRequest [0x6 == GET_DESCRIPTOR]
setupPacket[2] = 0; //wValue
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Figure9.5: Log Screen

setupPacket[3] = 0x1; //wValue [Descriptor Type: 0x1 == DEVICE ]
setupPacket[4] = 0; //wIndex
setupPacket[5] = 0; //wIndex
setupPacket[6] = 0x12; //wLength [Size for the returned buffer]
setupPacket[7] = 0; //wLength

• Thefollowing sampledemonstrateshow to senda setuppacket to thecontrol
pipe(aGET instruction;thedevicewill returntheinformationrequestedin the
pBuffer variable):

WDU_TransferDefaultPipe(hDev, TRUE, 0, pBuffer, dwSize,
bytes_transferred, &setupPacket[0], 10000);

• Thefollowing sampledemonstrateshow to senda setuppacket to thecontrol
pipe(aSETinstruction):

WDU_TransferDefaultPipe(hDev, FALSE, 0, NULL, 0, bytes_transferred,
&setupPacket[0], 10000);
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For further informationregardingWDU_TransferDefaultPipe, pleaserefer to
SectionA.6.9, andfor further informationregardingWDU_Transfer, pleaserefer
to SectionA.6.7,

9.5 Support for 64-bit Operating Systems

NOTE:
Startingfrom version6.02,WinDriversupportsSolaris8.0/9.064-bit kernels.Refer
to Section4.1.5for thefull list of Solarisplatformssupportedby WinDriver.

• WinDriverfor Solaris64-bitkernelsupportsboth32-bitand64-bitapplications.
Notethat64-bit applicationsaremoreefficient.

• In general,DWORD is unsignedlong. On 32-bit applicationsDWORD is a
32-bit variableandon 64-bit applicationsDWORD is a 64-bit variable. The
exceptionis the transfercommandsusedin theWD_Transfer struct. In
WD_Transfer structDWORD standsfor 32-bit andQWORD standsfor
64-bit regardlessof how the applicationwascompiled. This exceptionwas
madefor backwardcodecompatibilityandfor compatibilitybetween32-bit
and64-bit applications.

• On64-bitoperatingsystems,64-bitdatatransfersareperformeddirectly. There
is no needto useWinDriverWD_Transfer [A.6.7] function.



Chapter 10

Impr ovingPerformance

10.1 Overview

Onceyour user-modedriver hasbeenwritten anddebugged,you might find that
certainmodulesin your codedo not operatefastenough(for example:an interrupt
handleror accessingI/O-mappedregions). If this is the case,try to improve
performancein oneof thefollowing ways:

• Improvetheperformanceof youruser-modedriver.

• Move the performance-criticalpartsof your codeinto WinDriver’s Kernel
PlugIn.

NOTE:
KernelPlugInis of greatusein PCI applications(e.ginterrupthandling),andis not
supportedin USB applications.
KernelPlugInis not implementedunderWindows CE andVxWorks,sincethereis
no separationbetweenkernelmodeandusermodein theseoperatingsystems.As
such,top performancecanbeachievedwithout usingtheKernelPlugIn.

Usethe following checklistto determinehow to bestimprove the performanceof
yourdriver.

154
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10.1.1 PerformanceImpr ovementChecklist

Thefollowing checklistwill helpyou determinehow to improve theperformanceof
yourdriver:

Problem Solution
1. ISA Card – accessingan
I/O-mappedrangeon thecard

Try to convert multiple calls to WD_Transfer to one
call to WD_MultiTransfer (seeSection10.2.2later
in this chapter).

• If this doesnot solve the problem,handlethe
I/O at kernelmodeby writing a KernelPlugIn
(seetheKernelPlugIn-relatedchaptersfor details,
Chapters11 and 12).

2. PCI Card – accessingan
I/O-mappedrangeon thecard

First, try to changethe card from I/O-mappedto
memory-mappedby changingbit 0 of theaddressspace
PCI configurationregisterto 0 andthentry thesolutions
for problem#3. You will probablyneedto reprogram
theEPROM to initialize BAR0/1/2/3/4/5registerswith
differentvalues.

• If this is not possible,try thesolutionssuggested
for problem#1.

• If this doesnot solve the problem,handlethe
I/O in kernelmodeby writing a KernelPlugIn
(seetheKernelPlugIn-relatedchaptersfor details,
Chapters11 and 12).

3. Accessing a
memory-mapped range on
thecard

Try to accessmemorywithout usingWD_Transfer,
and insteadusingdirect accessto memory-mapped
regions(seeSection10.2.1laterin thischapter).

• If this doesnot solve theproblem,thenthereis a
hardwaredesignproblem. You will not be able
to increaseperformanceby usingany software
designmethod,writing a KernelPlugIn,or even
by writing a full kerneldriver.
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4. Interrupt latency – missing
interrupts, receiving interrupts
too late

Handletheinterruptsin kernelmodeby writing a kernel
PlugIn(seetheKernelPlugIn-relatedchaptersfor details,
Chapters11 and 12).

5. USB devices– slow transfer
rate

To increasethe transferrate,try to increasethepacket
sizeby choosinga differentdeviceconfiguration.

10.2 Impr oving the Performanceof a User-Mode
Dri ver

As a generalrule, transfersto memory-mappedregionsarefasterthantransfersto
I/O-mappedregions.Thereasonis thatWinDriverenablestheuserto directly access
thememory-mappedregionswithoutcalling theWD_Transfer function.

10.2.1 Using Dir ect Accessto Memory-Mapped Regions

After registeringa memory-mappedregion usingWD_CardRegister [A.2.8], two
resultsarereturned:dwTransAddr anddwUserDirectAddr.
The dwTransAddr result should be used as a baseaddresswhen calling
WD_Transfer [A.2.10] to reador write to the memoryregion. A moreefficient
way to performmemorytransferswould beto usedwUserDirectAddr directly asa
pointer, andthenuseit to accessthememory-mappedrange.This methodenables
you to read/writedatato your memory-mappedregion without any function calls
overhead,i.e.,zeroperformancedegradation.

Whetheryou useWD_Transfer or dwUserDirectAddr, it is importantto align the
baseaddressaccordingto the sizeof the datatype,especiallywhenissuingstring
transfercommands.Otherwise,thetransfersaresplit into smallerportions.
Theeasiestway to align datais to usebasictypeswhendefininga buffer, i.e.

BYTE buf[len]; // for BYTE transfers- not aligned
WORDbuf[len]; // for WORDtransfers- alignedon 2-byteboundary
UINT32 buf[len]; // for DWORDtransfers- alignedon 4-byteboundary
UINT64 buf[len]; // for QWORDtransfers- alignedon 8-byteboundary

10.2.2 AccessingI/O-Mapped Regions

Theonly way to transferdataon I/O-mappedregionsis by calling aWD_Transfer
function[A.2.10]. If you needto transfera largebuffer, theString(Block) Transfer
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commandscan be used. For example,RP_SBYTE, the ReadPort String Byte
command,will transfera buffer of bytesto theI/O port. In suchcases,thefunction
calling overheadis negligible whencomparedto theblock transfertime.

In a casewheremany shorttransfersarecalled,the functioncalling overheadmay
increaseto suchanextentthat it causesoverallperformancedegradation.This might
happenif you needto call WD_Transfer morethan20,000timespersecond.

Take for examplea casein which a 1-MB block of dataneedsto be transferred
word-by-word,andin eachword that is transferredfirst theLOW byte is transferred
to I/O port 0x300andthentheHIGH byteis transferredto I/O port0x301.

Normally this would meancalling WD_Transfer 1 million times—byte0 to
port 0x300,byte 1 to port 0x301,byte 2 to port 0x300,byte 3 to port 0x301,etc.
(WP_BYTE – Write PortByte).

A quick way to save 50% of the function call overheadwould be to call
WD_Transfer with a WP_SBYTE (Write Port String Byte), with two bytesat
a time. Thefirst call would transferbyte0 andbyte1 to ports0x300and0x301,the
secondcall would transferbyte2 andbyte3 to ports0x300and0x301,etc.Thisway,
WD_Transfer will only becalled500,000timesto transfertheblock.

Thethird methodwould beto prepareanarrayof 1000WD_TRANSFER commands.
Eachcommandin thearraywould have a WP_SBYTE commandthat transferstwo
bytesat a time. Thenyou would call WD_MultiTransfer [A.2.11] with a pointer
to thearrayof WD_TRANSFER commands.In onecall to WD_MultiTransfer,
2000bytesof datawill betransferred.Youwill needonly 500callstoWD_Transfer
to transferthe1 MB of data.This is only 0.05%of theoriginal numberof calls to
WD_Transfer. The trade-off in this caseis betweenthe numberof calls to
WD_Transfer and the memorythat is usedto setupthe 500 WD_TRANSFER
commands.

10.2.3 Performing 64-bit Data Transfers

NOTE:
The ability to performactual64-bit transfersis dependanton the existenceof
supportfor suchtransfersby thehardware,CPU,bridge,etc,andcanbeaffectedby
any of theseor their specificcombination.

WinDriversupports64-bitPCIdatatransferonx86platformsrunning32-bitoperating
systems.If yourPCI hardware(deviceandbus)is 64-bit, this featurewill enableyou
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to utilize yourhardware’sbroaderbandwidth,eventhoughyourhostoperatingsystem
is only 32-bit.

This innovativetechnologymakespossibledatatransferratespreviouslyunattainable
on suchplatforms.DriversdevelopedusingWinDriverwill attainsignificantlybetter
performanceresultsthandriverswritten with theDDK or otherdriver development
tools. To date,suchtoolsdo not enable64-bit datatransferon x86 platformsrunning
32-bit operatingsystems.Jungo’s benchmarkperformancetestingresultsfor 64-bit
datatransferindicatea significantimprovementof datatransferratescompared
to 32-bit datatransfer, guaranteeingthat driversdevelopedwith WinDriver and
KernelDriver will achieve far betterperformancethan32-bit datatransfernormally
allows.

To perform64-bitdatatransfers,pleaserefertoWD_Transfer() functionreference
in SectionA.2.10.

NOTE:
On 64-bit operatingsystems,64-bit datatransfersareperformeddirectly. Thereis
no needto useWD_Transfer().



Chapter 11

UnderstandingtheKernel
PlugIn

This chapterprovidesa descriptionof the Kernel PlugIn feature of WinDriver.

NOTE:
TheKernelPlugIncanbevery helpful for PCI/ISA driver development.It is does
not supporttheUSBAPI usedbeginningwith version6.0of WinDriver.

11.1 Background

The creationof drivers in usermode imposesa fair amountof function call
overheadfrom the kernel to usermode,which may causeperformanceto drop
to an unacceptablelevel. In suchcases,the KernelPlugIn featureallows critical
sectionsof thedrivercodeto bemovedto thekernelwhile keepingmostof thecode
intact.UsingWinDriver’sKernelPlugInfeature,yourdriverwill operatewithoutany
degradationin performance.

Theadvantagesof writing a KernelPlugIndriverovera kernel-modedriverare:

• All thedrivercodeis writtenanddebuggedin usermode.

• Thecodesegmentsthataremovedto kernelmoderemainessentiallythesame
andthereforeno kerneldebuggingis needed.

159
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• Thepartsof thecodethatwill run in thekernelthroughtheKernelPlugInare
platform independentandthereforewill run on every platformsupportedby
WinDriver. A standardkernel-modedriverwill run only on theplatformit was
written for.

Using WinDriver’s KernelPlugIn feature,your driver will operatewithout any
performancedegradation.

11.2 Do I Needto Write a Kernel PlugIn?

Not every performanceproblemrequiresyou to write a Kernel PlugIn. Some
performanceproblemscanbe solved in the user-modedriver by betterutilization
of the featuresthat WinDriver provides. For further information,pleaserefer to
Chapter10.

11.3 What Kind of PerformanceCan I Expect?

Sinceyou canwrite your own interrupthandlerin the kernelwith the WinDriver
KernelPlugIn,you canexpectto handleabout100,000interruptspersecondwithout
missingany oneof them.

11.4 Overview of the DevelopmentProcess

Using the WinDriver KernelPlugIn, the developerfirst developsanddebugsthe
driver in usermodewith the standardWinDriver tools. After identifying the
performance-criticalpartsof the code(suchas the interrupthandlingor access
to I/O-mappedmemoryranges),the developercandrop thesepartsof the code
into WinDriver’s KernelPlugIn, which runs in kernelmode,therebyeliminating
calling overhead.This uniquefeatureallows the developerto startwith quick and
easydevelopmentin usermode,andprogressto performanceorientedcodeonly
whereneeded.This uniquearchitecturesavestime andprovidesfor virtually zero
performancedegradation.
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11.5 The Kernel PlugIn Ar chitecture

11.5.1 Ar chitecture Overview

A driver written in usermodeusesWinDriver’s functions(WD_xxx functions)for
deviceaccess.If a certainfunctionin usermodeneedsto achievekernelperformance
(theinterrupthandler, for example),that function is movedto theWinDriver Kernel
PlugIn. Generallyit shouldbepossibleto move codethatusesWD_xxx calls from
theusermodeto thekernelwithout modifications,seeingthesameWinDriverAPI is
supportedbothin theusermodeandin theKernelPlugIn.

Figure11.1: KernelPlugIn Architecture

11.5.2 WinDri ver Kernel and Kernel PlugIn Interaction

Therearetwo typesof interactionbetweentheWinDriver kernelandtheWinDriver
KernelPlugIn.They are:
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Interrupt handling: When WinDriver receivesan interrupt, by default it will
activatethe interrupthandlerin usermode.However, if the interruptwasset
to behandledby WinDriver KernelPlugIn, thenonceWinDriver receivesthe
interrupt,it is processedby the interruptfunction in the kernel. This canbe
thesamecodethatyou wroteanddebuggedin theuser-modeinterrupthandler
before,thoughsomeof theuser-modecodeshouldbemodified.Werecommend
you rewrite theinterruptacknowledgeandhandlingcodein theKernelPlugIn
to utilize theflexibility offeredby KernelPlugIn(seeSection11.6.5).

Messagepassing: To executefunctionsin kernelmode(suchasI/O processing
functions),the user-modedriver simply passesa messageto the WinDriver
KernelPlugIn. This messageis mappedto a specificfunction,which is then
executedin thekernel.This functioncancontainthesamecodeasit did when
it waswrittenanddebuggedin usermode.

11.5.3 Kernel PlugIn Components

At the endof your KernelPlugIn developmentcycle, your driver will have the
following elements:

• User-modedriver– writtenwith theWD_xxx functions

• WinDriverkernel– windr vr6.sys

• KernelPlugIn (<Your Kernel PlugIn Dri ver Name>.sysor <Your Kernel
PlugIn Dri ver Name>.vxd) – theelementthatcontainsthefunctionality that
you havechosento bringdown to thekernellevel

11.5.4 Kernel PlugIn Event Sequence

Thefollowing is a typical eventsequencethatcoversall the functionsthatyou can
implementin yourKernelPlugIn:

Opening Handle fr om User Mode to Kernel PlugIn

Event/Callback Notes
Event: Windows loadsyour
KernelPlugIndriver.

This takesplaceat boot time, by dynamic
loading,or asinstructedby theregistry.
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Callback: YourKP_Init Kernel
PlugInfunctionis called[A.12.1].

KP_Init informsWinDriverof thenameof
yourKP_Open routine[A.12.2]. WinDriver
will call this routinewhenthe application
wishesto openyour driver (when it calls
WD_KernelPlugInOpen [A.11.1]).

Event: Your user-mode
driver application calls
WD_KernelPlugInOpen.
Callback: Your KP_Open
routineis called.

TheKP_Open function is usedto inform
WinDriver of the namesof all the callback
functionsthatyou have implementedin your
KernelPlugIndriverandto initiatetheKernel
PlugIndriver, if needed.

Handling User-Mode Requestsfr om the Kernel PlugIn

Event/Callback Notes
Event: Your applicationcalls
WD_KernelPlugInCall
[A.11.3].

Your application calls
WD_KernelPlugInCall to run code
in kernelmode(in theKernelPlugIndriver).
The applicationpassesa messageto the
KernelPlugIn driver. The KernelPlugIn
driver will selectthe function to execute
accordingto themessagesent.

Interrupt Handling – High IRQL Processing

Event/Callback Notes
Callback: Your KP_Call
[A.12.4] routineis called.

It executescodeaccordingto the message
passedto it from usermode.

Event: Your hardwarecreatesan
interrupt.



164 11 Understandingthe KernelPlugIn

Callback: Your
KP_IntAtIrql [A.12.8]
routine is called(if the Kernel
PlugIninterruptsareenabled).

KP_IntAtIrql runsat a high priority,
andthereforeshouldperformonly thebasic
interrupthandling(suchas lowering the
HW interrupt signal). If more interrupt
processingis needed,it is deferredto the
KP_IntAtDpc [A.12.9] function. If your
KP_IntAtIrql function returnsTRUE,
theKP_IntAtDpc functionis called.

Interrupt Handling – Deferred Procedure Calls

Event/Callback Notes
Event: KP_IntAtIrql
[A.12.8] functionreturnsTRUE.

Needsinterruptcodeto be processedasa
deferredprocedurecall in thekernel.

Callback: KP_IntAtDpc
[A.12.9] is called.

Processestherestof theinterruptcode,but at
a lowerpriority thanKP_IntAtIrql.

Event: KP_IntAtDpc returnsa
valuegreaterthan0.

Needsinterruptcodeto beprocessedin user
modeaswell.

Callback: WD_IntWait [A.3.3]
returns.

Executionresumesat theuser-modeinterrupt
handler.

Plug and Play and Power Management

Event/Callback Notes
Event: A PlugandPlayor power
managementeventoccurred.

Your applicationregisteredto receive
notificationsof sucheventsby calling
EventRegister [A.8.2] (or the lower
level WD_EventRegister function
[A.9.2]) andusedthehKernelPluginfield in
theWD_EVENT structurethat is passedto
thefunctionto requestthattheeventwill first
behandledin theKernelPlugIn. Thereafter,
an event that matchedthe criteria set in
EventRegister/WD_EventRegister
occurred.
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Callback: Your KP_Event
[A.12.5] routineis called.

KP_Event receivesinformationaboutthe
eventthatoccurred.

Event: KP_Event returns
TRUE.

The event needsto be processedin your
user-modeapplicationaswell.

Callback: WD_IntWait [A.3.3]
returns.

Executionresumesat your user-mode
applicationeventhandler.

11.6 How DoesKernel PlugIn Work?

The following sectionstake you throughthedevelopmentcycle of a KernelPlugIn
undertheassumptionthatyou have alreadywritten anddebuggedyour entiredriver
codein usermode,andhaveencountereda performanceproblem.

11.6.1 Minimal Requirementsfor Creating a Kernel PlugIn

WhendevelopingadriverusingWinDriver’sKernelPlugIn,it is highly recommended
to usetwo computers;setup onecomputerasyour host,andtheotherasyour target
computer. Thehostcomputeris thecomputeron which you developyour driver, and
thetargetcomputeris thecomputeron whichyou runyourdevelopeddriver.

• To compilethekernel-modedriver you needtheVC compiler(cl.exe, rc.exe,
link.exe andnmake.exe).

• To createa Windows98/Me/NT/2000/XP/Server2003driver (SYS)you need
to install thecorrespondingDDK for thetargetoperatingsystemon your host
machine.

NOTE:
If yourdevelopeddriver is intendedfor a Windows98/MetargetPC,develop
yourdriverona Windows2000or abovehostPC.

• To compilethekernel-modedriveronLinux andSolaris,youneedGCC,gmake
or make.
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NOTE:
The DDKs are
available in the MSDN subscriptionfrom Microsoft. You canalsoorder them
from http://www.microsoft.com/whdc/ddk/winddk.mspx

11.6.2 Kernel PlugIn Implementation

Before You Begin

The functionsdescribedin this sectionarecallbackfunctions,implementedin the
KernelPlugIndriver, which arecalledwhentheir calling eventoccurs.For example,
KP_Init [A.12.1] is thecallbackfunctionthat is calledwhenthedriver is loaded.
Any codethatyouwantto executeuponloadingshouldbein this function.

Thenameof your driver is givenin KP_Init. For theothercallbackfunctions,it is
theconventionof this referenceguideto markthesefunctionsasKP_ functions(e.g.
KP_Open), asdone,for example,in theKPTESTsample.
However, whendevelopinga KernelPlugIn driver you canalso selectdifferent
namesfor thesecallbackfunctions. When generatingKernelPlugIn codewith
the DriverWizard, for example,the namesof the callbackfunctions(apartfrom
KP_Init) will bederivedfrom thedriver namethatyou specifiedwhengenerating
thecodeandwill begin with theprefixKP_XXX, whereXXX is yourdrivername.For
example,if your driver’snameis MyDriver, thenyour Opencallbackwill becalled
KP_MyDriver_Open, etc.

Write Your KP_INIT Function

Implementthefollowing functionin yourkerneldriver:

BOOL __cdecl KP_Init(KP_INIT *kpInit);

whereKP_INIT is thefollowing structure:

typedef struct {
DWORD dwVerWD; // version of the WinDriver Kernel PlugIn library
CHAR cDriverName[12]; // returns the device driver name, up to 12 chars.
KP_FUNC_OPEN funcOpen; // returns the KP_Open function

} KP_INIT;

This functionis calledonce,whenthedriveris loaded.TheKP_INIT structureshould
be filled with the nameof your KernelPlugIn andthe addressof your KP_Open
function[A.12.2] (seeexamplein kptest.c).

http://www.microsoft.com/whdc/ddk/winddk.mspx
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NOTE:
(1) Thenamethatyou choosefor your KernelPlugIndriver – by settingit in the
cDriverNamefield of theKP_INIT structurein KP_Init [A.12.1] – shouldbethe
nameof thedriver thatyou wish to create– i.e., if you arecreatinga driver called
XXX.sys or XXX.vxd , thenyou shouldsetthename"XXX" in thecDriverName
field of theKP_INIT structure.
(2) You shouldalsoverify that the driver namethat is set in the usermode,in
thepcDriverNamefield of theWD_KERNEL_PLUGINstructurethat is passedto
WD_KernelPlugInOpen [A.11.1], is identicalto thedrivernamethatwassetin
thecDriverNamefield of theKP_INIT structurein KP_Init().

FromtheKPTESTsample:

BOOL __cdecl KP_Init(KP_INIT *kpInit)
{

// Check if the version of the WinDriver Kernel
// PlugIn library is the same version
// as windrvr.h and wd_kp.h

if (kpInit->dwVerWD!=WD_VER)
{
// You need to re-compile your Kernel PlugIn
// with the compatible version of the WinDriver
// Kernel PlugIn library windrvr.h and wd_kp.h

return FALSE;
}

kpInit->funcOpen = KP_Open;
strcpy (kpInit->cDriverName, "KPTEST");

return TRUE;
}

Write Your KP_OPEN Function

ImplementtheKP_Open [A.12.2] function in theKernelPlugInfile, whereKernel
PlugIn is thenameof your KernelPlugIndriver (copiedto kpInit->cDriverNamein
theKP_Init function[A.12.1]).

BOOL __cdecl KP_Open(KP_OPEN_CALL *kpOpenCall, HANDLE
hWD, PVOID pOpenData, PVOID *ppDrvContext);
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This callback is called when the user-mode application calls the
WD_KernelPlugInOpen function[A.11.1].

In theKP_Open function,definethe callbacksthat you wish to implementin the
KernelPlugIn.

Thefollowing is a list of thecallbacksthatcanbeimplemented:
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Callback Name Functionality
KP_Close [A.12.3] Calledwhenthe user-modeapplicationcalls

the WD_KernelPlugInClose function
[A.11.2].

KP_Call [A.12.4] Calledwhenthe user-modeapplicationcalls
the WD_KernelPlugInCall [A.11.3]
function. This function is a messagehandler
for yourutility functions.

KP_Event [A.12.5] Called when a Plug-and-Play or power
managementeventoccurred,if theuser-mode
applicationpreviously registeredto listen to
this event by calling the EventRegister
[A.8.2] function (or the lower level
WD_EventRegister function [A.9.2])
with a handleto the Kernel PlugIn (set in
the hKerenlPlugInfield of the WD_EVENT
structurethatis passedto thefunction).

KP_IntEnable [A.12.6] Called when the user-mode application
calls the WD_IntEnable function [A.3.2]
(which is also called from the higher
level InterruptEnable function
[A.2.14]) with a handle to the Kernel
PlugIn (setin the hKernelPlugInfield of the
WD_INTERRUPT structurethat is passedto
the function). This function shouldcontain
any initialization neededfor your Kernel
PlugIninterrupthandling.

KP_IntDisable [A.12.7] Called when the user-mode application
callstheWD_IntDisable [A.3.5] function
(which is also called from the higher level
InterruptDisable function [A.2.15]),
if theinterruptswerepreviouslyenabledwith
a handleto theKernelPlugIn. This function
shouldfreeany memorythatwasallocatedin
theKP_IntEnable [A.12.6] callback.

KP_IntAtIrql [A.12.8] CalledwhenWinDriver receivesan interrupt
(provided the interruptswere enabledwith
a handle to the Kernel PlugIn). This is
the function that will handleyour interrupt
in kernel mode(additionalhandlingcan be
performedin KP_IntAtDpc andalsoin the
usermode).

KP_IntAtDpc [A.12.9] Calledif theKP_IntAtIrql callback
[A.12.8] hasrequesteddeferredhandlingof
theinterrupt(by returningTRUE).
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As indicatedabove, thesehandlerswill becalled(respectively) whentheuser-mode
programopens/closesa Kernel PlugIn driver (WD_KernelPlugInOpen,
WD_KernelPlugInClose), sendsa message(WD_KernelPlugInCall),
installsaninterruptwherehKernelPlugIn in theWD_INTERRUPT structpassed
to InterruptEnable/WD_IntEnable is thehandleto theKernelPlugIndriver
openedwith WD_KernelPlugInOpen, or registersana Plug-and-Playor power
managementevent wherehKernelPlugIn in theWD_EVENT structpassedto
EventRegister/ WD_EventRegister is thehandleto theKernelPlugIndriver.

FromtheKPTESTsample:

BOOL __cdecl KP_Open(KP_OPEN_CALL *kpOpenCall, HANDLE hWD,
PVOID pOpenData, PVOID *ppDrvContext)

{
kpOpenCall->funcClose = KP_Close;
kpOpenCall->funcCall = KP_Call;
kpOpenCall->funcIntEnable = KP_IntEnable;
kpOpenCall->funcIntDisable = KP_IntDisable;
kpOpenCall->funcIntAtIrql = KP_IntAtIrql;
kpOpenCall->funcIntAtDpc = KP_IntAtDpc;
kpOpenCall->funcEvent = KP_Event;
*ppDrvContext = NULL; // you can allocate memory here
return TRUE;

}

Write the Remaining PlugIn Callbacks

Add yourspecificcodeinsidethecallbackroutines.

11.6.3 Sample/GeneratedKernel PlugIn Dri ver Code

You can usethe Dri verWizard to generatea skeletalKernel PlugIn driver for
your device, anduseit as the basisfor your KernelPlugIn driver development
(recommended),or usethe Kernel PlugIn sample (KPTEST), found underthe
\WinDri ver\kerplug directory, asthebasisfor your KernelPlugIndriver. Both the
generatedandsamplecodeincludea KernelPlugIndriver projectanda user-mode
applicationthatcommunicateswith it.
Both the generatedcodeand the KPTEST sampledemonstratecommunication
betweena user-modeapplication(USERMODE.EXE or XXX_DIA G.EXE - where
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XXX is thegenerateddrivername)anda KernelPlugIndriver (KPTEST.sys/vxdor
XXX.sys/vxd).
The generated/sampleKernelPlugIn codeimplementsa messagefor getting the
driver’s versionnumberto demonstratehow to passdata(messages)betweenthe
KernelPlugIndriver anda user-modeWinDriver, aswell assamplekernelinterrupt
handlingcode. [The KPTESTsampledemonstratesISA interrupthandling. The
generatedcodewill includesampleinterruptcodefor theinterruptdetectedon your
card (PCI or ISA). For PCI, you candefinethe information for acknowledging
(clearing)the interruptin theDriverWizard,beforegeneratingthecode,so that the
generatedcodewill alreadyutilize this informationin theinterruptfunctions.]

TIP
We recommendthatyou build andrun thesample/generatedKernelPlugInproject
(andcorrespondinguser-modeapplication)beforewriting your own KernelPlugIn
driver.

11.6.4 Dir ectory Structure of the Sample/GeneratedKernel
PlugIn Dri ver Code

• The Kernel PlugIn samplecode – KPTEST – can be found under the
\WinDri ver\kerplug directoryandis comprisedof thefollowing files:

– \WinDri ver\kerplug\lib – Includesthefiles neededto link your Kernel
PlugIndriver.

– \WinDri ver\kerplug\kptest – Containsa sampleKernelPlugIndriver,
whichincludesbothakernel-modeKernelPlugInprojectandauser-mode
projectthatcommunicateswith it. This sampledemonstrateshow to pass
datato/from theKernelPlugInandhow to handleinterruptsin theKernel
PlugIn(thesampleis for ISA interrupts).
The sampledataexchangefunction getsthe versionof the WinDriver
kernelmoduleandpassesit to theuserlevel. This samplecanbeusedas
abasisfor implementingI/O callswith theKernelPlugIn.
The sampleinterrupt handler implementsan interrupt counter.
The interrupt handlercountsfive interruptsand notifies the user
mode on every fifth incoming interrupt. For more details, see
WinDri ver\kerplug\kptest\files.txt.
Thekptest directoryincludesthefollowing files:

* kptest_com.hcontainscommondefinitionsbetweenthe Kernel
PlugInanduser-modeprojects,suchasmessagenames(for messages
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thatwill bepassedfrom theusermodeandimplementedin theKernel
PlugIn).

* \usermode\usermode.c– The user-modecomponentof the driver
(opensa handleto theKernelPlugIndriver andcommunicateswith
it).

* \kermode\kermode.c– TheKernelPlugIndriver.

• ThegeneratedKernel PlugIn code, createdby theDri verWizard, will also
includea kernel-modeKernelPlugIn projectanda user-modeproject that
communicateswith it, but for your specifichardware. The generatedcode
demonstratesdatapassingbetweenthe user-modeandkernel-modeprojects
(using messages)and interrupthandlingin the kernel in a similar way to
the KPTEST sample,describedabove. With regardsto the interrupts,you
can usethe DriverWizard to defineread/writecommandsto be executed
in KP_IntAtIrql [A.12.8] when an interrupt occurs, in which case
the generatedcodewill usethe information that you definedwithin the
KP_IntAtIrql implementation.This is specificallyuseful for settingup
the informationfor acknowledging(clearing)PCI interrupts(which arelevel
sensitiveandmustbeclearedin thekernelimmediatelywhenthey arereceived).
The generatedKernelPlugIn codewill be comprisedof the following files
(whereXXX representsthe namethat you selectedfor the driver when
generatingthecodeandkp_xxx is thedirectorywhereyou selectedto save the
code):

– \kp_xxx\kerplug – TheKernelPlugInproject. This directoryincludes
thefollowing:

* kp_xxx.c – TheKernelPlugIndriver.

* msdev – This directoryincludestheprojectfile andthemakefile for
theKernelPlugInprojectandwill alsocontainthefinal SYSdriver
that will be createdwhenbuilding the KernelPlugIn driver code
(kp_xxx.sys).

– \kp_xxx\xxx_diag.c– A diagnosticsuser-modeapplicationthatopensa
handleto theKernelPlugInandcommunicateswith it.

– \kp_xxx\xxx_lib.c and \kp_xxx\xxx_lib.h – Library functions for
communicatingwith yourhardware(usedfrom xxx_diag.c).

– \kp_xxx\msdev – This directoryincludestheprojectandworkspacefiles
for theuser-modeapplicationandwill alsocontainthe final user-mode
executablethatwill be createdwhenbuilding the generateduser-mode
application(xxx.exe).
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– kptest_com.h– ContainscommondefinitionsbetweentheKernelPlugIn
anduser-modeprojects,suchasmessagenames(for messagesthatwill
bepassedfrom theusermodeandimplementedin theKernelPlugIn).

11.6.5 Handling Interrupts in the Kernel PlugIn

Interruptswill behandledby theKernelPlugInif a handleto theKernelPlugInwas
passedto WD_IntEnable [A.3.2]/InterruptEnable [A.2.14] (which calls the
lower levelWD_IntEnable function)by theuser-modeapplicationwhenit enabled
the interrupts.The handleis passedwithin thehKernelPlugIn memberof the
WD_INTERRUPT structurethat is passedto thefunction. WhenWinDriver receives
a hardwareinterrupt,it callsKP_IntAtIrql[A.12.8] (if KernelPlugIn interrupts
are enabled). If KP_IntAtIrql returnsTRUE, the deferredKP_IntAtDpc
[A.12.9] KernelPlugIn functionwill becalled,afterKP_IntAtIrql returns.The
returnvalueof KP_IntAtDpc determineshow many times(if at all) theuser-mode
interrupthandlerroutinewill beexecuted.
In theKPTESTsample,for example,theKernelPlugIninterrupthandlercodecounts
five interruptsandnotifiestheusermodeon every fifth interrupt,thusWD_IntWait
[A.3.3] (in theusermode)will returnononly oneoutof everyfiveincominginterrupts.
[KP_IntAtIrql returnsTRUE every five interruptsto activateKP_IntAtDpc,
andKP_IntAtDpc returnsthe numberof accumulateddeferredDPC calls from
KP_IntAtIrql, soall at all theuser-modeinterrupthandlerwill beexecutedonce
for every5 interrupts.]

Interrupt Handling in User Mode (Without Kernel PlugIn)

If theKernelPlugIninterrupthandleis notenabled,theneachincominginterruptwill
causeWD_IntWait to return(seeFigure11.2).

Interrupt Handling in the Kernel (with the Kernel PlugIn)

To have the interruptshandledby theKernelPlugIn,a handleto theKernelPlugIn
mustbe given asa parameterto theWD_IntEnable [A.3.2] function (or to the
wrapperInterruptEnable function[A.2.14], which callsWD_IntEnable and
WD_IntWait [A.3.3]). This enablestheKernelPlugIninterrupthandler.

If theKernelPlugIninterrupthandleris enabled,thenKP_IntAtIrql [A.12.8] will
becalledon eachincominginterrupt. Thecodein theKP_IntAtIrql function is
executedat HIGH IRQL. While this codeis running,thesystemis halted,i.e., there
will benocontext switchandno lower-priority interruptswill behandled.

Thecodein theKP_IntAtIrql functionis limited in thefollowing ways:
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Figure11.2: InterruptHandlingWithout KernelPlugIn

• It mayonly accessnon-pageablememory.

• It mayonly call thefollowing functions:

– WD_Transfer [A.2.10], WD_MultiTransfer [A.2.11] or
WD_DebugAdd [A.1.6]

– OS-specificfunctions(suchascertainDDK functionson Windows) that
canbecalledfrom HIGH IRQL

• It may not call malloc, free or any WD_xxx API other than
WD_Transfer, WD_MultiTransfer or WD_DebugAdd.

Becauseof theaforementionedlimitations,thecodein KP_IntAtIrql shouldbe
kept to a minimum(suchasclearingof level sensitive interrupts).Othercodethat
you want to run in theinterrupthandlershouldbeimplementedin KP_IntAtDpc,
which is calledafterKP_IntAtIrql returnsanddoesnot facethesamelimitations
asKP_IntAtIrql. [You canalsoleave someadditionalinterrupthandlingto the
usermode,asexplainedin themanual].
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Figure11.3: InterruptHandlingwith the KernelPlugIn

11.6.6 MessagePassing

The WinDriver architectureenablesa kernel-modefunction to be calledfrom the
usermodeby passinga messagethroughtheWD_KernelPlugInCall [A.11.3]
function.
Themessagesaredefinedby thedeveloperin a headerfile thatis commonto boththe
user-modeandkernel-modeplugin partsof thedriver. In thegeneratedDriverWizard
codethis headerfile will becalledKP_XXX_COM.H . In theKPTESTsamplethis
file is calledKPTEST_COM.H .
Upon receiving the messagefrom the usermode,WinDriver will executethe
KP_Call [A.12.4] KernelPlugIn callbackfunction,which identifiesthe message
thathasbeenreceivedandexecutestherelevantcodefor thismessage(asimplemented
in theKernelPlugIn).

The generated/sampleKernelPlugIn codeimplementa messagefor getting the
driver’sversionin orderto demonstrateKernelPlugIndatapassing.Thecodethatsets
theversionnumberin KP_Call is executedin theKernelPlugInwhenevertheKernel
PlugInreceivesa relevantmessagefrom theuser-modeapplication.You canseethe
definitionof themessagein theheaderfile KPTEST_COM.H /KP_XXX_COM.H .
The user-modeapplication(USERMODE.EXE/ XXX_DIA G.EXE) sendsthe
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messageto the KernelPlugIn driver via theWD_KernelPlugInCall function
[A.11.3].



Chapter 12

Writing aKernelPlugIn

The easiestway to write a KernelPlugIn driver is to usethe Dri verWizard to
generatetheKernelPlugIncodefor your hardware. Alternatively, you canusethe
sampleKernelPlugIn driver providedwith WinDriver - KPTEST - which canbe
foundunderthe \WinDri ver\kerplug directory, asthebasisfor your KernelPlugIn
driverdevelopment.

Thefollowing is a step-by-stepguideto creatingyourKernelPlugIndriver.

12.1 DetermineWhether a Kernel PlugIn is Needed

TheKernelPlugInshouldbeusedonly afteryour driver codehasbeenwritten and
debuggedin usermode. This way, all of the logical problemsof creatinga device
driver aresolved in the usermode,wheredevelopmentanddebuggingaremuch
easier.
Determinewhethera KernelPlugIn shouldbe written by consultingChapter10,
which explainshow to improvetheperformanceof yourdriver.

177
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12.2 Windows98/Me/NT/2000/XP/Server 2003-
Determinethe Typeof Dri ver to Develop(SYSor
VXD)

Windows NT, Windows2000, WindowsXP andWindowsServer 2003supportthe
developmentof SYSdrivers.
Windows 98 andWindows Me supportthe developmentof both SYS andVXD
drivers.
WinDriver canbe usedto developa KernelPlugIn driver of any of the supported
driver typesfor eachof theaforementionedoperatingsystems.Pleasenotethat the
generatedDriverWizardcodeis targetedat thedevelopmentof SYSdrivers,however
theKPTEST samplecanbeusedasthebasisfor developmentof VXD KernelPlugIn
driversfor Windows98/Me(seefurtherexplanationsin section12.8below).
Keepin mind thattheDDK is requiredfor developmentof SYSdrivers.

12.3 Prepare the User-Mode SourceCode

1. Isolatethefunctionsyou needto moveinto theKernelPlugIn.

2. Removeany platform-specificcodefrom thefunctions.Useonly functionsthat
canalsobeusedfrom thekernel.

3. Recompileyourdriver in theusermode.

4. Debug your driver in usermodeagainto seethat your codestill worksafter
changeshavebeenmade.

NOTE:
Keepin mind thatthekernelstackis relatively limited in size.Therefore,codethat
will bemovedinto theKernelPlugInshouldnot containstaticmemoryallocations.
Usethemalloc() function to allocatememorydynamicallyinstead. This is
especiallyimportantfor largedatastructures.
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NOTE:
If theuser-modecodethatyouareportingto thekernelaccessesmemoryaddresses
directly - using the user-modemappingof the physicaladdress,returnedfrom
WD_CardRegister() - notethat in thekernelyou will needto usethe kernel
mappingof the physicaladdressinstead(the kernelmappingis alsoreturnedby
WD_CardRegister() - seesectionA.2.8).

12.4 Createa NewKernel PlugIn Project

You can usethe Dri verWizard to generatea new Kernel PlugIn project (and
correspondinguser-modeproject) for your device (recommended),or usethe
KPTEST sampleasthebasisfor yourdevelopment.[Youcanalsodevelopyourcode
"from scratch",if you wish.]
If you selectto usetheKPTEST sampleasthebasisfor your development,please
follow thesesteps:

1. Make a copy of the KPTEST directory. For example, to create
a new project called MyDrv, copy \WinDri ver\kerplug\kptest to
\WinDri ver\kerplug\MyDr v.

2. Changeall instancesof "KPTEST" in all the files in your new directoryto
"MyDrv".

3. Changeall occurrencesof "KPTEST" in file namesto "MyDrv".

4. Copy the \WinDri ver\kerplug\lib directory or otherwiseverify that your
KernelPlugIndriver is linkedwith this directory.

For ageneraldescriptionof thegenerated/samplecodeandit’s structure,seesections
11.6.3and11.6.4.

12.5 Createa Handle to the WinDri ver Kernel PlugIn

In your original user-modesourcecode,call WD_KernelPlugInOpen [A.11.1]
at the beginning of your codeandWD_KernelPlugInClose [A.11.2] before
terminating. [ The generatedDriverWizarduser-modeprojectandthe the sample
\WinDri ver\kerplug\usermode\usermode.cfile demonstratehow this shouldbe
done].
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12.6 SetInterrupt Handling in the Kernel PlugIn

1. Whencalling WD_IntEnable [A.3.2] or InterruptEnable [A.2.14]
(which callsWD_IntEnable), give thehandleto theKernelPlugInthatyou
received from openingthe KernelPlugIn. [This handleshouldbe setin the
hKernelPlugIn field of theWD_INTERRUPT structthat is passedto the
function.] This is demonstratedin thegeneratedDriverWizardKernelPlugIn
codeandin theKernelPlugInKPTESTsample.

2. Move the sourcecode in the user-modeinterrupt handlerto the Kernel
PlugInby moving someof it to KP_IntAtIrql [A.12.8] andsomeof it to
KP_IntAtDpc [A.12.9]. [You canalsomodify the codeto make it more
efficient,dueto theadvantagesof handlingtheinterruptsdirectly in thekernel].
SeeSection11.6.5for anexplanationof how to handleinterruptsin thekernel.

12.7 SetI/O Handling in the Kernel PlugIn

1. Move your I/O handlingcode(if needed)from usermodeto KP_Call
[A.12.4].

2. To activatethekernelcodethatperformstheI/O handlingfrom theusermode,
call WD_KernelPlugInCall [A.11.3] with a handleto theKernelPlugIn
andarelevantmessagefor eachof thedifferentfunctionalitiesyouneed.Create
a differentmessagefor eachfunctionality.

3. Definethesemessagesin thefile KP_XXX_COM.H or KPTEST_COM.H
(if you usedtheKPTESTsampleasthebasisfor your driver). This headerfile
is commonto both thekernelanduser-modeprojectsandshouldcontainthe
messagedefinitions(IDs) anddatastructuresusedto communicatebetween
kernelmodeandusermode.

12.8 Compile Your Kernel PlugIn Dri ver

12.8.1 Windows - Compiling the GeneratedDri verWizard
Kernel PlugIn Code

WhengeneratingtheKernelPlugIncodewith theDriverWizard,thegeneratedcode
will includea workspace(.dsw) file thatenablesyou to easilybuild andcompilea
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SYSKernelPlugIndriver from MicrosoftDeveloperStudio(MSDEV), by following
thesesteps:

1. Make surethat the BASEDIR environmentvariableis set to point to the
directoryin which theDDK for thetargetplatformis installed(i.e., theDDK
of theOS for which you wish to createyour driver; For example,if you are
creatinga driver for WindowsXP, theBASEDIR environmentvariableshould
besetto point to thedirectoryin which theWindowsXP DDK is located).

2. StartMicrosoftDeveloperStudio(MSDEV) anddo thefollowing:

(a) From your driver projectdirectory, openthe generatedworkspacefile
– \base_dir\msdev\xxx_diag.dsw, where’base_dir’ is the directoryin
which you saved the driver projectgeneratedby the DriverWizard(the
default locationis \WinDri ver\wizard\my_projects) and’xxx’ is the
drivernameyouselected.
PleasenotethatTheDriverWizardautomaticallystartstheMSDEV as
part of the codegenerationprocess(i.e. whenyou finish generating
the codethe generatedworkspacefile will automaticallybe openedin
MSDEV).

(b) Selecttheactive configurationfor your targetplatform: FromtheBuild
menu,chooseSelectActive Configuration..., andchoosethe desired
configuration.

NOTE:
Theactive configurationmustcorrespondwith thetargetOSfor which
youarebuilding thedriver. For example,for Windows2000selecteither
Win32 win2k fr ee(releasemode)or Win32 win2k checked (debug
mode).

(c) Build your driver - PresstheF7 key or starttheprocessfrom theBuild
menu.

NOTE:
This methodsupportscompilationof SYSKernelPlugIndriversonly. To compile
thegeneratedKernelPlugIncodeasa VXD driver (on Windows 98/Me),you can
usethecompile.batandkptest.mak files from theKPTESTsample,asexplained
in section12.8.2.
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NOTE:
OnWindows 98/Me, thegeneratedcodecannotbebuilt into aSYSdriverusingthe
methoddescribedabove.Youcan,however, build aSYSdriverfor atargetWindows
98/MePC with Windows NT/2000/XP/Server 2003(i.e. build the codeon a PC
runningWindowsNT/2K/XP/Server2003for a targetWindows98/MeOSandthen
usethedriver thatwascreatedon Windows98/Me).

12.8.2 Windows - Compiling a KPTEST BasedKernel PlugIn
Dri ver

If you have usedthesampleKernelPlugIncode- KPTEST - asthebasisfor your
KernelPlugIndriver, follow theinstructionsbelow for building thedriver. If youhave
changedthedrivername,replaceany referencesto ’kptest’ below with thenew driver
namethatyouselected:

• If youarebuilding aSYSdriver, settheBASEDIR environmentvariableto the
locationof theDDK library for thetargetOS.

• To build a VXD driver, comment-outor remove the following line in
\WinDri ver\kerplug\kptest\kermode\compile.bat:
nmake %1 /f kptest.mak

• Runthe\WinDri ver\kerplug\kptest\kermode\compile.batutility (whichuses
the \WinDri ver\kerplug\kermode\kptest.makmakefile) to build thedriver.

• Build the user-modeapplicationthat communicateswith the KernelPlugIn
(usermode.exe). Youcanbuild theexecutablefrom theMSDEV IDE – simply
openthe \WinDri ver\kerplug\kptest\usermode\kptest_user.dswworkspace
file andbuild theuser-modeproject– kptest_user.dsp.

12.8.3 Compiling Under Linux

1. Opena shellterminal.

2. Changedirectory to the pathwhereyou generatedthe sourcecodefor the
KernelPlugIn module(e.g.,/home/user/WinDri ver/wizard/my_projects):
cd /home/user/WinDriver/wizard/my_proj ects

3. Changedirectoryto theKernelPluginmakefilepath:
cd kerplug/linux
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4. Build themodule(usingthemake command).

5. Move to the directory that holds the makefile for the sampleuser-mode
diagnosticsapplication:
cd ../../linux

6. Compilethesamplediagnosticsprogram(usingthemake command).

12.8.4 Compiling Under Solaris

1. Openashell terminal.

2. Changedirectory to the pathwhereyou generatedthe sourcecodefor the
KernelPlugIn module(e.g., /home/user/WinDri ver/wizard/my_projects):
cd /home/user/WinDriver/wizard/my_project s

3. Changedirectoryto theKernelPluginmakefilepath:
cd kerplug/solaris

4. Build themodule(usingthemake command).

5. Move to the directory that holds the makefile for the sampleuser-mode
diagnosticsapplication:
cd ../../solaris

6. Compilethesamplediagnosticsprogram(usingthemake command).

NOTE:
Both the KernelPlugInmoduleandtheuser-modeapplicationthatdrivesit need
to be compiledin 64-bit mode. The makefile provided by WinDriver usesthe
CC andLD environmentvariableswithout specificallydeclaringthem. You may
thereforeneedto setthesevariablesto fit your specificcompilerandlinkerwith the
correspondingflags.
For example,to compilewith gccyou mayneedto settheCC andLD variablesas
follows:
For thecompilationof theKernelPlugInmodule:

$ export LD="gcc -m64–melf64_sparc-nostdlib"
$ exportCC="gcc-m64-isystem/usr/include/"

For thecompilationof theuser-modeapplication:
$ export LD="gcc -m64"
$ exportCC="gcc-m64"
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12.9 Install Your Kernel PlugIn Dri ver

12.9.1 On Win32 Platforms

1. Copy thefiles to theappropriatelocations:

• Windows NT/2000/XP/Server 2003: Copy the MyDr v.sys driver
that was createdto the %windir%\system32\dri vers directory
(e.g., C:\WINNT\system32\drivers - on WinNT/2000, or
C:\Windows\system32\drivers - onWindowsXP/Server2003).

• Windows 98/Me: If you createda SYS driver (MyDr v.sys), copy
the driver to the %windir%\system32\dri vers directory (e.g.,
C:\Windows\system32\drivers).
If you createda VXD driver (MyDr v.vxd), copy the driver to the
%windir%\system\VMM32 directory(e.g.,
C:\Windows\system\VMM32).

NOTE:
If your developedKernelPlugIn driver is intendedfor a Windows 98/Me
targetPC,developyourdriverona Windows2000or abovehostPC.

2. Register/Loadyour driver, using the wdreg (or wdreg_gui) utility - on
WindowsNT/2000/XP/Server2003,or usingthewdreg16utility - onWindows
98/Me:

NOTE:
(1) In the following instructions,"NAME" standsfor your KernelPlugIn
driver’sname,without the.sysor .vxd extension.
(2) For Windows98/Me,replacereferencesto "wdreg" below with "wdreg16".
SeeSection13.2.2, for moreinformationregardingtheWDREGutility.

• To install a SYSdriver, run:
\WinDriver\util> wdreg -name NAMEinstall

• To install a VXD driver (notethe-vxd flag), run:
\WinDriver\util> wdreg -vxd -name NAMEinstall

NOTE:
KernelPlugIndrivers,with theexceptionof SYSdriverson Windows 98/Me,are
dynamicallyloadable,andthusdonot requirea rebootin orderto load.
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12.9.2 On Linux

1. Copy thenewly createddriver to themodulesdirectory:
kptest/kermode/LINUX# cp kptest_module.o
/lib/modules/misc/

2. Insertthemoduleinto thekernel:
kptest/LINUX# /sbin/insmod kptest_module

12.9.3 On Solaris

Installation of the Kernel PlugIn Driver should be performedby the system
administratorloggedin asroot,or with rootprivileges(becomea superuser).

1. Copy thenewly createddriver to thedrivers’directory:
kptest/SOLARIS# cp kptest /kernel/drv/sparcv9 (on 64-bit
platforms)
kptest/SOLARIS# cp kptest /kernel/drv (on32-bit platforms)

2. Copy this file to thedrivers’directory:
kptest# cp kptest.conf /kernel/drv

3. Install thedriver:
kptest/SOLARIS# add_drv kptest

NOTE:
Additionalusefulcommands:

• modinfo - lists theloadedkernelmodules.

• rem_drv - removesthekernelmodule.
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DynamicallyLoadingYour
Dri ver

13.1 Why Do You Needa Dynamically Loadable
Dri ver?

Whenaddinga new driver, you mayberequiredto rebootthesystemin orderfor it
to loadyour new driver into thesystem.WinDriver is a dynamicallyloadabledriver,
whichenablesyourcustomersto startyourapplicationimmediatelyafterinstallingit,
without needingto reboot.You candynamicallyloadyour driver whetheryou have
createda user-modeor a kernel-modedriver.

NOTE:
In orderto successfullyUNLOAD yourdriver, makesurethereareno openhandles
from WinDriverapplicationsor KernelPlugIns.

13.2 WindowsNT/2000/XP/Server 2003and 98/Me

13.2.1 Windows Dri ver Types

Two typesof driverfiles areusedby WinDriver, botharesupportedby theWDREG
utility:

186
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• WDM (Windows Driver Model) drivers: Fileswith theextension".SYS" on
Win98/Me/2000/XP/Server2003,e.g.windr vr6.sys.
WDM driversareinstalledvia theinstallationof anINF file (seebelow).

• Non-WDM / Legacy drivers: All driver files for WinNT4; Files with the
extension".VXD" on Win98/Me; All KernelPlugindriver files. For example,
windr vr6.vxd, MyKPDri ver.sys

13.2.2 The WDREG Utility

WinDriver providesa utility for dynamicallyloadingandunloadingyour driver,
which replacestheslower manualprocessusingWindows’ Device Manager(which
canstill beusedfor thedeviceINF). For Windows 2000/XP/Server 2003, thisutility
is providedin two forms: wdregandwdreg_gui. Both utilities canbefoundunder
the \WinDri ver\util directory, canberun from thecommandline, andprovide the
samefunctionality. Thedifferenceis thatwdreg_guidisplaysinstallationmessages
graphically, while wdregdisplaysthemin consolemode.
For Windows 98/Me thewdreg16utility is provided.
This sectiondescribesthe usageof wdreg/ wdreg_gui/wdreg16on Windows
operatingsystems.

NOTE:
The explanationsand examplesbelow refer to wdreg, but for Windows
2000/XP/Server 2003youcanreplaceany referencesto wdregwith wdreg_gui.
For Windows 98/Me, replacethereferencesto wdregwith wdreg16.

NOTE:
On Windows 98/Me you can only usewdreg16 to install the windr vr6.sys
WDM driver, by installingwindr vr6.inf (or usewdreg16to install thenon-WDM
windr vr6.vxd driver),but youcannotusewdreg16to install any otherINF files.

Below

• Non-WDM dri vers (windrvr6.vxd/ windrvr6.sysonWindowsNT 4.0/ Kernel
PlugIndrivers):

Usage:WDREG[-vxd] [-file <filename>] [-name
<drivername>] [-startup <level>] [-silent] [-log
<logfile>] Action [Action ...]
wdregsupportsseveralbasicOPTIONSfrom whichyoucanchooseone,some,
or none:
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-startup : Specifieswhento startthedriver. Requiresoneof the following
arguments:

– boot: Indicatesa driver startedby theoperatingsystemloader, and
shouldonly beusedfor driversthatareessentialto loadingtheOS
(for example,Atdisk).

– system: Indicatesa driverstartedduringOSinitialization.

– automatic: Indicatesadriverstartedby theServiceControlManager
duringsystemstartup.

– demand: Indicatesa driver startedby theServiceControlManager
on demand(i.e.,whenyourdevice is pluggedin).

– disabled: Indicatesa driver thatcannotbestarted.

NOTE:
Thedefaultsettingfor the-startup optionis automatic.

-name – Relevant only for KernelPlugIn drivers(by default the wdreg
commandsrelateto the windrvr6 service). Setsthe symbolicname
of the driver. This nameis usedby the user-modeapplicationto get
a handleto the driver. You mustprovide the driver’s symbolicname
(without the *.sys/*.vxd extension)asan argumentwith this option.
The argumentshouldbe equivalent to the driver nameas set in the
KP_Init() [A.12.1] functionof your KernelPlugInproject:strcpy
(kpInit->cDriverName , XX_DRIVER_NAME).

-file – Relevant only for KernelPlugIn. wdreg allows you to install your
driver in theregistry undera differentnamethanthephysicalfile name.
This optionsetsthefile nameof thedriver. You mustprovide thedriver’s
file name(without the*.sys/*.vxdextension)asanargument.
wdreg looksfor thedriver in theWindows installationdirectory
(<WINDIR>\system32\drivers for SYSdrivers,
<WINDIR>\system\VMM32 for VxD drivers). Therefore,you should
verify that the driver file is locatedin the correctdirectory before
attemptingto install thedriver.
Usage:\> wdreg -name <Your new driver name> -file
<Your original driver name> install

-vxd – Usedto loada VxD driver on Windows 98/Me. Doesnot requireany
arguments.
Usethisoptionwheninstallingwindrvr6.vxdonWindows98/Meor when
installinga KernelPlugInVxD driveron Windows98/Me. Notethatthis
flag is irrelevantfor wdreg16.
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-silent – Suppressesthedisplayof messagesof any kind.

-log <logfile> – Logsall messagesto thespecifiedfile.

• ACTIONS
wdregsupportsseveralbasicACTIONS:

create – InstructsWindows to loadyour driver next time it boots,by adding
yourdriver to theregistry.

delete – Removesyourdriver from theregistry sothatit will not loadon next
boot.

start – Dynamicallyloadsyour driver into memoryfor use.You mustcreate
yourdriverbeforestartingit.

stop – Dynamicallyunloadsyourdriver from memory.

NOTE:
In orderto successfullystopthe windrvr6.sys/vxdservice,you must
first closeany openhandlesto the this service(suchasclosingopen
WinDriverapplications).wdregwill displayarelevantwarningmessage
if youattemptto stoptheservicewhentherearestill openhandlesto it.

• Shortcuts
wdregsupportsa few shortcutoperationsfor yourconvenience:

install – Createsandstartsyourdriver.
This is thesameasfirst usingthewdreg stop actionandthenthewdreg
start action.
(if anolderversionexists),or:

Thesameasusingthewdreg create actionandthenthewdreg start
action.
(otherwise).

uninstall – Unloadsyourdriverfrom memoryandremovesit from theregistry
sothatit will not loadon next boot.
This is thesameasfirst usingthewdreg stop actionandthenthewdreg
delete action.
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NOTE:
Rememberthat in orderto successfullystopthe WinDriver service,there
cannotbe any openhandlesto the windrvr6.sys/vxdservice(suchasopen
WinDriver applications). This is also true for the install and uninstall
shortcuts,sinceboth commandsincludestoppingthe WinDriver service.
wdreg will displaya relevant warningmessageif you attemptto stopthe
servicewhentherearestill openhandlesto thewindrvr6.sys/vxdservice.

• WDM dri vers (windrvr6.syson Windows98/Me/2000/XP/Server2003):

NOTE:
(1) As specifiedabove, on Windows 98/Me you canonly usewdreg16to
install the windr vr6.sys WDM driver, by installing windr vr6.inf (or use
wdreg16to install thenon-WDM windr vr6.vxd driver),but you cannot use
wdreg16to install any otherINF files.
(2) Thissectionis not relevant for Kernel PlugIn drivers,sincethesearenot
WDM driversandarenot installedvia anINF file.

Usage: WDREG-inf <filename> [-silent] [-log
<logfile>] [install | uninstall | enable | disable]
wdregsupportsseveralbasicOPTIONSfrom whichyoucanchooseone,some,
or none:

-inf – Thepathof theINF file to bedynamicallyinstalled.

-silent – Suppressesthedisplayof messagesof any kind.

-log <logfile> – Logsall messagesto thespecifiedfile.

• ACTIONS
wdregsupportsseveralbasicACTIONS:

install – Installstheinf file, copiestherelevantfiles to their targetlocations,
dynamicallyloadsthedriverspecifiedin theinf file nameby replacingthe
olderversion(if needed).

uninstall – Removesyour driver from theregistry sothat it will not loadon
next boot.

enable – Enablesyourdriver.

disable – Disablesyourdriver, i.e. dynamicallyunloadsit, but thedriverwill
reloadaftersystemboot.
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NOTE:
In orderto successfullydisable/uninstallWinDriver, youmustfirst close
any openhandlesto thewindrvr6.sysservice- Which includesclosing
any openWinDriver applicationsanduninstalling(from the Device
Manageror usingwdreg) any PCI/USBdevices that are registered
to work with the windrvr6.sysservice(or otherwiseremoving such
devices).wdregwill displaya relevantwarningmessageif you attempt
to stoptheservicewhentherearestill openhandlesto thewindrvr6.sys
service,andwill enableyou to selectwhetherto closeall openhandles
andRetry, or Cancelandrebootthe PC to completethe command’s
operation.

13.2.3 Dynamically Loading/Unloading WINDRVR6

When using WinDriver, you develop a user-mode applicationthat controls
and accessesyour hardware by using the genericdriver WINDRVR6.SYS or
WINDRVR6.VXD (WinDriver’s kernelmodule). Therefore,you might want to
dynamicallyloadandunloadthedriverWINDRVR6.SYS(or WINDRVR6.VXD) -
which you cando usingwdreg. In addition,in WDM-compatibleoperatingsystems,
you alsoneedto dynamicallyloadINF files for your PlugandPlaydevices. wdreg
enablesyou to do so automaticallyon Windows 2000,XP andServer 2003. This
sectionincludesexampleimplementationsthatarebasedon thedetaileddescription
of wdregcontainedin theprevioussection.
Exampleimplementations:

• To startWINDRVR6.SYSon WindowsNT:
\> wdreg install
which is equivalentto:
\> wdreg create start

• To startWINDRVR6.SYSon Windows98/Me/2000/XP/Server2003:
\> wdreg -inf [path to windrvr6.inf] install
which loadsthewindr vr6.inf file andstartsthewindr vr6.sysservice.

• To loadWINDRVR6.VXD on Windows98/Me,usethe-vxd flag:
\> wdreg -vxd install

• To loadan INF file nameddevice.inf, locatedunderthec:\tmp directory, on
Windows2000/XP/Server2003:
\> wdreg -inf c:\tmp\device.inf install
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To unloadthe driver, usethe samecommands,but simply replaceinstall in the
samplesabovewith uninstall.

13.2.4 Dynamically Loading/Unloading Your Kernel PlugIn
Dri ver

If you have usedWinDriver to developa KernelPlugIndriver, you mustloadyour
KernelPlugIn after loading the WinDriver genericdriver WINDRVR6.SYS or
WINDRVR6.VXD .
Whenuninstallingyour driver, you shouldunloadyour KernelPlugIndriver before
unloadingWINDRVR6.SYSor (WINDRVR6.VXD).

NOTE:
KernelPlugInsfor Windows98arenotdynamicallyloaded,they requirerebootafter
theinitial loading.KernelPlugInsfor all otherWindowsplatformsaredynamically
loaded,i.e. they do not requirereboot.

To load/unloadyour KernelPlugIndriver ([Your dri ver name].SYS/[Your dri ver
name].VXD) usethewdregcommandasdescribedabovefor WINDRVR6, with the
additionof the”name”flag,afterwhichyoumustaddthenameof yourKernelPlugIn
driver.

NOTE:
Youshouldnot addthe*.sys/*.vxdextensionto thedrivername.

Exampleimplementations:

• To loada KernelPlugIndrivercalledKPTest.SYS, execute:
\> wdreg -name KPTest install

• To loada KernelPlugIndrivercalledKPTest.VXD, execute:
\> wdreg -vxd -name KPTest install

• To load a Kernel PlugIn driver called MPEG_Encoder, with file name
MPEGENC.SYS,execute:
\> wdreg -name MPEG_Encoder -file MPEGENCinstall

• To load a Kernel PlugIn driver called MPEG_Encoder, with file name
MPEGENC.VXD,execute:
\> wdreg -vxd -name MPEG_Encoder -file MPEGENC
install
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• To uninstalla KernelPlugIndrivercalledKPTest.SYS,execute:
\> wdreg -name KPTest uninstall

• To uninstalla KernelPlugIn driver calledMPEG_Encoder, with file name
MPEGENC.SYS,execute:
\> wdreg -name MPEG_Encoder -file MPEGENCuninstall

13.3 Linux

• To dynamicallyloadWinDriveron Linux, execute:
/sbin$ insmod -f /lib/modules/misc/windrvr6.o

• To dynamicallyunloadWinDriver, execute:
/sbin$ rmmod windrvr6

• In addition, you can usethe wdreg script underLinux to install (load)
windr vr6.o.
Exampleusage:To loadyourdriver, execute:
\> wdreg <driver name.extension>

13.4 Solaris

• After initial installationyou maydynamicallyloadWinDriver on Solarisby
executing:
/usr/sbin# add_drv windrvr6

• To dynamicallyunloadWinDriver, execute:
/usr/sbin# rem_drv windrvr6



Chapter 14

Distrib uting Your Dri ver

Readthis chapter in the final stagesof driver development.It will guideyou in
preparingyour driver for distribution.

NOTE:
For Windows 2000/XP/Server 2003, all referencesto wdreg in this chaptercan
bereplacedwith wdreg_gui, which offersthesamefunctionalitybut displaysGUI
messagesinsteadof console-modemessages.
For Windows 98/Me, all referencesto wdregshouldbereplacedwith wdreg16.
For moreinformationregardingthewdregutility, seeChapter13above.

14.1 Getting a Valid Licensefor WinDri ver

To purchasea WinDriver license, completethe order form, found under
\WinDri ver\docs\order.txt , and fax or email it to Jungo. Completedetailsare
includedon the orderform. Alternatively, you canorderWinDriver on-line. Visit
http://www.jungo.com for moredetails.

In orderto install theregisteredversionof WinDriverandto activatedrivercodethat
youhavedevelopedduringtheevaluationperiodon thedevelopmentmachine,please
follow theinstallationinstructionsfoundin Section4.2above.
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14.2 Windows98/Meand Windows2000/XP/Server
2003

Distributing thedriveryou createdis a multi-stepprocess.First, createa distribution
packagethat includesall the files requiredfor the installationof the driver on the
target computer. Second,install the driver on the target machine. This involves
installing windr vr6.sysandwindr vr6.inf , installing the specificINF file for your
device (for PlugandPlayhardware– PCI/USB),andinstallingyour KernelPlugIn
driver (if youhavecreatedone).Finally, youneedto install andexecutethehardware
controlapplicationthatyoudevelopedwith WinDriver. Thesestepscanbeperformed
usingwdregutility.

NOTE:

• This sectionrefersto distribution of SYSfiles. On Windows 98/Me you can
alsochooseto install windr vr6.vxd instead(althoughwe do not recommend
this). Shouldyou selectto do so, follow the installationinstructionsin
Section14.3below.

• For the distribution of driversdevelopedwith the WinDriver extensionfor
customUSB HID devices,pleaserefer to Section14.5(this sectiondoesnot
referto distributionof thesedrivers).

14.2.1 Preparing the Distrib ution Package

Your distributionpackageshouldincludethefollowing files:

• Yourhardwarecontrolapplication/DLL.

• windr vr6.sys (get this file from the WinDriver packageunder the
\WinDri ver\redistdirectory).

• windr vr6.inf (get this file from the WinDriver packageunder the
\WinDri ver\redistdirectory).

• wd_utils.dll (get this file from the WinDriver packageunder the
\WinDri ver\redist directory. It shouldbecopiedto the%windir%\system32
directoryon thetargetcomputer).
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• An INF file for yourdevice (requiredfor PCI andUSBdevices).
You cangeneratethis file with theDriverWizard,asexplainedin Section5.2.

• Your KernelPlugIndriver– <KP dri ver name>.sys/vxd– if you havecreated
sucha driver.

14.2.2 Installing Your Dri ver on the Target Computer

NOTE:
The usermusthave administrative privilegeson the target computerin order to
install yourdriver.

Follow theinstructionsbelow in theorderspecifiedto properlyinstall your driveron
thetargetcomputer:

• Preliminary Steps:

– To avoid reboot,beforeattemptingto install the driver make surethat
thereareno openhandlesto thewindr vr6.sys/vxdservice.This includes
verifying thatthereareno openapplicationsthatusethis serviceandthat
thereareno connectedPCI/USBdevicesthatareregisteredto work with
windr vr6.sys - i.e., no INF files that point to this driver arecurrently
installedfor any of the PCI/USBdevicesconnectedto the PC, or the
INF file is installedbut the device is disabled. This may be relevant,
for example,whenupgradinga driver developedwith anearlierversion
of WinDriver (version6.0 andlateronly, sincepreviousversionsuseda
differentmodulename).
You shouldthereforeeitherdisableor uninstallall PCI/USBdevices
that areregisteredto work with WinDriver from the Device Manager
(Properties | Uninstall, Properties | Disable or Remove - on
Win98/Me), or otherwisedisconnectthe device(s) from the PC. If
you do not do this, attemptsto install the new driver usingwdreg will
producea messagethat instructsthe userto eitheruninstallall devices
currentlyregisteredto work with WinDriver, or rebootthePCin orderto
successfullyexecutetheinstallationcommand.

– Windows 2000: Due to Windows 2000’s INF selectionalgorithm, if
therearePCI/USBdrivers,developedwith anolderversionof WinDriver
installedon thetargetcomputer, we alsorecommendthatyou deleteany
old INF files thatWindows/WinDrivermayhavecreatedfor thePCI/USB
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devicesthatyou wish to handlewith WinDriver, otherwiseanolderINF
file maybeinstalled,causingtheolderversionof WinDriver to become
active (seefurtherexplanationsin Section14.4). Thesefiles arestored
in the%windir%\inf directory. You cansearchthe INF directoryfor a
device’svendorID anddevice/productID in this INF directoryto locate
thefile(s)associatedwith therelevantdevice(s).

• Installing WinDri ver’s kernel module:

1. Copy windr vr6.sysandwindr vr6.inf to thesamedirectory.

2. Usetheutility wdreg/wdreg16to install WinDriver’s kernelmoduleon
thetargetcomputer.
OnWindows2000/XP/Server2003typefrom thecommandline:
\> wdreg -inf <path to windrvr6.inf> install
OnWindows98/Metypefrom thecommandline:
\> wdreg16 -inf <path to windrvr6.inf> install
For example,if windr vr6.inf andwindr vr6.sysarein thed:\MyDevice\
directoryon thetargetcomputer, thecommandshouldbe:
\> wdreg -inf d:\MyDevice\windrvr6.inf install
Youcanfind theexecutableof wdreg in theWinDriverpackageunderthe
\WinDri ver\util directory. For a generaldescriptionof this utility andits
usage,pleasereferto Chapter13 above.

NOTE:
wdreg is an interactive utility. If it fails, it will displaya message
instructingthe userhow to overcometheproblem. In somecasesthe
usermaybeaskedto rebootthecomputer.

CAUTION:
Whendistributingyourdriver, takecarenot to overwriteanewerversion
of windr vr6.syswith an olderversionof the file in Windows drivers
directory(%windir%\system32\dri vers). You shouldconfigureyour
installationprogram(if you areusingone)or your INF file so that the
installerautomaticallycomparesthetime stampon thesetwo files and
doesnotoverwriteanewerversionwith anolderone.

• Installing the INF file for your device (registeringyour Plug-and-Play
devicewith windrvr6.sys):

– Windows 2000/XP/Server 2003: Usetheutility wdregto automatically
loadtheINF file.
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To automaticallyinstallyourINF file onWindows 2000/XP/Server 2003
andupdateWindows Device Manager, run wdreg with the install
command:
\> wdreg -inf <path to your INF file> install

NOTE:
On Windows 2000, if anotherINF file waspreviously installedfor
thedevice,which registeredthedevice to work with thePlug-and-Play
driver usedin earlierversionsof WinDriver remove any INF file(s)
for the device from the %windir%\inf directory beforeinstalling
the new INF file that you created.This will prevent Windows from
automaticallydetectingandinstallinganobsoletefile. You cansearch
the INF directoryfor thedevice’s vendorID anddevice/productID to
locatethefile(s) associatedwith thedevice.

– Windows 98/Me: Install theINF file manuallyusingWindowsAdd New
Hardware Wizard or Upgrade Device Dri ver Wizard, asoutlinedin
detail in Section14.4below.

14.2.3 Installing Your Kernel PlugIn on the Target Computer

NOTE:
The usermusthave administrative privilegeson the target computerin order to
install yourKernelPlugIndriver.

If youhavecreateda KernelPlugIndriver, follow theadditionalinstructionsbelow:

1. Copy your KernelPlugIn driver (<KP dri ver name>.sys/vxd) to Windows
driversdirectoryon the target computer(%windir%\system32\dri vers for
SYSdrivers,\Windows\system\VMM32for VXD drivers).

2. Usethe utility wdreg to addyour KernelPlugIn driver to the list of device
driversWindows loadson boot.Usethefollowing installationcommand:
To install aSYSKernelPlugInDriver:
\> wdreg -name <Your driver name, without the *.sys
extension> install
If you have createda VXD KernelPlugIn driver, usethe -vxd flag in the
installationcommand:
\> wdreg -vxd -name <Your driver name, without the
*.vxd extension> install
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You canfind the executableof wdreg in the WinDriver packageunderthe
\WinDri ver\util directory. For a generaldescriptionof this utility and its
usage,pleaserefer to Chapter13 above (seespecificallySection13.2.4for
KernelPlugIninstallation).

14.3 Windows98/Meand NT 4.0

NOTE:
For Windows 98/Me, this sectionrefersto the distribution of windr vr6.vxd files
only. Shouldyou selectto install windr vr6.sys instead,follow the installation
instructionsfor Windows98/Meand2000/XP/Server2003in Section14.2above.

Distributing thedriveryou createdis a multi-stepprocess.First, createa distribution
packagethat includesall thefiles requiredfor installationof thedriver on thetarget
computer. Second,install WinDriver’sgenericdriver (windr vr6.sys/windrvr6.vxd).
If you have createda KernelPlugIn driver, install it on the target computeras
well. Finally, you needto install andexecutethehardwarecontrolapplicationyou
developedwith WinDriveronthetargetcomputer. Thefollowing subsectionsdescribe
this processin detail.

14.3.1 Preparing the Distrib ution Package

Your distributionpackageshouldincludethefollowing files:

• Yourhardwarecontrolapplication/DLL.

• windr vr6.sysfor WindowsNT or windr vr6.vxd for Windows98/Me(getthis
file from theWinDriverpackageunderthe\WinDri ver\redistdirectory).

• wd_utils.dll (get this file from the WinDriver packageunder the
\WinDri ver\redist directory. It shouldbecopiedto the%windir%\system32
directoryon thetargetcomputer).

• Your KernelPlugIndriver – <dri ver name>.sysor <dri ver name>.vxd– if
youhavecreatedsucha driver.
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14.3.2 Installing Your Dri ver on the Target Computer

NOTE:
The usermusthave administrative privilegeson the target computerin order to
install yourdriver.

Follow theinstructionsbelow in theorderspecifiedto properlyinstall your driveron
thetargetcomputer:

1. Makesurethattherearenoopenhandlesto windr vr6.sys/vxd.

2. Copy thefile windr vr6.sys/windr vr6.vxd to Windowsdriversdirectoryon the
targetcomputer:

• Windows NT target computers– Copy windr vr6.sys to
%windir%\system32\dri vers.

• Windows 98/Me target computers– Copy windr vr6.vxd to
%windir%\system\VMM32 .

3. Usetheutility wdreg to addwindr vr6.sys/windr vr6.vxd to thelist of device
driversWindows loadson boot.

• WindowsNT – Usethefollowing installationcommand:
\> wdreg install

• Windows98/Me– Usethe-vxd flag in theinstallationcommand:
\> wdreg -vxd install

By default wdreg installswindr vr6.syson Windows NT, 98, Me, 2000,XP
andServer 2003,thereforeyou needto usethe -vxd flag in orderto install
windr vr6.vxd on Windows98/Me.

You canfind the executableof wdreg in the WinDriver packageunderthe
\WinDri ver\util directory. For a generaldescriptionof this utility and its
usage,pleasereferto Chapter13above.

14.3.3 Installing Your Kernel PlugIn on the Target Computer

NOTE:
The usermusthave administrative privilegeson the target computerin order to
install yourKernelPlugIndriver.
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If youhavecreatedaKernelPlugIndriver, follow theadditionalinstructionsbelow:

1. Copy your KernelPlugIndriver (<dri ver name>.sysor <dri ver name>.vxd)
to Windows drivers installation directory on the target computer
(%windir%\system32\dri vers for SYSdrivers,\Windows\system\VMM32
for VXD drivers)

CAUTION:
Whendistributing your driver, take carenot to overwrite a newer version
of windr vr6.sys or windr vr6.vxd with an older versionof the file in the
Windowsdriversdirectory(%windir%\system32\dri vers for windr vr6.sys
on Windows NT, or %windir%\system\VMM32 for windr vr6.vxd on
Windows 98/Me). You shouldconfigureyour installationprogram(if you
areusingone)sothattheinstallerautomaticallycomparesthetime stampon
thesetwo filesanddoesnot overwriteanewerversionwith anolderone.

2. Usethe utility wdreg to addyour KernelPlugIn driver to the list of device
driversWindows loadsonboot.

• WindowsNT – Usethefollowing installationcommand:
\> wdreg -name [Your driver name] install

• Windows98/Me– Usethefollowing installationcommand:
\> wdreg -vxd -name [Your driver name] install

You canfind the executableof wdreg in the WinDriver packageunderthe
\WinDri ver\util directory. For a generaldescriptionof this utility and its
usage,pleasereferto Chapter13 above(seespecificallySection13.2.4).

14.4 Creatingan INF File

Device information(INF) filesaretext files thatprovide informationusedby thePlug
andPlay mechanismin Windows 98/Me/2000/XP/Server 2003to install software
that supportsa given hardwaredevice. INF files are requiredfor hardware that
identifiesitself, suchasUSBandPCI.An INF file includesall necessaryinformation
abouta device andthefiles to beinstalled.Whenhardwaremanufacturersintroduce
new products,they mustcreateINF files to explicitly definetheresourcesandfiles
requiredfor eachclassof device.

In somecases,theINF file for yourspecificdeviceis suppliedby theoperatingsystem.
In othercases,you will needto createan INF file for your device. WinDriver’s
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DriverWizardcangeneratea specificINF file for yourdevice. TheINF file is usedto
notify theoperatingsystemthatWinDrivernow handlestheselecteddevice.

For USB devices,you will not be ableto accessthe device with WinDriver (either
from the DriverWizard or from the code)without first registeringthe device to
work with windr vr6.sys. This is doneby installinganINF file for thedevice. The
DriverWizardwill offer to automaticallygeneratetheINF file for yourdevice.

You canusetheDriverWizardto generatetheINF file on thedevelopmentmachine
- asexplainedin Section5.2 of the manual- andtheninstall the INF file on any
machineto which youdistributethedriver, asexplainedin thefollowing sections.

14.4.1 Why Should I Createan INF File?

• To enabletheDriverWizardto accessUSBdevices.

• To stoptheWindows Found New Hardware Wizard from poppingup after
eachboot.

• To ensurethattheoperatingsystemcaninitialize thePCIconfigurationregisters
on Windows98/Me/2000/XP/Server2003.

• To ensurethat the operatingsystemcanassignphysicaladdressesto a USB
device.

• To load the new driver createdfor the device. An INF file mustbe created
whenever developinga new driver for Plug andPlay hardwarethat will be
installedona PlugandPlaysystem.

• To replacetheexisting driverwith a new one.

14.4.2 How Do I Install an INF File When No Dri ver Exists?

NOTE:
You musthave administrativeprivilegesin orderto install anINF file on Windows
98,Me, 2000,XP andServer2003.

• Windows 2000/XP/Server 2003:
On Windows 2000/XP/Server 2003you canusethe wdreg utility with the
install commandto automaticallyinstall theINF file:
\> wdreg -inf <path to the INF file> install
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SeeSection13.2.2of themanualfor moreinformation.
On the developmentPC, you canhave the INF file automaticallyinstalled
whenselectingto generatethe INF file with the DriverWizard,by checking
the Automatically Install the INF file option in the DriverWizard’s INF
generationwindow (seeSection5.2).

It is alsopossibleto install theINF file manuallyon Windows2000/XP/Server
2003,usingeitherof thefollowing methods:

– Windows Found New Hardware Wizard: This wizard is activated
whenthe device is pluggedin or, if the device wasalreadyconnected,
whenscanningfor hardwarechangesfrom theDeviceManager.

– Windows Add/Remove Hardware Wizard: Right-click themouseon
My Computer, selectProperties, choosetheHardware tabandclick on
Hardware Wizard....

– Windows Upgrade Device Dri ver Wizard: Selectthedevice from the
Device Manager deviceslist, selectProperties, choosetheDri ver tab
andclick theUpdate Dri ver... button. On Windows XP andWindows
Server 2003you canchooseto upgradethe driver directly from the
Propertieslist.

In all themanualinstallationmethodsaboveyouwill needto pointWindowsto
thelocationof therelevantINF file duringtheinstallation.
We recommendusingthe wdreg utility to install the INF file automatically,
insteadof installingit manually.

• Windows 98/Me:
On Windows 98/Me you needto install theINF file for your PCI/USBdevice
manually, eithervia Windows Add New Hardware Wizard or Upgrade
Device Dri ver Wizard, asexplainedbelow:

– WindowsAdd New Hardware Wizard:

NOTE:
This methodcanbeusedif no otherdriver is currentlyinstalledfor the
device or if theuserfirst uninstalls(removes)thecurrentdriver for the
device. Otherwise,Windows New Hardware Found Wizard, which
activatesthe Add New Hardware Wizard, will not appearfor this
device.

1. To activate the Windows Add New Hardware Wizard, attach
the hardwaredevice to the computeror, if the device is already
connected,scanfor hardwarechanges(Refresh).
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2. WhenWindows Add New Hardware Wizard appears,follow its
installationinstructions.Whenasked,point to thelocationof theINF
file in yourdistributionpackage.

– WindowsUpgrade Device Dri ver Wizard:

1. OpenWindows Device Manager:From the SystemProperties
window (right-click on My Computer andselectProperties) select
theDevice Manager tab.

2. Selectyourdevicefrom theDevice Manager deviceslist, choosethe
Dri ver tabandclick theUpdate Dri ver button.
To locateyour device in the Device Manager, selectView devices
by connection. For PCI devices,navigateto Standard PC | PCI
bus | <your device>. For USB devices, navigate to Standard
PC | PCI bus | PCI to USB Universal Host Controller (or any
other controller you are using - OHCI/EHCI) | USB Root Hub
| <your device>.

3. Follow theinstructionsof theUpgrade Device Dri ver Wizard that
opens.Whenasked, point to the locationof the INF file in your
distributionpackage.

14.4.3 How Do I Replacean Existing Dri ver Using the INF File?

NOTE:
Youmusthaveadministrativeprivilegesin orderto replaceadriveron Windows98,
Me, 2000,XP andServer2003.

1. On Windows 2000, if you wish to upgradethe driver for PCI/USBdevices
that have beenregisteredto work with earlier versionsof WinDriver, we
recommendthatyoufirst deletefrom WindowsINF directory(%windir%\inf )
any previousINF files for thedevice, to preventWindows from installingan
old INF file in placeof thenew file thatyou created.Look for files containing
yourdevice’svendoranddevice IDs anddeletethem.

2. Install your INF file:

• On Windows 2000/XP/Server 2003you canautomaticallyinstall the
INF file:
You can use the wdreg utility with the install commandto
automaticallyinstall theINF file on Windows2000/XP/Server2003:
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\> wdreg -inf <path to INF file> install
SeeSection13.2.2of themanualfor moreinformation.
On thedevelopmentPC,youcanhave theINF file automaticallyinstalled
whenselectingto generatetheINF file with theDriverWizard,bychecking
theAutomatically Install the INF file optionin theDriverWizard’sINF
generationwindow (seeSection5.2).
It is also possibleto install the INF file manually on Windows
2000/XP/Server2003,usingeitherof thefollowing methods:

– WindowsFound New Hardware Wizard: This wizardis activated
whenthedeviceis pluggedin or, if thedevicewasalreadyconnected,
whenscanningfor hardwarechangesfrom theDeviceManager.

– Windows Add/Remove Hardware Wizard: Right-click on My
Computer, selectProperties, choosetheHardware tab andclick
on Hardware Wizard....

– Windows Upgrade Device Dri ver Wizard: Selectthedevice from
the Device Manager devices list, selectProperties, choosethe
Dri ver tab andclick the Update Dri ver... button. On Windows
XP andWindowsServer 2003you canchooseto upgradethedriver
directly from thePropertieslist.

In themanualinstallationmethodsaboveyouwill needto pointWindows
to the locationof the relevant INF file during the installation. If the
installationwizard offers to install an INF file otherthanthe oneyou
havegenerated,selectInstall one of the other dri vers andchooseyour
specificINF file from thelist.
We recommendusing the wdreg utility to install the INF file
automatically, insteadof installingit manually.

• On Windows 98/Me you needto install the INF file manuallyvia
Windows Add New Hardware Wizard or Upgrade Device Dri ver
Wizard, asexplainedbelow:

– WindowsAdd New Hardware Wizard:

NOTE:
This methodcanbeusedif no otherdriver is currentlyinstalledfor
thedeviceor if theuserfirst uninstalls(removes)thecurrentdriver
for the device. Otherwise,theWindows Found New Hardware
Wizard, which activatesthe Add New Hardware Wizard, will
not appearfor this device.

(a) To activatetheWindows Add New Hardware Wizard, attach
thehardwaredevice to thecomputeror, if thedevice is already
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connected,scanfor hardwarechanges(Refresh).
(b) WhenWindows Add New Hardware Wizard appears,follow

its installationinstructions.Whenasked,specifythelocationof
theINF file in yourdistributionpackage.

– WindowsUpgrade Device Dri ver Wizard:
(a) OpenWindows Device Manager:FromtheSystemProperties

window (right click on My Computer andselectProperties)
selecttheDevice Manager tab.

(b) Selectyour device from the Device Manager devices list,
openit, choosethe Dri ver tab andclick the Update Dri ver
button. To locateyour device in the Device Manager, select
View devicesby connection. For PCI devices,navigate to
Standard PC | PCI bus | <your device>. For USB devices,
navigateto Standard PC | PCI bus | PCI to USB Universal
Host Controller (or any other controller you are using -
OHCI/EHCI) | USB Root Hub | <your device>.

(c) Follow theinstructionsof theUpgrade Device Dri ver Wizard
thatopens.Locatethe INF in your distribution packagewhen
asked.

14.5 The WinDri ver Extensionfor CustomUSBHID
Devices

Distribution of applicationsdevelopedusingthe WinDriver extensionfor custom
USB HID devicesis simple. You needonly copy the WinDri ver/redist/wdlib.dll
file togetherwith yourapplication/DLLto the%windir%\system32 directoryon the
targetcomputer.

14.6 WindowsCE

ThedistributionprocessinvolvesinstallingWinDriver’skernelDLL file windr vr6.dll
and the hardwarecontrol applicationthat you developedwith WinDriver on the
targetCE platform/computer. The installationinstructionsbelow refer only to the
installationof windr vr6.dll on thetargetplatform/computer.

1. Install WinDriver’skernelDLL file on thetargetcomputer:
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• For WinDriverapplicationsdevelopedfor targetCE computers:
Copy windr vr6.dll from the \WinDri ver\redist\TARGET_CPU
directoryto theWindowsdirectoryonyourtargetWindowsCEcomputer.

• Whenbuilding new CEplatforms:
Copy windr vr6.dll from the \WinDri ver\redist\TARGET_CPU
directoryto the%_FLATRELEASEDIR% directoryandthenappend
the contentsof the suppliedfile PROJECT_WD.BIB to the file
PROJECT.BIB. This will make theWinDriver kernelfile a permanent
partof theWindowsCE kernelNK.BIN . ThenuseMAKEIMG.EXE to
build thenew WindowsCE kernelNK.BIN . This processis similar to the
processof installingWinDriverCE with PlatformBuilder, asdescribedin
section 4.2.2.

2. Add WinDriver to thelist of devicedriversWindowsCE loadson boot:

• For WinDriverapplicationsdevelopedfor targetCE computers:
Modify the registry accordingto the entriesdocumentedin the file
PROJECT_WD.REG. This canbedoneusingtheWindowsCE Pocket
Registry Editor on thehand-heldCE computeror by usingthe Remote
CE Registry Editor Tool suppliedwith theWindows CE PlatformSDK.
You will needto have WindowsCE Servicesinstalledon your Windows
HostSystemto usetheRemoteCERegistry Editor Tool.

• Whenbuilding new CEplatforms:
The requiredregistry entriesaremadeby appendingthe contentsof
the file PROJECT_WD.REG to the Windows CE ETK configuration
file PROJECT.REG beforebuilding the Windows CE imageusing
MAKEIMG.EXE .

NOTE:
On non-x86platforms,for PCI only: Make sureyou copy the lines
specifiedfor PCI from PROJECT_WD.REG to PROJECT.REG,
after removing the commentmarksand insertingthe cardspecific
information.

14.7 Linux

TheLinux kernelis continuouslyunderdevelopmentandkerneldatastructuresare
subjectto frequentchanges.To supportsucha dynamicdevelopmentenvironment
andstill havekernelstability, theLinux kerneldevelopersdecidedthatkernelmodules
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mustbe compiledwith headerfiles identicalto thosewith which the kernelitself
wascompiled.They enforcethis by includinga versionnumberin thekernelheader
files that is checkedagainsttheversionnumberencodedinto thekernel.This forces
Linux driverdevelopersto facilitaterecompilationof their driverbasedon thetarget
system’skernelversion.

14.7.1 WinDri ver Kernel Module

Sincewindr vr6.o is a kernelmodule,it mustberecompiledfor every kernelversion
on which it is loaded. To facilitatethis, we supply the following componentsto
insulatetheWinDriverkernelmodulefrom theLinux kernel:

• windr vr_gcc_v2.aand windr vr_gcc_v3.a: compiledobject codefor the
WinDriver kernelmodule. windr vr_gcc_v2.ais usedfor kernelscompiled
with gccv2.x.x,andwindr vr_gcc_v3.ais usedfor kernelscompiledwith gcc
v3.x.x.

• linux_wrappers.c/h: wrapperlibrary sourcecodefiles thatbind theWinDriver
kernelmoduleto theLinux kernel.

• linux_common.h and windr vr.h: headerfiles requiredfor building the
WinDriverkernelmoduleon thetarget.

• wdusb_linux.c: usedby WinDriver to utilize theUSB stack.Eventhoughthis
is aUSBfile, it is alsorequiredfor PCI/ISAdrivers.

You needto distributethesecomponentsalongwith yourdriversourcecodeor object
code.We suggestthatyou adaptour makefile from theWinDri ver/redist directory
to compileandinsertthemodulewindr vr6.o into thekernel.Notethatthis makefile
callsthewdregutility shellscriptthatwesupplyundertheWinDri ver/util directory.
Youshouldunderstandhow this worksandadaptit to yourown needs.

NOTE:
If themakefile providedwith WinDriver is usedwith no modifications,thewdreg
utility alsoneedsto be copiedto the target,alongwith setup_inst_dir. Both are
suppliedundertheWinDri ver/util directory.
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14.7.2 Your User-Mode Hardware Control Application/DLL

Sincetheuser-modehardwarecontrolapplication/DLLdoesnot have to bematched
againstthekernelversionnumber, you arefreeto distributeit asbinarycode(if you
wish to protectyoursourcecodefrom unauthorizedcopying) or assourcecode.

CAUTION:
If you selectto distributeyour sourcecode,make sureyou do not distributeyour
WinDriver licensestring,which is usedin thecode.

14.7.3 Kernel PlugIn Modules

Sincethe KernelPlugIn module(if you have createssucha module)is a kernel
module,it alsoneedsto bematchedagainsttheactive kernel’s versionnumber. This
meansrecompilationfor thetargetsystem.It is advisableto supplytheKernelPlugIn
modulesourcecodeto yourcustomerssothatthey canrecompileit. You canalsouse
thesamemakefile thatyouusedto recompileandinstall theWinDriverkernelmodule
to build andinsertany KernelPlugInmodulesthatyoudistribute.

14.7.4 Installation Script

We suggestthat you supply an installationshell script that copiesyour driver
executables/DLLto thecorrectlocations(perhaps/usr/local/bin) andtheninvokes
make or gmake to build andinstall the WinDriver kernelmoduleandany Kernel
PlugInmodules.

14.8 Solaris

For Solaris,you needto supply the following to allow the client to enabletarget
installationof yourdriver:

• WinDriver’skernelmodule:Thefileswindr vr6 andwindr vr6.conf implement
theWinDriverkernelmodule.

• User-modehardwarecontrol application/DLL: Your user-modehardware
controlapplication/DLLbinaries.
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• KernelPlugInmodule:If youuseda KernelPlugInmodule,you shouldsupply
therelevantfiles,e.g.,mykp andmykp.conf

• An installationscript : We suggestthat you supply an installationshell
script that copiesyour driver executablesto the correctlocations(perhaps
/usr/local/bin) andtheninstalls the WinDriver kernel. You may adaptthe
utility script install_windr vr6 (foundundertheWinDri ver directoryon the
developmentmachine)to yourpurposes.

14.9 VxWorks

For VxWorks,you needto supplythe following to allow theclient to enabletarget
installationof yourdriver:

• WinDriver’s kernelmodule:The file windr vr6.o implementsthe WinDriver
kernelmodule.

• Yourhardwarecontrolapplication/DLL:thesourcecodeor thebinariesof your
hardwarecontrolapplication/DLL(your_drv.out, for example)

Yourclientwill needto incorporateall thesefiles into theVxWorksembeddedimage.
Therearetwo stepsinvolvedhere:

1. windr vr6.o andyour_drv.out haveto bebuilt into theVxWorksimage.

In theTornadoII Project’s build specificationfor theVxWorks image,specify
windr vr6.o andyour_drv.out asEXTRA_MODULES undertheMACROS
tab,andcopy thesefilesundertheappropriatetargetdirectorytree.Rebuild the
project.Thesefiles shouldnow beincludedin theimage.

2. The drvrInit routine should be called during startup to initialize
windr vr6.o. Your driver’sstartuproutinemayalsoneedto becalled.

Add codeto usrAppInit.c (foundundertheTornadoII projectdirectory)so
that it will call drvrInit—WinDriver’s initialization routine—andyour driver
application’sstartuproutine.Of course,you will needto rebuild theVxWorks
imageaftermodifying usrAppInit.c .
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FunctionReference

A.1 GeneralUse

A.1.1 Calling SequenceWinDri ver - General Use

Thefollowing is a typicalcalling sequencefor theWinDriverAPI.

 
WD_Open() 

 

PCI / ISAPnP / USB Hardware Access  
API  

 

WD_Version()1 
 

WD_Close() 
 

WD_DebugAdd() 

WD_Sleep() 

211
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NOTES:

(1) We recommendcalling the WinDriver functionWD_Version [A.1.3] after
callingWD_Open [A.1.2] andbeforecalling any otherWinDriver function. Its
purposeis to returntheWinDriver kernelmodule(windrvr) versionnumber,
thusproviding themeansto verify thatyour applicationis versioncompatible
with theWinDriverkernelmodule.

(2) WD_DebugAdd [A.1.6] andWD_Sleep [A.1.8] canbecalledanywhereafter
WD_Open.

(3) VisualBasicandDelphiprogrammersshouldnotethatthis FunctionReference
is C-oriented.
WinDriver Visual BasicandDelphi codeshave beenwritten ascloselyas
possibleto theC code,to enablemaximalcompatibilityfor all users.
Most of the APIs have a single implementationthat canbe usedfrom a C,
VB or Delphi application.However, someof theWinDriver functionsrequire
a specificimplementationfor VB andDelphi. Pleaserefer to the relevant
Delphi/VisualBasicsamplesandincludefiles:

1. \WinDri ver\delphi

2. \WinDri ver\vb
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A.1.2 WD_Open()

PURPOSE

• Opensa handleto accesstheWinDriver kernelmodule.Thehandleis usedby all
WinDriver APIs, andthereforemustbe calledbeforeany otherWinDriver API is
called.

PROTOTYPE

HANDLE WD_Open();

PARAM ETERS

None

RETURN VAL UE

Thehandleto theWinDriverkernelmodule.
If devicecouldnot beopened,returnsINVALID_HANDLE_VALUE.

REM ARK S

If you are a registereduser, pleaserefer to WD_License() [A.1.9] function
referenceto seeanexampleof how to registeryour license.

EXAM PL E

HANDLE hWD;

hWD = WD_Open();
if (hWD==INVALID_HANDLE_VALUE)
{

printf("Cannot open WinDriver device\n");
}
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A.1.3 WD_Version()

PURPOSE

• Returnstheversionnumberof theWinDriverkernelmodulecurrentlyrunning.

PROTOTYPE

DWORD WD_Version(HANDLE hWD, WD_VERSION *pVer);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pVer WD_VERSION*

❏ dwVer DWORD Output
❏ cVer[100] CHAR Output

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pVer WD_VERSION elements:
dwVer Theversionnumber.
cVer[100] Versioninfo string.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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EXAM PL E

WD_VERSION ver;

BZERO(ver);
WD_Version(hWD, &ver);
printf("%s\n", ver.cVer)
if (ver.dwVer<WD_VER)
{

printf("Error - incorrect WinDriver version\n");
}
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A.1.4 WD_Close()

PURPOSE

• Closestheaccessto theWinDriverkernelmodule.

PROTOTYPE

void WD_Close(HANDLE hWD);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].

REM ARK S

This functionmustbecalledwhenyoufinishusingWinDriverkernelmodule.

EXAM PL E

WD_Close(hWD);
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A.1.5 WD_Debug()

PURPOSE

• Setsdebugginglevel for collectingdebugmessages.

PROTOTYPE

DWORD WD_Debug(HANDLE hWD, WD_DEBUG *pDebug);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pDebug WD_DEBUG * Input

❏ dwCmd DWORD Input
❏ dwLevel DWORD Input
❏ dwSection DWORD Input
❏ dwLevelMessageBox DWORD Input
❏ dwBufferSize DWORD Input

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pDebug WD_DEBUG elements:
dwCmd Debugcommand:Setfilter, Clearbuffer, etc.

For moredetailspleaserefer to DEBUG_COMMAND
in windr vr.h.

dwLevel Usedfor dwCmd=DEBUG_SET_FILTER. Setsthe
debugginglevel to collect: Error, Warning,Info, Trace.
For moredetailspleaserefer to DEBUG_LEVEL in
windr vr.h.
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dwSection Usedfor dwCmd=DEBUG_SET_FILTER. Setsthe
sectionsto collect: IO, Mem, Int, etc. UseS_ALL for
all.
For moredetailspleaserefer to DEBUG_SECTIONin
windr vr.h.

dwLevelMessageBox Usedfor dwCmd=DEBUG_SET_FILTER. Setsthe
debugginglevel to print in amessagebox.
For moredetailspleaserefer to DEBUG_LEVEL in
windr vr.h.

dwBufferSize Usedfor dwCmd=DEBUG_SET_BUFFER.Thesizeof
buffer in thekernel.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

WD_DEBUG dbg;

BZERO(dbg);
dbg.dwCmd = DEBUG_SET_FILTER;
dbg.dwLevel = D_ERROR;
dbg.dwSection = S_ALL;
dbg.dwLevelMessageBox = D_ERROR;

WD_Debug(hWD, &dbg);
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A.1.6 WD_DebugAdd()

PURPOSE

• Sendsdebugmessagesto thedebug log. Usedby thedrivercode.

PROTOTYPE

DWORD WD_DebugAdd(HANDLE hWD, WD_DEBUG_ADD *pData);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pData WD_DEBUG_ADD *

❏ dwLevel DWORD Input
❏ dwSection DWORD Input
❏ pcBuffer CHAR [256] Input

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pData WD_DEBUGADD elements:
dwLevel Assignsthe level in the Debug Monitor, in which the

datawill bedeclared.If dwLevel is 0, D_ERRORwill be
declared.
For moredetailspleaserefer to DEBUG_LEVEL in
windr vr.h.

dwSection Assignsthesectionin theDebug Monitor, in which the
datawill bedeclared.If dwSectionis 0, S_MISCsection
will bedeclared.
For moredetailspleaserefer to DEBUG_SECTIONin
windr vr.h.

pcBuffer Thestringto copy into themessagelog.
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RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

WD_DEBUG_ADD add;

BZERO(add);
add.dwLevel = D_WARN;
add.dwSection = S_MISC;
sprintf(add.pcBuffer, "This message will be displayed in "

"the debug monitor\n");
WD_DebugAdd(hWD, &add);
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A.1.7 WD_DebugDump()

PURPOSE

• Retrievesdebugmessagesbuffer.

PROTOTYPE

DWORD WD_DebugDump(HANDLE hWD, WD_DEBUG_DUMP *pDebugDump);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pDebug WD_DEBUG_DUMP* Input

❏ pcBuffer PCHAR Input/Output
❏ dwSize DWORD Input

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pDebugDump WD_DEBUG_DUMP elements:
pcBuffer Buffer to receivedebugmessages
dwSize Sizeof buffer in bytes

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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EXAM PL E

char buffer[1024];
WD_DEBUG_DUMP dump;
dump.pcBuffer=buffer;
dump.dwSize = sizeof (buffer);
WD_DebugDump(hWD, &dump);
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A.1.8 WD_Sleep()

PURPOSE

• Delaysexecutionfor a specificdurationof time.

PROTOTYPE

DWORD WD_Sleep(HANDLE hWD, WD_SLEEP *pSleep);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pSleep WD_SLEEP*

❏ dwMicroSeconds DWORD Input
❏ dwOptions DWORD Input

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pSleep WD_SLEEPelements:
dwMicroSeconds Sleeptime in microseconds- 1/1,000,000of asecond.
dwOptions A bit maskflag:

• SLEEP_NON_BUSY - If set,delaysexecutionwithout
consumingCPU resources.(Not relevant for under
17,000microseconds.Lessaccuratethanbusysleep).
Default - Busysleep.
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RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

REM ARK S

Exampleusage:to accessslow responsehardware.

EXAM PL E

WD_Sleep slp;

BZERO(slp);
slp.dwMicroSeconds = 200;
WD_Sleep(hWD, &slp);
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A.1.9 WD_License()

PURPOSE

• Transfersthelicensestringto theWinDriverkernelmoduleandreturnsinformation
regardingthelicensetypeof thespecifiedlicensestring.

PROTOTYPE

DWORD WD_License(HANDLE hWD, WD_LICENSE *pLicense);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pLicense WD_LICENSE*

❏ cLicense[] CHAR Input
❏ dwLicense DWORD Output
❏ dwLicense2 DWORD Output

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pLicense WD_LICENSE elements:
cLicense[] A buffer to contain the licensestring that is to be

transferredto the WinDriver kernel module. If an
empty string is transferred,then WinDriver kernel
modulereturnsthecurrentlicensetypeto theparameter
dwLicense.

dwLicense Returnsthe licensetypeof the specifiedlicensestring
(cLicnese).The returnvalueis a maskof licensetype
flags,definedasan enumin windr vr.h. 0 = Invalid
licensestring. Additional flags for determiningthe
licensetypewill bereturnedin dwLicense2,if needed.
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dwLicense2 Returnsadditionalflagsfor determiningthelicensetype,
if dwLicensecouldnot hold all therelevantinformation
(otherwise- 0).

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

REM ARK S

Whenusing a registeredversion,this function must be calledbeforeany other
WinDriverAPI call, apartfrom WD_Open(), in orderto registerthelicensefrom the
code.

Exampleusage:Add registrationroutineto yourapplication.

EXAM PL E

DWORD RegisterWinDriver()
{

HANDLE hWD;
WD_LICENSE lic;
DWORD dwStatus = WD_INVALID_HANDLE;

hWD = WD_Open();
if (hWD!=INVALID_HANDLE_VALUE)
{

BZERO(lic);
// replace the following string with your license string
strcpy(lic.cLicense, "12345abcde12345.CompanyName");
dwStatus = WD_License(hWD, &lic);
WD_Close(hWD);

}

return dwStatus;
}
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A.1.10 WD_LogStart()

PURPOSE

• Opensa log file.

PROTOTYPE

DWORD WD_LogStart(const char *sFileName, const char *sMode)

PARAM ETERS

Name Type Input/Output
➢ sFileName constchar* Input
➢ sMode constchar* Input

DESCRI PTI ON

Name Description
sFileName Nameof log file to beopened.
sMode Typeof accesspermitted.

For example,whenNULL or w, opensan emptyfile
for writing. If the given file exists, its contentsare
destroyed. Whena, opensfor writing at theendof the
file (appending).

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.



228 A FunctionReference

REM ARK S

Oncea log file is opened,all API callsareloggedin this file. You mayaddyourown
printoutsto thelog file by callingWD_LogAdd [A.1.12].
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A.1.11 WD_LogStop()

PURPOSE

• Closesa log file.

PROTOTYPE

VOID WD_LogStop()

PARAM ETERS

None

RETURN VAL UE

None
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A.1.12 WD_LogAdd()

PURPOSE

• Addsuserprintoutsinto log file.

PROTOTYPE

VOID DLLCALLCONV WD_LogAdd(const char *sFormat[, argument ]...)

PARAM ETERS

Name Type Input/Output
➢ sFormat constchar* Input
➢ argument Input

DESCRI PTI ON

Name Description
sFormat Format-controlstring
argument Optionalarguments

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.2 PCI/ISA

A.2.1 Calling SequenceWinDri ver - PCI/ISA

Thefollowing is a typicalcalling sequencefor thePCI/ISA drivers.

 

ISA PnP PCI  

WD_PciConfigDump() 
 

WD_PciGetCardInfo() 
 

WD_PciScanCards() 
 

WD_IsapnpConfigDump() 
 

WD_IsapnpGetCardInfo() 
 

WD_IsapnpScanCards() 
 

WD_Version() 
 

WD_Open() 
 

WD_Close() 
 

WD_CardUnregister() 
 

WD_CardRegister() 
 

Inter rupt Handling2 
 

Direct Memory 
Access 

 

Read/Write to 
IO/Memory1 

InterruptThreadEnable() 
 

InterruptThreadDisable() 
 

WD_DMALock() 

WD_DMAUnlock() 
 

WD_Transfer() 
 

WD_MultiTransfer() 
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NOTES:

(1) For memory transfers, instead of using WD_Transfer and
WD_MultiTransfer, it is recommendedto usethe direct user-mode
pointerreceivedfrom WD_CardRegister [A.2.8].

(2) WD_IntEnable, WD_IntWait, WD_IntCount andWD_IntDisable
composethe above InterruptEnable and InterruptDisable
functionsand can be called separatelyinstead. For more details,please
referto SectionA.3.

(3) WD_DebugAdd andWD_Sleep canbe calledeverywhereafterWD_Open.
For moredetails,pleasereferto SectionA.1.
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A.2.2 WD_PciScanCards()

PURPOSE

• DetectsPCI devicesinstalledon the PCI bus,which conformto the input criteria
(VendorIDand/orDeviceID), andreturnsthe numberandlocation(bus, slot and
function)of thedetecteddevices.

PROTOTYPE

DWORD WD_PciScanCards(HANDLE hWD,
WD_PCI_SCAN_CARDS *pPciScan);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pPciScan WD_PCI_SCAN_CARDS*

❏ searchId WD_PCI_ID
✦ dwVendorId DWORD Input
✦ dwDeviceId DWORD Input

❏ dwCards DWORD Output
❏ cardId Array of WD_PCI_ID

✦ dwVendorId DWORD Output
✦ dwDeviceId DWORD Output

❏ cardSlot Array of WD_PCI_SLOT
✦ dwBus DWORD Output
✦ dwSlot DWORD Output
✦ dwFunction DWORD Output
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DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pPciScan WD_PCI_SCAN_CARDSelements:
searchId WD_PCI_IDelements:
searchId.dwVendorId RequiredPCI VendorID to detect.If 0, detectsdevices

from all vendors.
searchId.dwDeviceId RequiredPCI Device ID to detect. If 0, detectsall

devices.
dwCards Numberof devicesdetected.
cardId WD_PCI_IDelements:
cardId.dwVendorId VendorIDs of thedetecteddevices(correspondingto the

requiredVendorID definedin searchId.dwVendorId).
cardId.dwDeviceId Device IDs of thedetecteddevices(correspondingto the

requiredDevice ID definedin searchId.dwDeviceId).
cardSlot WD_PCI_SLOT elements:
cardSlot.dwBus Busnumberof detecteddevice.
cardSlot.dwSlot Slot numberof detecteddevice.
cardSlot.dwFunction Functionnumberof detecteddevice.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

WD_PCI_SCAN_CARDS pciScan;
DWORD cards_found;
WD_PCI_SLOT pciSlot;

BZERO(pciScan);
pciScan.searchId.dwVendorId = 0x12bc;
pciScan.searchId.dwDeviceId = 0x1;
WD_PciScanCards(hWD, &pciScan);
if (pciScan.dwCards>0) // Found at least one device
{

// use the first card found
pciSlot = pciScan.cardSlot[0];
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}
else
{

printf("No matching PCI devices found\n");
}
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A.2.3 WD_PciGetCardInfo()

PURPOSE

• RetrievesPCI device’s resourceinformation (i.e., Memory ranges,I/O ranges,
Interruptlines).

PROTOTYPE

DWORD WD_PciGetCardInfo(HANDLE hWD,
WD_PCI_CARD_INFO *pPciCard);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pPciCard WD_PCI_CARD_INFO*

❏ pciSlot WD_PCI_SLOT
✦ dwBus DWORD Input
✦ dwSlot DWORD Input
✦ dwFunction DWORD Input

❏ Card WD_CARD
✦ dwItems DWORD Output
✦ Item Array of WD_ITEMS

✧ item DWORD Output
✧ fNotSharable DWORD Output
✧ I union

♦ Mem struct
➝ dwPhysicalAddr DWORD Output
➝ dwBytes DWORD Output
➝ dwTransAddr DWORD N/A
➝ dwUserDirectAddr DWORD N/A
➝ dwCpuPhysicalAddr DWORD N/A
➝ dwBar DWORD Output

♦ IO struct
➝ dwAddr DWORD Output
➝ dwBytes DWORD Output
➝ dwBar DWORD Output
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♦ Int struct
➝ dwInterrupt DWORD Output
➝ hInterrupt DWORD Output
➝ dwOptions DWORD N/A

♦ Bus struct
➝ dwBusType WD_BUS_TYPE Output
➝ dwBusNum DWORD Output
➝ dwSlotFunc DWORD Output

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pPciCard WD_PCI_CARD_INFOelements:
pciSlot WD_PCI_SLOT elements:
pciSlot.dwBus PCIbusnumberof device.
pciSlot.dwSlot PCIslot numberof device.
pciSlot.dwFunction PCI functionnumof device.
Card WD_CARDelements:
dwItems Numberof itemsdetectedon device.
Item WD_ITEMSelements:
item Type of item. Canbe ITEM_MEMORY, ITEM_IO,

ITEM_INTERRUPTor ITEM_BUS.
fNotSharable If true, only oneapplicationat a time canaccessthe

mappedmemoryrange,or monitorthis card’s interrupts.
I Specificdataaccordingto "Item".
I.Mem DescribesITEM_MEMORY.
I.Mem.dwPhysicalAddr First addressof physicalmemoryrange.
I.Mem.dwBytes Lengthof rangein bytes.
I.Mem.dwBar BaseAddressRegisternumberof PCI card.
I.IO DescribesITEM_IO.
I.IO.dwAddr First addressof I/O range.
I.IO.dwBytes Lengthof rangein bytes.
I.IO.dwBar BaseAddressRegisternumberof PCI card.
I.Int DescribesITEM_INTERRUPT.
I.Int.dwInterrupt Physicalnumberof interruptrequest(IRQ).
I.Bus DescribesITEM_BUS.



238 A FunctionReference

I.Bus.dwBusType Usedto save typeof device from theWD_BUS_TYPE
options(i.e., ISA/ISAPnP/PCI)and in this case-
WD_BUS_PCI.

I.Bus.dwBusNum Busnumberof thespecificPCI device.
I.Bus.dwSlotFunc Slot andFunction. This valueis a combinationof the

slot numberandthe functionnumber:The lower three
bits representthe function numberandthe remaining
bits representtheslot number. For example:a valueof
0x80(<=> 10000000binary)correspondsto a function
numberof 0 (lower 3 bits: 000) anda slot numberof
0x10(remainingbits: 10000).

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

WD_PCI_CARD_INFO pciCardInfo;
WD_CARD Card;

BZERO(pciCardInfo);
pciCardInfo.pciSlot = pciSlot;
WD_PciGetCardInfo(hWD, &pciCardInfo);
if (pciCardInfo.Card.dwItems!=0) // At least one item was found
{

Card = pciCardInfo.Card;
}
else
{

printf("Failed fetching PCI card information\n");
}
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A.2.4 WD_PciConfigDump()

PURPOSE

• Reads/Writesfrom/to thePCI configurationregistersof a selectedPCI device.

PROTOTYPE

DWORD WD_PciConfigDump(HANDLE hWD,
WD_PCI_CONFIG_DUMP *pConfig);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pConfig WD_PCI_CONFIG_DUMP*

❏ pciSlot WD_PCI_SLOT
✦ dwBus DWORD Input
✦ dwSlot DWORD Input
✦ dwFunction DWORD Input

❏ pBuffer PVOID Input/Output
❏ dwOffset DWORD Input
❏ dwBytes DWORD Input
❏ fIsRead DWORD Input
❏ dwResult DWORD Output

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pConfig WD_PCI_CONFIG_DUMPelements:
pciSlot WD_PCI_SLOT elements:
pciSlot.dwBus PCIbusnumberof card.
pciSlot.dwSlot PCIslot numberof card.
pciSlot.dwFunction PCI functionnumberof card.
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pBuffer A pointerto thedatathatwill either:
1. Bewritten to thePCI configurationregisters.
2. Be readfrom thePCI configurationregisters.

dwOffset Theoffsetof thespecificregister/sin PCI configuration
spaceto read/writefrom/to.

dwBytes Numberof bytesread/writtenfrom/tobuffer.
fIsRead If TRUE - readfrom PCI configurationregisters.

If FALSE - write to PCI configurationregisters.
dwResult 1. PCI_ACCESS_OK- read/writeok.

2. PCI_ACCESS_ERROR- failedreading/writing.
3. PCI_BAD_BUS - busdoesnot exist.
4. PCI_BAD_SLOT - slot or Functiondoesnot exist.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

WD_PCI_CONFIG_DUMP pciConfig;
WORD aBuffer[2];

BZERO(pciConfig);
pciConfig.pciSlot.dwBus = 0;
pciConfig.pciSlot.dwSlot = 3;
pciConfig.pciSlot.dwFunction = 0;
pciConfig.pBuffer = aBuffer;
pciConfig.dwOffset = 0;
pciConfig.dwBytes = sizeof (aBuffer);
pciConfig.fIsRead = TRUE;

WD_PciConfigDump(hWD, &pciConfig);
if (pciConfig.dwResult!=PCI_ACCESS_OK)
{

printf("No PCI card in Bus 0, Slot 3\n");
}
else
{

printf("Card in Bus 0, Slot 3 has Vendor ID %x "
"Device ID %x\n", aBuffer[0], aBuffer[1]);

}
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A.2.5 WD_IsapnpScanCards()

PURPOSE

• DetectsISA PnPdevicesinstalledon the ISA PnPbus that conformto the input
criteria(VendorIDand/orSerialDeviceNumber),andreturnsthenumberandlocation
(bus,slot andfunction)of thedetecteddevices.

PROTOTYPE

DWORD WD_IsapnpScanCards(HANDLE hWD,
WD_ISAPNP_SCAN_CARDS *pIsapnpScan);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pIsapnpScan WD_ISAPNP_SCAN_CARDS*

❏ searchId WD_ISAPNP_CARD_ID
✦ cVendor[8] CHAR Input
✦ dwSerial DWORD Input

❏ dwCards DWORD Output
❏ Card Array of WD_ISAPNP_CARD

✦ cardId WD_ISAPNP_CARD_ID
✧ cVendor[8] CHAR Output
✧ dwSerial DWORD Output

✦ dwLogicalDevices DWORD Output
✦ bPnPVersionMajor BYTE Output
✦ bPnPVersionMinor BYTE Output
✦ bVendorVersionMajor BYTE Output
✦ bVendorVersionMinor BYTE Output
✦ cIdent CHAR [36] Output
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DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pIsapnpScan WD_ISAPNP_SCAN_CARDSelements:
searchId WD_ISAPNP_CARD_IDelements:
searchId.cVendor[8] RequiredISA PnPVendorID to detect. If 0, detects

devicesfrom all vendors.
searchId.dwSerial RequiredISA PnPserialdevice numberto detect.If 0,

detectsall devices.
dwCards Numberof devicesdetected.
Card WD_ISAPNP_CARDelements.
cardId WD_ISAPNP_CARD_IDelements- vendorID and

serialnumberof device found.
cardId.cVendor[8] VendorID.
cardId.dwSerial Serialnumberof device.
dwLogicalDevices Numberof logicaldeviceson device.
bPnPVersionMajor ISA PnPversionmajor.
bPnPVersionMinor ISA PnPversionminor.
bVendorVersionMajor Vendorversionmajor.
bVendorVersionMinor Vendorversionminor.
cIdent WD_ISAPNP_ANSI- theASCII device

identificationstring.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

WD_ISAPNP_SCAN_CARDS isapnpScan;
DWORD Cards_found
WD_ISAPNP_CARD isapnpCard;

BZERO(isapnpScan);
// CTL009e - Sound Blaster ISA PnP Card
strcpy(isapnpScan.searchId.cVendorId, "CTL009e");
isapnpScan.searchId.dwSerial = 0;
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WD_IsapnpScanCards(hWD, &isapnpScan);
if (isapnpScan.dwCards>0) // Found at least one device
{

// Take the first card found
isapnpCard = isapnpScan.Card[0];

}
else
{

printf("No matching ISA PnP devices found\n");
}
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A.2.6 WD_IsapnpGetCardInfo()

PURPOSE

• RetrievesISA PnPdevice resourcesinformation(i.e., Memoryranges,IO ranges,
Interrupts).

PROTOTYPE

DWORD WD_IsapnpGetCardInfo(HANDLE hWD,
WD_ISAPNP_CARD_INFO *pIsapnpCard);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pIsapnpCard WD_ISAPNP_CARD_INFO*

❏ cardId WD_ISAPNP_CARD_ID
✦ cVendor CHAR[8] Input
✦ dwSerial DWORD Input

❏ dwLogicalDevice DWORD Input
❏ clogicalDevice CHAR [8] Output
❏ dwCompatibleDevices DWORD Output
❏ CompatibleDevices CHAR [10][8] Output
❏ cIdent CHAR [36] Output
❏ Card WD_CARD

✦ dwItems DWORD Output
✦ Item Array of WD_ITEMS

✧ item DWORD Output
✧ fNotSharable DWORD Output
✧ I union

♦ Mem struct
➝ dwPhysicalAddr DWORD Output
➝ dwBytes DWORD Output
➝ dwTransAddr DWORD N/A
➝ dwUserDirectAddr DWORD N/A
➝ dwCpuPhysicalAddr DWORD N/A
➝ dwBar DWORD Output
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♦ IO struct
➝ dwAddr DWORD Output
➝ dwBytes DWORD Output
➝ dwBar DWORD Output

♦ Int struct
➝ dwInterrupt DWORD Output
➝ hInterrupt DWORD Output
➝ dwOptions DWORD N/A

♦ Bus struct
➝ dwBusType WD_BUS_TYPE Output
➝ dwBusNum DWORD Output
➝ dwSlotFunc DWORD Output

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pIsapnpCard WD_ISAPNP_CARD_INFOelements:
cardId WD_ISAPNP_CARD_IDelements:
cardId.cVendor RequiredISA plug and play VendorID for which

informationis required.
cardId.dwSerial RequiredISA plug andplay serialdevice numberfor

which informationis required.
dwLogicalDevice Numberof the logical device for which informationis

required.
clogicalDevice WD_ISAPNP_COMP_ID- a stringof 8 charactersfor

theASCII codeof thelogical device ID found.
dwCompatibleDevices Numberof compatibledevicesfound.
CompatibleDevices WD_ISAPNP_COMP_ID- anarrayof the

compatibledevices’ IDs.
cIdent WD_ISAPNP_ANSI- theASCII device

identificationstring.
Card WD_CARDelements:
dwItems Numberof itemsdetectedon device.
Item WD_ITEMSelements:
item Type of item. Canbe ITEM_MEMORY, ITEM_IO,

ITEM_INTERRUPTor ITEM_BUS.



246 A FunctionReference

fNotSharable If true, only oneapplicationat a time canaccessthe
mappedmemoryrangeor monitorthiscard’s interrupts.

I Specificdataaccordingto "Item".
I.Mem DescribesITEM_MEMORY.
I.Mem.dwPhysicalAddr First addressof physicalmemoryrange.
I.Mem.dwBytes Lengthof rangein bytes.
I.Mem.dwBar BaseAddressRegisternumberof PCI card.
I.IO DescribesITEM_IO.
I.IO.dwAddr First addressof I/O range.
I.IO.dwBytes Lengthof rangein bytes.
I.IO.dwBar BaseAddressRegisternumberof PCI card.
I.Int DescribesITEM_INTERRUPT.
I.Int.dwInterrupt Physicalnumberof interruptrequest(IRQ).
I.Bus DescribesITEM_BUS.
I.Bus.dwBusType Usedto save typeof device from theWD_BUS_TYPE

options(i.e., ISA/ISAPnP/PCI)and in this case-
WD_BUS_EISA.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

WD_ISAPNP_CARD_INFO isapnpCardInfo;
WD_CARD Card;

BZERO(isapnpCardInfo);
// from WD_IsapnpScanCard():
isapnpCardInfo.CardId = isapnpCard;
isapnpCardInfo.dwLogicalDevice = 0;

WD_IsapnpGetCardInfo(hWD, &isapnpCardInfo);
// At least one item was found.
if (isapnpCardInfo.Card.dwItems!=0)

Card = isapnpCardInfo.Card;
else

printf("Failed fetching ISA PnP card information\n");
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A.2.7 WD_IsapnpConfigDump()

PURPOSE

• Reads/Writesfrom/to the ISA PnPconfigurationregistersof a selectedISA PnP
device.

PROTOTYPE

DWORD WD_IsapnpConfigDump(HANDLE hWD,
WD_ISAPNP_CONFIG_DUMP *pConfig);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pConfig WD_ISAPNP_CONFIG_DUMP*

❏ cardId WD_ISAPNP_CARD_ID
✦ cVendor CHAR[8] Input
✦ dwSerial DWORD Input

❏ dwOffset DWORD Input
❏ fIsRead DWORD Input
❏ bData BYTE Input/Output
❏ dwResult DWORD Output

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pConfig WD_ISAPNP_CONFIG_DUMPelements.
cardId WD_ISAPNP_CARD_IDelements:
cardId.cVendor RequiredISA plug andplay VendorID for therequired

device.
cardId.dwSerial RequiredISA plug andplay serialdevicenumberfor the

requireddevice.
dwOffset The offset of the specific register/s in ISA PnP

configurationspaceto read/writefrom/to.
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fIsRead If TRUE - readfrom ISA PnPconfigurationregisters.If
FALSE - write to ISA PnPconfigurationregisters.

bData Thedatathatwill either:
1. Bewritten to theISA PnPconfigurationregisters
2. Be readfrom theISA PnPconfigurationregisters.

dwResult 0 - ISAPNP_ACCESS_OK- read/writeok.
1 - ISAPNP_ACCESS_ERROR- failed
reading/writing.
2 - ISAPNP_BAD_ID - devicedoesnot exist.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

WD_ISAPNP_CONFIG_DUMP isapnpConfig;

BZERO(isapnpConfig);
// from WD_IsapnpScanCard():
isapnpConfig.CardId = isapnpCard;
isapnpConfig.dwOffset = 0;
isapnpConfig.fIsRead = TRUE;
WD_IsapnpConfigDump(hWD, &isapnpConfig);
if (isapnpConfig.dwResult!=ISAPNP_ACCESS_OK)
{

printf("No ISA PnP device specified slot\n");
}
else
{

printf("ISA PnP config in offest 0 =\%x\n",
isapnpConfig.bData);

}
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A.2.8 WD_CardRegister()

PURPOSE

• Mapsthe physicalmemoryrangesto be accessedby kernel-modeprocessesand
user-modeapplications.
• CheckswhetheranI/O or Memoryresourcewaspreviouslyexclusively registered.
• Saves data regarding interrupt request(IRQ) number and interrupt type
(edgetriggeredor level sensitive) in internal data structuresto be usedby
InterruptEnable [A.2.14] or WD_IntEnable [A.3.2].

PROTOTYPE

DWORD WD_CardRegister(HANDLE hWD, WD_CARD_REGISTER *pCardReg);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pCardReg WD_CARD_REGISTER*

❏ Card WD_CARD
✦ dwItems DWORD Input
✦ Item Array of WD_ITEMS

✧ item DWORD Input
✧ fNotSharable DWORD Input
✧ I union

♦ Mem struct
➝ dwPhysicalAddr DWORD Input
➝ dwBytes DWORD Input
➝ dwTransAddr DWORD Output
➝ dwUserDirectAddr DWORD Output
➝ dwCpuPhysicalAddr DWORD Output
➝ dwBar DWORD Input

♦ IO struct
➝ dwAddr DWORD Input
➝ dwBytes DWORD Input
➝ dwBar DWORD Input

♦ Int struct
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➝ dwInterrupt DWORD Input
➝ dwOptions DWORD Input
➝ hInterrupt DWORD Output

♦ Bus WD_BUS
➝ dwBusType WD_BUS_TYPE Input
➝ dwBusNum DWORD Input
➝ dwSlotFunc DWORD Input

❏ fCheckLockOnly DWORD Input
❏ hCard DWORD Output

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pCardReg WD_CARD_REGISTERelements:
Card WD_CARDelements:
dwItems Numberof itemsdetectedondevice.
Item WD_ITEMS elements:
item Can be ITEM_MEMORY, ITEM_IO,

ITEM_INTERRUPTor ITEM_BUS.
fNotSharable If true, only oneapplicationat a time canaccessthe

mappedmemoryrange,or monitorthiscard’s interrupts.
I Specificdataaccordingto "item".
I.Mem DescribesITEM_MEMORY.
I.Mem.dwPhysicalAddr First addressof physicalmemoryrange.
I.Mem.dwBytes Lengthof rangein bytes.
I.Mem.dwTransAddr Mapsthephysicalmemoryaddressreceivedby

dwPhysicalAddranddwBytes(in WD_XxxGetCardInfo)
for kernel-modeprocesses.Usedby WD_Transfer
[A.2.10].

I.Mem.dwUserDirectAddr Mapsthephysicalmemoryaddressreceivedby
dwPhysicalAddranddwBytes(in WD_XxxGetCardInfo)
for user-modeapplications(enablingdirectaccessfrom
usermode).

I.Mem.dwCpuPhysicalAddr Translatesdevice’s memoryaddressfrom busspecific
valuesinto CPUvalues.

I.Mem.dwBar BaseAddressRegisternumberof PCI card.
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I.IO DescribesITEM_IO.
I.IO.dwAddr First addressof I/O range.
I.IO.dwBytes Lengthof rangein bytes.
I.IO.dwBar BaseAddressRegisternumberof PCI card.
I.Int DescribesITEM_INTERRUPT.
I.Int.dwInterrupt Physicalnumberof interruptrequest(IRQ).
I.Int.dwOptions A bit maskflag:

• INTERRUPT_LEVEL_SENSITIVE- If set, the
interruptis Level Sensitive.
Default - Interrupt is Edge-Triggered(Received from
WD_XxxGetCardInfo).
• INTERRUPT_CE_INT_ID- OnWindowsCE
(unlike otheroperatingsystems),thereis anabstraction
of thephysicalinterruptnumberto a logical one.Setting
thisbit will instructWinDriver to referto theinterruptin
dwInterruptasa logical interruptnumberandconvert it
to aphysicalinterruptnumber.

I.Int.hInterrupt Returns an interrupt handle to use with
InterruptEnable [A.2.14] or WD_IntEnable
[A.3.2].

I.Bus DescribesITEM_BUS.
I.Bus.dwBusType Usedto save typeof device from theWD_BUS_TYPE

options(i.e., ISA/ISAPnP/PCI)
1 = ISA;
2 = EISA;
5 = PCI.

I.Bus.dwBusNum Busnumberof thespecificdevice.
I.Bus.dwSlotFunc SlotandFunction.
fCheckLockOnly Whensetto TRUE - checkswhethercertainresources

were alreadylocked when askingfor an exclusive
resource.

hCard Handleto cardusedbyWD_CardUnregister [A.2.9].
0 whencardregistrationfails.
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RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

WD_CARD_REGISTER cardReg;
BZERO(cardReg);
cardReg.Card.dwItems = 1;
cardReg.Card.Item[0].item = ITEM_IO;
cardReg.Card.Item[0].fNotSharable = TRUE;
cardReg.Card.Item[0].I.IO.dwAddr = 0x378;
cardReg.Card.Item[0].I.IO.dwBytes = 8;
WD_CardRegister(hWD, &cardReg);
if (cardReg.hCard==0)
{

printf("Failed locking device\n");
return FALSE;

}
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A.2.9 WD_CardUnr egister()

PURPOSE

• Unregistersa deviceandfreestheresourcesallocatedto it.

PROTOTYPE

DWORD WD_CardUnregister(HANDLE hWD, WD_CARD_REGISTER *pCardReg);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pCardReg WD_CARD_REGISTER*

❏ Card WD_CARD N/A
❏ fCheckLockOnly DWORD N/A
❏ hCard DWORD Input

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
hCard Handle of device to unregister received from

WD_CardRegister [A.2.8].

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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EXAM PL E

WD_CardUnregister(hWD, &cardReg);
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A.2.10 WD_Transfer()

PURPOSE

• Executesa singleread/writeinstructionto anI/O port or to amemoryaddress.

PROTOTYPE

DWORD WD_Transfer(HANDLE hWD, WD_TRANSFER *pTrans);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pTrans WD_TRANSFER*

❏ cmdTrans DWORD Input
❏ dwPort DWORD Input
❏ dwBytes DWORD Input
❏ fAutoinc DWORD Input
❏ dwOptions DWORD Input
❏ Data union
❏ Data.Byte BYTE Input/Output
❏ Data.Word WORD Input/Output
❏ Data.Dword DWORD Input/Output
❏ Data.Qword QWORD Input/Output
❏ Data.pBuffer PVOID Input/Output

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pTrans WD_TRANSFERelements:
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cmdTrans Commandof operation(WD_TRANSFER_CMD;please
referto windr vr.h for implementation).Shouldbetyped
in thefollowing format:
<dir><p>_<string><size>
• dir - R for read,W for write.
• p - P for I/O port,M for memory.
• String- S for string,nonefor singletransfer.
• Size- BYTE, WORD,DWORDor QWORD.

dwPort For an I/O transfer- port addressreceived from
I.IO.dwAddr in WD_CardRegister [A.2.8].
For a memorytransfer- kernel-modevirtual memory
addressreceived from I.Mem.dwTransAddr in
WD_CardRegister.

dwBytes Usedin stringtransfers- numberof bytesto transfer.
fAutoinc fAutoinc Usedin stringtransfers-

If TRUE, I/O or memoryaddressshouldbe
incrementedfor transfer.
If FALSE, all datais transferredto thesameport/address.

dwOptions Mustbe0.
Data Thedatato betranslated.
Data.Byte Usedfor 8-bit transfers.
Data.Word Usedfor 16-bit transfers.
Data.Dword Usedfor 32-bit transfers
Data.Qword Usedfor 64-bit transfers
Data.pBuffer Usedin string transfers- thepointerto thebuffer with

thedatato read/writefrom/to.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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REM ARK S

• 64-bitdatatransfers(QWORD)areavailableonly for memoryread/writestring
operations.

64-bit datatransfers(QWORD) require64-bit enabledPCI device,64-bit PCI
bus,andanx86 CPUrunningunderany of theoperatingsystemssupportedby
WinDriver. (Note:64-bit datatransfersperformedwith WD_Transfer donot
require64-bit operatingsystem/CPU).

• WhenusingWD_Transfer, it is importantto alignthebaseaddressaccording
to thesizeof thedatatype,especiallywhenissuingstringtransfercommands.
Otherwise,thetransfersaresplit into smallerportions.
Theeasiestway to aligndatais to usebasictypeswhendefininga buffer, i.e.

BYTE buf[len]; // for BYTE transfers- not aligned
WORD buf[len]; // for WORDtransfers- alignedon2-byteboundary
UINT32 buf[len]; // for DWORDtransfers- alignedon 4-byteboundary
UINT64 buf[len]; // for QWORDtransfers- alignedon8-byteboundary

EXAM PL E

WD_TRANSFER Trans;
BYTE read_data;

BZERO(Trans);
Trans.cmdTrans = RP_BYTE; //Read Port BYTE
Trans.dwPort = 0x210;
WD_Transfer(hWD, &Trans);
read_data = Trans.Data.Byte;
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A.2.11 WD_MultiT ransfer()

PURPOSE

• Executesamultiple read/writeinstructionto anI/O portor a memoryaddress.

PROTOTYPE

DWORD WD_MultiTransfer(HANDLE hWD,
WD_TRANSFER *pTransArray, DWORD dwNumTransfers);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pTransArray Array of WD_TRANSFER*

❏ cmdTrans DWORD Input
❏ dwPort DWORD Input
❏ dwBytes DWORD Input
❏ fAutoinc DWORD Input
❏ dwOptions DWORD Input
❏ Data union
❏ Data.Byte BYTE Input/Output
❏ Data.Word WORD Input/Output
❏ Data.Dword DWORD Input/Output
❏ Data.Qword QWORD Input/Output
❏ Data.pBuffer PVOID Input/Output

➢ dwNumTransfers DWORD Input

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pTransArray WD_TRANSFERelements:
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cmdTrans Commandof operation(WD_TRANSFER_CMD;please
referto windr vr.h for implementation).Shouldbetyped
in thefollowing format:
<dir><p>_<string><size>
• dir - R for read,W for write.
• p - P for I/O port,M for memory.
• String- S for string,nonefor singletransfer.
• Size- BYTE, WORD,DWORDor QWORD.

dwPort For an I/O transfer- port addressreceived from
I.IO.dwAddr in WD_CardRegister [A.2.8].
For a memorytransfer- kernel-modevirtual memory
addressreceived from I.Mem.dwTransAddr in
WD_CardRegister.

dwBytes Usedin stringtransfers- numberof bytesto transfer.
fAutoinc fAutoinc Usedin stringtransfers:

If TRUE, I/O or memoryaddressshouldbe
incrementedfor transfer.
If FALSE, all datais transferredto thesameport/address.

dwOptions Mustbe0.
Data Thedatato betranslated.
Data.Byte Usedfor 8-bit transfers.
Data.Word Usedfor 16-bit transfers.
Data.Dword Usedfor 32-bit transfers.
Data.Qword Usedfor 64-bit transfers.
Data.pBuffer Usedin string transfers- the pointerto thebuffer with

thedatato read/writefrom/to.
dwNumTransfers Numberof commandsin array.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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REM ARK S

SeeWD_Transfer [A.2.10] remarks.

NOTE:
This functionis not supportedin VisualBasic.

EXAM PL E

WD_TRANSFER Trans[4];
DWORD dwResult;
char *cData = "Message to send\n";

BZERO(Trans);
Trans[0].cmdTrans = WP_WORD; //Write Port WORD
Trans[0].dwPort = 0x1e0;
Trans[0].Data.Word = 0x1023;

Trans[1].cmdTrans = WP_WORD;
Trans[1].dwPort = 0x1e0;
Trans[1].Data.Word = 0x1022;

Trans[2].cmdTrans = WP_SBYTE; //Write Port String BYTE
Trans[2].dwPort = 0x1f0;
Trans[2].dwBytes = strlen(cdata);
Trans[2].fAutoinc = FALSE;
Trans[2].dwOptions = 0;
Trans[2].Data.pBuffer = cData;

Trans[3].cmdTrans = RP_DWORD; //Read Port Dword
Trans[3].dwPort = 0x1e4;

WD_MultiTransfer(hWD, &Trans, 4);
dwResult = Trans[3].Data.Dword;
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A.2.12 WD_DMALock()

PURPOSE

• EnablesContiguousBuffer or ScatterGatherDMA.
• Locks a physicalmemoryregion andreturnsa list of the correspondingphysical
addresses.
• For ContiguousBuffer DMA - returnsa mappingof the physicaladdressof the
allocatedbuffer to bothkernelanduser-modevirtual addressspace.

PROTOTYPE

DWORD WD_DMALock(HANDLE hWD, WD_DMA *pDma);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pDma WD_DMA *

❏ hDma DWORD Output
❏ pUserAddr PVOID Input/Output
❏ pKernelAddr KPTR Output
❏ dwBytes DWORD Input
❏ dwOptions DWORD Input
❏ dwPages DWORD Input/Output
❏ hCard DWORD Input
❏ Page Array of WD_DMA_PAGE

✦ pPhysicalAddr KPTR Output
✦ dwBytes DWORD Output
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DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pDma WD_DMA elements.
hDma Handleof DMA buffer to beusedby WD_DMAUnlock

[A.2.13]. Returns0 if failed.
pUserAddr Pointerto the user-modevirtual memory. Input in

the caseof ScatterGatherandoutput in the caseof
contiguousbuffer DMA.

pKernelAddr Kernelmappingof kernelallocatedbuffer. Relevant
only for ContiguousBuffer DMA (dwOptions=
DMA_KERNEL_BUFFER_ALLOC).

dwBytes Sizeof buffer.
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dwOptions A bit maskflag:
• DMA_KERNEL_BUFFER_ALLOC:If set-
Allocatescontiguousbuffer in physicalmemory.
Default - ScatterGather.
• DMA_KBUF_BELOW_16M: Relevantonly if DMA
wassetto contiguous(above).
If set- Physicaladdresswill beallocatedwithin thefirst
16MB of themainmemory.
• DMA_LARGE_BUFFER:Relevantonly if DMA is set
to ScatterGather(above).
If set- Enableslockingmorethan1MB.
• DMA_ALLO W_CACHE: Allow cachingof the
memoryfor contiguousmemoryallocationon Windows
NT/2000/XP/Server 2003 (Not recommended!See
remarkbelow.)
• DMA_KERNEL_ONLY_MAP: Relevant only
if DMA was set to contiguousoption with
DMA_KERNEL_BUFFER_ALLOCflag.
If set- themappingof theallocatedbuffer is to thekernel
only, not to theusermode.
• DMA_READ_FROM_DEVICE: When set, the
memorypagesare locked to be readfrom, indicating
writing to device.
• DMA_WRITE_TO_DEVICE:Whenset,thememory
pagesarelockedto bewritten to, indicatingreadingfrom
device.
Note: SeteitherDMA_READ_FROM_DEVICE or
DMA_WRITE_TO_DEVICEbut not both.

dwPages Numberof pages.
Returns1 if DMA is setto contiguous.
In caseof DMA_LARGE_BUFFERit is usedasan
input andanoutputparameter(otherwiseonly output),
describingthesizeof thepagearray;Pleasereferto the
remarkregardingdwPagesin thissection.

hCard Handle of relevant card as received from
WD_CardRegister() [A.2.8].

Page WD_DMA_PAGE- Array of pages.
pPhysicalAddr Pointerto thephysicaladdress.
dwBytes Sizeof page.



264 A FunctionReference

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

REM ARK S

• WinDriversupportsbothScatter/GatherandContiguousDMA underWindows
98/Me/NT/2k/XP/CE/Server2003,Linux, SolarisandVxWorks.
On Linux, Scatter/GatherDMA is only supportedfor 2.4 kernelsandabove
(sincethe2.2Linux kernelsrequireapatchto supportthis typeof DMA).

• To accessthe allocatedDMA buffer from your application,do NOT usethe
physicalmemoryaddress(dma.Page[i].pPhysicalAddr) directly.
To accessthememoryfrom a user-modeapplication,usetheuser-modevirtual
mappingof theaddress- dma.pUserAddr.
For ContiguousBuffer DMA, to accessthememoryfrom a kernelapplication
(e.g. when using the Kernel PlugIn) or using WinDriver’s API (e.g.
WD_Trasnfer()), usethekernelmappingof thephysicaladdress,which is
returnedby WD_DMALock() in dma.pKernelAddr.

• TheDMA_ALLO W_CACHEflag allocatescachedDMA bufferson Windows
NT/2000/XP/Server2003. However, in orderto preventmemorycorruptions,
DMA buffersgenerallyshouldbenon-cached.Therefore,we recommendthat
you avoid usingthis flag.

• OnSolaris,theuserbuffer addressandsizemustbealignedonsystemmemory
pageboundary. Usethealignedmemoryallocationfunction,valloc (similar
to malloc, except the allocatedmemoryblocksarealigned). On SPARC
platforms,thevirtual pagesizeis usually8 KB, andon x86 platforms,it is 4
KB.

• Whenusingthe DMA_LARGE_BUFFERflag, dwPagesis an input/output
parameter. As an input to a WD_DMALock() call, dwPagesequalsthe
maximum numberof elementsin an array of pages. On return from
WD_DMALock(), dwPagesequalsthe numberof actualphysicalblocks.
ThereturneddwPagesmaybesmaller, becauseadjacentpagesarereturnedas
oneblock.
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EXAM PL E

The following code demonstrates Scatter/Gather DMA allocation:

WD_DMA dma;
DWORD dwStatus;
PVOID pBuffer = malloc(20000);

BZERO(dma);
dma.dwBytes = 20000;
dma.pUserAddr = pBuffer;
dma.dwOptions = fIsRead ? DMA_READ_FROM_DEVICE : DMA_WRITE_TO_DEVICE;
// Initialization of dma.hCard, value obtained from WD_CardRegister call:
dma.hCard = cardReg.hCard;
dwStatus = WD_DMALock(hWD, &dma);
if (dwStatus)
{

printf("Could not lock down buffer\n");
}
else
{

// On successful return dma.Page has the list of
// physical addresses.
// To access the memory from your user mode
// application, use dma.pUserAddr.

}

EXAM PL E

The following code demonstrates contiguous kernel buffer DMA allocation:

WD_DMA dma;
DWORD dwStatus;

BZERO(dma);
dma.dwBytes = 20 * 4096; // 20 pages
dma.dwOptions = DMA_KERNEL_BUFFER_ALLOC |

( fIsRead ? DMA_READ_FROM_DEVICE : DMA_WRITE_TO_DEVICE);
// Initialization of dma.hCard, value obtained from WD_CardRegister call:
dma.hCard = cardReg.hCard;
dwStatus = WD_DMALock(hWD, &dma);
if (dwStatus)
{

printf("Failed allocating kernel buffer for DMA\n");
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}
else
{

// On return dma.pUserAddr holds the user mode virtual
// mapping of the allocated memory and dma.pKernelAddr
// holds the kernel mapping of the physical memory.
// dma.Page[0].pPhysicalAddr points to the allocated
// physical address.

}
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A.2.13 WD_DMAUnlock()

PURPOSE

• Unlocksa DMA buffer.

PROTOTYPE

DWORD WD_DMAUnlock(HANDLE hWD, WD_DMA *pDMA);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pDMA WD_DMA *

❏ hDma DWORD Input
❏ pUserAddr PVOID N/A
❏ pKernelAddr KPTR N/A
❏ dwBytes DWORD N/A
❏ dwOptions DWORD N/A
❏ dwPages DWORD N/A
❏ Page Array of WD_DMA_PAGE N/A

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pDMA WD_DMA elements:
hDma Handleof DMA buffer received by WD_DMALock

[A.2.12].
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RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

WD_DMAUnlock(hWD, &DMA);
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A.2.14 InterruptEnable()

PURPOSE

• Call a callbackfunctionuponinterruptreception.A convenientfunctionfor setting
up interrupthandling.

PROTOTYPE

DWORD InterruptEnable(HANDLE *phThread, HANDLE hWD,
WD_INTERRUPT *pInt, INT_HANDLER_FUNC func, PVOID pData);

PARAM ETERS

Name Type Input/Output
➢ phThread HANDLE * Output
➢ hWD HANDLE Input
➢ pInt WD_INTERRUPT*

❏ hInterrupt HANDLE Input
❏ dwOptions DWORD Input
❏ Cmd WD_TRANSFER* Input
❏ dwCmds DWORD Input
❏ kpCall WD_KERNEL_PLUGIN_CALL

✦ hKernelPlugIn DWORD Input
✦ dwResult DWORD N/A

❏ fEnableOk DWORD N/A
❏ dwCounter DWORD N/A
❏ dwLost DWORD N/A
❏ fStopped DWORD N/A

➢ func INT_HANDLER_FUNC Input
➢ pData PVOID Input
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DESCRI PTI ON

Name Description
phThread Returnsthehandleof thespawnedinterruptthreadto be

usedby InterruptDisable [A.2.15].
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pInt WD_INTERRUPTelements:
hInterrupt Handleof interruptinternaldatastructurereceivedby

I.Int.hInterruptin WD_CardRegister [A.2.8].
dwOptions A bit maskflag. May be"0" for no option,or:

• INTERRUPT_CMD_COPY: if set, the WinDriver
kernel will copy the data received from the read
commandsthatwereusedto acknowledgetheinterrupt,
backto theusermode.Thedatawill beavailablewhen
functionis called.

Cmd An arrayof datatransfercommands(WD_TRANSFER
*) to perform in kernel mode upon receipt of
hardware interrupts. Thesecommandsare needed
for acknowledginglevel sensitive interrupts(for more
detailsreferto theISA_PCIinterruptssection).
If no datatransfercommandsareneeded,this should
be set to NULL. (For detailsregardingthe transfer
commandsreferto WD_Transfer [A.2.10].)

dwCmds Numberof transfercommandsin Cmdarray.
kpCall WD_KERNEL_PLUGIN_CALLelements:
hKernelPlugIn Handle to Kernel PlugIn returned from

WD_KernelPlugInOpen [A.11.1].
func Theinterrupthandlingfunctionthatwill becalledonce

at every interruptoccurrence.INT_HANDLER_FUNC
is definedin windrvr_int_thread.h.

pData The pointer that is passedto the interrupthandling
functionasanargument.

ReturnValue TRUE if enablingtheinterruptsucceeded.
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RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

REM ARK S

• Implementedin \WinDri ver\src\windrvr_int_thr ead.c.

• WD_IntEnable, WD_IntWait, WD_IntCount andWD_IntDisable
composethe above InterruptEnable and InterruptDisable
functionsand can be called separatelyinstead. For more details,please
referto SectionA.3.

• To improve the PCI interrupt handling rate on Windows
98/Me/NT/2000/XP/Server 2003, Linux and Solaris, considerusing
WinDriver’s KernelPlugIn feature(seeSection"Understandingthe Kernel
PlugIn"). OnVxWorks,youcanusethewindrvr_isr callbackfunction(see
Section"Improving theInterruptHandlingRateon VxWorks").

EXAM PL E

VOID DLLCALLCONV interrupt_handler(PVOID pData)
{

WD_INTERRUPT *pIntrp = (WD_INTERRUPT *)pData;
// do your interrupt routine here

printf("Got interrupt %d\n", pIntrp->dwCounter);
}

....
main()
{

WD_CARD_REGISTER cardReg;
WD_INTERRUPT Intrp;
HANDLE hWD, thread_handle;

....
hWD = WD_Open();
BZERO(cardReg);
cardReg.Card.dwItems = 1;
cardReg.Card.Item[0].item = ITEM_INTERRUPT;
cardReg.Card.Item[0].fNotSharable = TRUE;
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cardReg.Card.Item[0].I.Int.dwInterrupt = MY_IRQ;
cardReg.Card.Item[0].I.Int.dwOptions = 0;
....
WD_CardRegister(hWd, &cardReg);
....
PVOID pdata = NULL;
BZERO (Intrp);
Intrp.hInterrupt = cardReg.Card.Item[0].I.Int.hInterrupt;
Intrp.Cmd = NULL;
Intrp.dwCmds = 0;
Intrp.dwOptions = 0;
printf("starting interrupt thread\n");
pData = &Intrp;
if (!InterruptEnable(&thread_handle, hWD, &Intrp,

interrupt_handler, pdata))
{

printf ("failed enabling interrupt\n")
}
else
{

printf("Press Enter to uninstall interrupt\n");
fgets(line, sizeof (line), stdin);
// this calls WD_IntDisable()
InterruptDisable(thread_handle);

}
WD_CardUnregister(hWD, &cardReg);
....

}
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A.2.15 InterruptDisable()

PURPOSE

• A convenientfunctionfor shuttingdown interrupthandling.

PROTOTYPE

DWORD InterruptDisable(HANDLE hThread);

PARAM ETERS

Name Type Input/Output
➢ hThread HANDLE Input

DESCRI PTI ON

Name Description
phThread Thehandleof thespawnedinterruptthreadwhich was

createdby InterruptEnable [A.2.14].

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

REM ARK S

• Implementedin \WinDri ver\src\windrvr_int_thr ead.c.

• WD_IntEnable, WD_IntWait, WD_IntCount andWD_IntDisable
composetheabove InterruptEnableandInterruptDisablefunctionsandcanbe
calledseparatelyinstead.For moredetails,pleasereferto SectionA.3.
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EXAM PL E

main()
{

....
if (!InterruptEnable(&thread_handle, hWD, &Intrp,

interrupt_handler, pData))
{

printf("failed enabling interrupt\n"’);
}
else
{

printf("Press Enter to uninstall interrupt\n");
fgets(line, sizeof (line), stdin);
// this calls WD_IntDisable()
InterruptDisable(thread_handle);

}
....

}
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A.3 PCI/ISA - Low Level Functions

A.3.1 Calling SequenceWinDri ver - Low Level

Thefollowing is a typical calling sequenceof theWinDriverAPI, usedfor servicing
interrupts.TheInterruptEnable andInterruptDisable functionsenable
interrupthandlingin amoreconvenientmanner.

 

WD_IntWait() 
 

WD_IntCount() 
 

WD_IntEnable() 
 

WD_IntDisable 

A.3.2 WD_IntEnable()

PURPOSE

• Registeraninternalinterruptserviceroutine(ISR) to becalleduponinterrupt.

PROTOTYPE

DWORD WD_IntEnable(HANDLE hWD, WD_INTERRUPT *pInterrupt);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pInterrupt WD_INTERRUPT*

❏ hInterrupt HANDLE Input
❏ dwOptions DWORD Input
❏ Cmd WD_TRANSFER* Input
❏ dwCmds DWORD Input
❏ kpCall WD_KERNEL_PLUGIN_CALL

✦ hKernelPlugIn HANDLE Input



276 A FunctionReference

✦ dwMessage DWORD N/A
✦ pData PVOID N/A
✦ dwResult DWORD N/A

❏ fEnableOk DWORD Output
❏ dwCounter DWORD N/A
❏ dwLost DWORD N/A
❏ fStopped DWORD N/A

DESCRI PTI ON

Name Description
HWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pInterrupt WD_INTERRUPTelements:
hInterrupt Handleof interruptto enable.Thehandleis returnedby

WD_CardRegister [A.2.8] in I.Int.hInterrupt.
dwOptions A bit maskflag. May be0 for no option,or:

• INTERRUPT_CMD_COPY: if set, the WinDriver
kernel will copy the data received from the read
commandsthatwereusedto acknowledgetheinterrupt,
backto theusermode.Thedatawill beavailablewhen
WD_IntWait [A.3.3] returns.

Cmd An arrayof datatransfercommands(WD_TRANSFER
*) to perform in kernel mode upon receipt of
hardware interrupts. Thesecommandsare needed
for acknowledginglevel sensitive interrupts(for more
detailsreferto theISA_PCIinterruptssection).
If no datatransfercommandsareneeded,this should
be set to NULL. (For detailsregardingthe transfer
commandsreferto WD_Transfer [A.2.10].)

dwCmds Numberof transfercommandsin Cmdarray.
kpCall WD_KERNEL_PLUGIN_CALLelements:
hKernelPlugIn Handle to Kernel PlugIn returned from

WD_KernelPlugInOpen [A.11.1].
fEnableOk ReturnsTRUE if WD_IntEnable [A.3.2] succeeded.
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RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

REM ARK S

(1) For more information regardinginterrupthandlingpleaserefer to ISA_PCI
interruptssection,Section9.2.2.
(2) kpCall is relevantfor KernelPlugInimplementation.

EXAM PL E

WD_INTERRUPT Intrp;
WD_CARD_REGISTER cardReg;

BZERO(cardReg);
cardReg.Card.dwItems = 1;
cardReg.Card.Item[0].item = ITEM_INTERRUPT;
cardReg.Card.Item[0].fNotSharable = TRUE;
cardReg.Card.Item[0].I.Int.dwInterrupt = 10; // IRQ 10
// INTERRUPT_LEVEL_SENSITIVE - Set to level sensitive
// interrupts, otherwise should be 0.
// ISA cards are usually edge triggered while PCI cards
// are usually level sensitive.
cardReg.Card.Item[0].I.Int.dwOptions =

INTERRUPT_LEVEL_SENSITIVE;
cardReg.fCheckLockOnly = FALSE;
WD_CardRegister(hWD, &cardReg);
if (cardReg.hCard == 0)

printf("Could not lock device\n");
else
{

BZERO(Intrp);
Intrp.hInterrupt =

cardReg.Card.Item[0].I.Int.hInterrupt;
Intrp.Cmd = NULL;
Intrp.dwCmds = 0;
Intrp.dwOptions = 0;
WD_IntEnable(hWD, &Intrp);

}
if (!Intrp.fEnableOk)
{

printf("failed enabling interrupt\n");
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}

EXAM PL E

For anotherexamplepleasereferto <WinDri ver>\Samples\pci_diag\pci_lib.c.
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A.3.3 WD_IntW ait()

PURPOSE

• Wait until aninterruptis receivedor disabledandexit.

PROTOTYPE

DWORD WD_IntWait(HANDLE hWD, WD_INTERRUPT *pInterrupt);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pInterrupt WD_INTERRUPT*

❏ hInterrupt HANDLE Input
❏ dwOptions DWORD N/A
❏ Cmd WD_TRANSFER* N/A
❏ dwCmds DWORD N/A
❏ kpCall WD_KERNEL_PLUGIN_CALL N/A
❏ fEnableOk DWORD N/A
❏ dwCounter DWORD Output
❏ dwLost DWORD Output
❏ fStopped DWORD Output

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pInterrupt WD_INTERRUPTelements:
hInterrupt Handleof interrupt,returnedby WD_CardRegister

[A.2.8] in I.Int.hInterrupt.
dwCounter Numberof interruptsreceived.
dwLost Numberof interruptsthatwereacknowledgein kernel

modebut not yethandledin usermode.
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fStopped Returnszero if an interrupt occurred. Returns
INTERRUPT_STOPPEDif an interruptwasdisabled
while waiting. ReturnsINTERRUPT_INTERRUPTED
if while waiting for aninterrupt,WD_IntWait [A.3.3]
wasinterruptedwithoutanactualhardwareinterrupt.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

REM ARK S

INTERRUPT_INTERRUPTED statuscan occur on Linux and Solaris if the
applicationthatwaitson theinterruptis stopped(e.g.by pressingCTRL+Z).

EXAM PL E

for (;;)
{

WD_IntWait(hWD, &Intrp);
if (Intrp.fStopped)

break ;

ProcessInterrupt(Intrp.dwCounter);
}
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A.3.4 WD_IntCount()

PURPOSE

• Retrieve thecountnumberof interruptssinceWD_IntEnable [A.3.2] wascalled.

PROTOTYPE

void WD_IntCount(HANDLE hWD, WD_INTERRUPT *pInterrupt);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pInterrupt WD_INTERRUPT*

❏ hInterrupt HANDLE Input
❏ dwOptions DWORD N/A
❏ Cmd WD_TRANSFER* N/A
❏ dwCmds DWORD N/A
❏ kpCall WD_KERNEL_PLUGIN_CALL N/A
❏ fEnableOk DWORD N/A
❏ dwCounter DWORD Output
❏ dwLost DWORD Output
❏ fStopped DWORD Output

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pInterrupt WD_INTERRUPTelements:
hInterrupt Handleof interrupt,returnedby WD_CardRegister

[A.2.8] in I.Int.hInterrupt.
dwCounter Numberof interruptsreceived.
dwLost Numberof interruptsnot yethandled.
fStopped ReturnsTRUE if interruptwasdisabledwhile waiting.
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RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

DWORD dwNumInterrupts;

WD_IntCount(hWD, &Intrp);
dwNumInterrupts = Intrp.dwCounter;
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A.3.5 WD_IntDisable()

PURPOSE

• Disableinterruptprocessing.

PROTOTYPE

DWORD WD_IntDisable(HANDLE hWD, WD_INTERRUPT *pInterrupt);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pInterrupt WD_INTERRUPT

❏ hInterrupt HANDLE Input
❏ dwOptions DWORD N/A
❏ Cmd WD_TRANSFER* N/A
❏ dwCmds DWORD N/A
❏ kpCall WD_KERNEL_PLUGIN_CALL N/A
❏ fEnableOk DWORD N/A
❏ dwCounter DWORD N/A
❏ dwLost DWORD N/A
❏ fStopped DWORD N/A

DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pInterrupt WD_INTERRUPTelements:
hInterrupt Handleof interrupt,returnedby WD_CardRegister

[A.2.8] in I.Int.hInterrupt.
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RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

WD_IntDisable(hWD, &Intrp);
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A.4 USB

A.4.1 Calling Sequencefor WinDri ver USB

The USB API provided aspart of WinDriver is designedto supportevent-driven
transfersbetweenyour user-modeUSB applicationandUSB devices. This is in
contrastto earlierversions,in which USB deviceswereinitialized andcontrolled
usinga specificsequenceof functioncalls.

You can implement the three user callback functions specifiedin the next
section: WDU_ATTACH_CALLBACK [A.5.1], WDU_DETACH_CALLBACK
[A.5.2] and WDU_POWER_CHANGE_CALLBACK [A.5.3] (at the very least
WDU_ATTACH_CALLBACK). Thesefunctionsareusedto notify your application
whena relevantsystemeventoccurs,suchasthe attachingor detachingof a USB
device. For bestperformance,minimalprocessingshouldbedonein thesefunctions.

Your applicationcallsWDU_Init [A.6.1] andprovidesthe criteria accordingto
which the systemidentifiesa device as relevant or irrelevant. The WDU_Init
functionmustalsopasspointersto theusercallbackfunctions.

Your applicationthensimply waitsto receivea notificationof anevent.Uponreceipt
of sucha notification,processingcontinues.Your applicationmaymake useof any
functionsdefinedin the high- or low-level APIs below. The high-level functions,
providedfor yourconvenience,makeuseof thelow-level functions,which in turnuse
IOCTLs to enablecommunicationbetweenthe WinDriver kernelmoduleandyour
user-modeapplication.

When exiting, your applicationcalls WDU_Uninit [A.6.6] to stop listening to
devicesmatchingthe givencriteriaandto un-registerthe notificationcallbacksfor
thesedevices.

Thefollowing figuredepictsthecalling sequencedescribedabove. Eachverticalline
representsa functionor process.Eachhorizontalarrow representsasignalor request,
drawn from theinitiator to therecipient.Timeprogressesfrom top to bottom.
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The following pieceof meta-codecanserve asa framework for your user-mode
application’scode:

attach()
{

...
if this is my device

set the desired alternate setting
signal main() about the attachment of this device
return TRUE;

else
return FALSE;

}

detach()
{

...
signal main() about the detachment of this device
...

}

main()
{

WDU_Init(...);

...
while (...)
{

wait for new devices

...

issue transfers

...
}
...
WDU_Uninit();

}
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A.4.2 Upgrading to WinDri ver v6.X

TheUSBAPI providedaspartof WinDriverv6.X is designedto supportevent-driven
transfersbetweenyour user-modeUSB applicationandUSB devices. This is in
contrastto earlierversions,in which USB deviceswereinitialized andcontrolled
usingaspecificsequenceof functioncalls.

As a resultof this change,you will needto modify your USB applicationsthatwere
designedto interfacewith earlierversionsof WinDriver to ensurethatthey will work
with WinDriverv6.X on all supportedplatformsandnot only onMicrosoftWindows.
You will have to reorganizeyour application’s codeso that it conformswith the
framework illustratedby thepieceof meta-codeprovidedin SectionA.4.1.

In addition,the functionsthatcollectively definetheUSB API have beenchanged.
Thenew functions,describedin thenext few sections,provideanimprovedinterface
betweenuser-modeUSB applicationsandtheWinDriver kernelmodule. Note that
thenew functionsreceive their parametersdirectly, unlike theold functions,which
receivedtheirparametersusinga structure.

Thetablebelow lists thelegacy functionsin theleft columnandindicatesin theright
columnwhich functionor functionsreplace(s)eachof thelegacy functions.Usethis
tableto quickly determinewhich new functionsto usein yournew code.

High Level API
This function.. . hasbeenreplacedby.. .
WD_Open()
WD_Version()
WD_UsbScanDevice()

WDU_Init() [A.6.1]

WD_UsbDeviceRegister() WDU_SetInterface()[A.6.2]
WD_UsbGetConfiguration() WDU_GetDeviceInfo() [A.6.4]
WD_UsbDeviceUnregister() WDU_Uninit() [A.6.6]

Low Level API
This function.. . hasbeenreplacedby.. .
WD_UsbTransfer() WDU_Transfer()[A.6.7]

WDU_TransferDefaultPipe()[A.6.9]
WDU_TransferBulk()[A.6.10]
WDU_TransferIsoch()[A.6.11]
WDU_TransferInterrupt()[A.6.12]

(USB_TRANSFER_HALT option) WDU_HaltTransfer()[A.6.13]
WD_UsbResetPipe() WDU_ResetPipe()[A.6.14]
WD_UsbResetDevice()
WD_UsbResetDeviceEx()

WDU_ResetDevice() [A.6.15]



WinDriver v6.20 User’s Guide 289

A.5 USB- UserCallback Functions

NOTE:
Someof the functionsdescribedbelow take as parametersstructuresthat are
comprisedof severalelements.Thesestructures,indicatedby (†), aredescribedin
SectionA.7.

A.5.1 WDU_ATTACH_CALLB ACK()

PURPOSE

• WinDriver calls this function whena new device, matchingthe given criteria, is
attached,providedit is not yet controlledby anotherdriver.
This callbackis calledoncefor eachmatchinginterface.

PROTOTYPE

typedef BOOL (DLLCALLCONV *WDU_ATTACH_CALLBACK)(WDU_DEVICE_HANDLE hDevice,
WDU_DEVICE *pDeviceInfo, PVOID pUserData);

PARAM ETERS

Name Type Input/Output
➢ hDevice WDU_DEVICE_HANDLE Input
➢ pDeviceInfo WDU_DEVICE* [A.7.3] Input (†)
➢ pUserData PVOID Input

DESCRI PTI ON

Name Description
hDevice A uniqueidentifierfor thedevice/interface
pDeviceInfo Pointerto device configurationdetails;Valid until the

endof thefunction
pUserData Pointerthat waspassedto WDU_Init [A.6.1] (in the

eventtable);Pointsto theuser-modedatafor theattach
function
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RETURN VAL UE

If theWD_ACKNOWLEDGE flag wassetin thecall to WDU_Init [A.6.1] (within
thedwOptionsparameter),thecallbackfunctionshouldcheckif it wantsto control
thedevice,andif so- returnTRUE (otherwise- returnFALSE).
If theWD_ACKNOWLEDGE flag wasnot setin the call to WDU_Init, thenthe
returnvalueof thecallbackfunctionis insignificant.
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A.5.2 WDU_DETACH_CALLB ACK()

PURPOSE

• WinDriver calls this functionwhena controlleddevice hasbeendetachedfrom the
system.

PROTOTYPE

typedef void (DLLCALLCONV *WDU_DETACH_CALLBACK)(WDU_DEVICE_HANDLE hDevice,
PVOID pUserData);

PARAM ETERS

Name Type Input/Output
➢ hDevice WDU_DEVICE_HANDLE Input
➢ pUserData PVOID Input

DESCRI PTI ON

Name Description
hDevice A uniqueidentifierfor thedevice/interface
pUserData Pointerthat waspassedto WDU_Init [A.6.1] (in the

eventtable);Pointsto theuser-modedatafor theattach
function

RETURN VAL UE

None
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A.5.3 WDU_POWER_CHANGE_CALLB ACK()

PURPOSE

• WinDriver calls this function whena controlleddevice haschangedits power
settings.

PROTOTYPE

typedef BOOL (DLLCALLCONV *WDU_POWER_CHANGE_CALLBACK)(WDU_DEVICE_HANDLE hDevice,
DWORD dwPowerState, PVOID pUserData);

PARAM ETERS

Name Type Input/Output
➢ hDevice WDU_DEVICE_HANDLE Input
➢ dwPowerState DWORD Input
➢ pUserData PVOID Input

DESCRI PTI ON

Name Description
hDevice A uniqueidentifierfor thedevice/interface
dwPowerState Numberof thepowerstateselected
pUserData Pointerthatwaspassedto WDU_Init [A.6.1] (in the

eventtable);Pointsto theuser-modedatafor theattach
function
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RETURN VAL UE

TRUE/FALSE. Currentlythereis no significanceto thereturnvalue.

REM ARK S

Thiscallbackissupportedonly in Windowsoperatingsystems,startingfrom Windows
2000.
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A.6 USB- Functions

NOTE:
Someof the functionsdescribedbelow take as parametersstructuresthat are
comprisedof many elements.Thesestructures,indicatedby (†), aredescribedin
SectionA.7.

A.6.1 WDU_Init()

PURPOSE

• Startslisteningto devicesmatchinginputcriteriaandregistersnotificationcallbacks
for thesedevices.

PROTOTYPE

DWORD WDU_Init(WDU_DRIVER_HANDLE *phDriver,
WDU_MATCH_TABLE *pMatchTables, DWORD dwNumMatchTables,
WDU_EVENT_TABLE *pEventTable, const char *sLicense, DWORD dwOptions);

PARAM ETERS

Name Type Input/Output
➢ phDriver WDU_DRIVER_HANDLE * Output
➢ pMatchTables WDU_MATCH_TABLE *

[A.7.1]
Input (†)

➢ dwNumMatchTables DWORD Input
➢ pEventTable WDU_EVENT_TABLE *

[A.7.2]
Input (†)

➢ sLicense constchar* Input
➢ dwOptions DWORD Input
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DESCRI PTI ON

Name Description
phDriver Handleto theregistrationof events& criteria
pMatchTables Array of matchtablesdefiningthedevices’criteria
dwNumMatchTables Numberof elementsin pMatchTables
pEventTable Addressesof notificationcallbackfunctionsfor changes

in thedevice’sstatus+ relevantdatafor thecallbacks
sLicense WinDriver’s licensestring
dwOptions Canbezero(0) or:

WD_ACKNOWLEDGE - the user can seize
control over the device when returning value in
WDU_ATTACH_CALLBACK [A.5.1]

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.6.2 WDU_SetInterface()

PURPOSE

• Setsthealternatesettingfor thespecifiedinterface.

PROTOTYPE

DWORD WDU_SetInterface(WDU_DEVICE_HANDLE hDevice, DWORD dwInterfaceNum,
DWORD dwAlternateSetting);

PARAM ETERS

Name Type Input/Output
➢ hDevice WDU_DEVICE_HANDLE Input
➢ dwInterfaceNum DWORD Input
➢ dwAlternateSetting DWORD Input

DESCRI PTI ON

Name Description
hDevice A uniqueidentifierfor thedevice/interface
dwInterfaceNum Theinterface’snumber
dwAlternateSetting Thedesiredalternatesettingvalue

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.6.3 WDU_GetDeviceAddr()

PURPOSE

• GetsUSB addressthat thedevice uses.Theaddressnumberis written to thecaller
suppliedpAddress.

PROTOTYPE

DWORD WDU_GetDeviceAddr(WDU_DEVICE_HANDLE hDevice,
ULONG *pAddress);

PARAM ETERS

Name Type Input/Output
➢ hDevice WDU_DEVICE_HANDLE Input
➢ pAddress ULONG Output

DESCRI PTI ON

Name Description
hDevice A uniqueidentifierfor a device/interface
pAddress A pointerto ULONG, in which theresultis returned

REM ARK S

This functionis supportedonWindowsonly.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.6.4 WDU_GetDeviceInfo()

PURPOSE

• Getsconfigurationinformationfrom a device, including all the descriptorsin a
WDU_DEVICE [A.7.3] structure.
The caller shouldfree *ppDeviceInfo after useby calling WDU_PutDeviceInfo
[A.6.5].

PROTOTYPE

DWORD WDU_GetDeviceInfo(WDU_DEVICE_HANDLE hDevice,
WDU_DEVICE **ppDeviceInfo);

PARAM ETERS

Name Type Input/Output
➢ hDevice WDU_DEVICE_HANDLE Input
➢ ppDeviceInfo WDU_DEVICE** [A.7.3] Output(†)

DESCRI PTI ON

Name Description
hDevice A uniqueidentifierfor a device/interface
ppDeviceInfo Pointer to pointer to a buffer containingdevice

information

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.6.5 WDU_PutDeviceInfo()

PURPOSE

• Receives a device information pointer, allocated with a previous
WDU_GetDeviceInfo() [A.6.4] call, in orderto performthenecessarycleanup.

PROTOTYPE

DWORD WDU_PutDeviceInfo(WDU_DEVICE *pDeviceInfo);

PARAM ETERS

Name Type Input/Output
➢ pDeviceInfo WDU_DEVICE* [A.7.3] Input

DESCRI PTI ON

Name Description
pDeviceInfo Pointerto a buffer containingthedevice information,as

returnedby apreviouscall to WDU_GetDeviceInfo()

RETURN VAL UE

None
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A.6.6 WDU_Uninit()

PURPOSE

• Stopslisteningto devicesmatchinga givencriteriaandunregistersthenotification
callbacksfor thesedevices.

PROTOTYPE

void WDU_Uninit(WDU_DRIVER_HANDLE hDriver);

PARAM ETERS

Name Type Input/Output
➢ hDriver WDU_DRIVER_HANDLE Input

DESCRI PTI ON

Name Description
hDriver Handleto the registrationreceived from WDU_Init

[A.6.1]
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A.6.7 WDU_Transfer()

PURPOSE

• Transfersdatato or from adevice.

PROTOTYPE

DWORD WDU_Transfer(WDU_DEVICE_HANDLE hDevice, DWORD dwPipeNum,
DWORD fRead, DWORD dwOptions, PVOID pBuffer, DWORD dwBufferSize,
PDWORD pdwBytesTransferred, PBYTE pSetupPacket, DWORD dwTimeout);

PARAM ETERS

Name Type Input/Output
➢ hDevice WDU_DEVICE_HANDLE Input
➢ dwPipeNum DWORD Input
➢ fRead DWORD Input
➢ dwOptions DWORD Input
➢ pBuffer PVOID Input
➢ dwBufferSize DWORD Input
➢ pdwBytesTransferred PDWORD Output
➢ pSetupPacket PBYTE Input
➢ dwTimeout DWORD Input

DESCRI PTI ON

Name Description
hDevice A uniqueidentifierfor thedevice/interfacereceivedfrom

WDU_Init() [A.6.1]
dwPipeNum The numberof the pipe throughwhich the datais

transferred
fRead TRUE for read,FALSE for write
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dwOptions A bit maskflag:
• USB_ISOCH_ASAP- for isochronousdatatransfers.
Setthisflagin orderto instructthelowerdriver(usbd.sys)
to usethe next available frame to perform the data
transfer. If this flag is not set,WinDriver may cause
a delay in the isochronousdatatransferdueto some
unusedframes.This optionaffectsWindows only (not
CE),all otheroperatingsystemsdefineit automatically.
• USB_ISOCH_RESET- resetsthe isochronouspipe
beforethe datatransfer. It also resetsthe pipe after
minorerrors(consequentlyallowing to continuewith the
transfer).It is recommendedto useUSB_ISOCH_ASAP
togetherwith this flag.
• USB_ISOCH_FULL_PACKETS_ONLY - whenset,do
not transferlessthanpacketsizeon isochronouspipes.

pBuffer Addressof thedatabuffer.
dwBufferSize Numberof bytesto transfer. Thebuffer sizeis notlimited

to thedevice’smaximumpacketsize;therefore,you can
uselargerbuffersby settingthebuffer sizeto a multiple
of themaximumpacketsize.Uselargebuffersto reduce
the numberof context switchesandtherebyimprove
performance.

pdwBytesTransferred Numberof bytesactuallytransferred.
pSetupPacket An 8-bytepacket to transferto controlpipes.
dwTimeout Timeout interval of the transfer, in milliseconds. If

dwTimeoutis zero,thefunction’s timeoutinterval never
elapses(infinite wait).

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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REM ARK S

Theresolutionof thetimeout(thedwTimeoutparameter)is accordingto theoperating
systemscheduler’s timeslot.For example,in Windows thetimeout’s resolutionis 10
milliseconds.
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A.6.8 WDU_Wakeup()

PURPOSE

• Enables/Disablesthewakeupfeature.

PROTOTYPE

DWORD WDU_Wakeup(WDU_DEVICE_HANDLE hDevice, DWORD dwOptions);

PARAM ETERS

Name Type Input/Output
➢ hDevice WDU_DEVICE_HANDLE Input
➢ dwOptions DWORD Input

DESCRI PTI ON

Name Description
hDevice A uniqueidentifierfor thedevice/interface.
dwOptions Canbe eitherWDU_WAKEUP_ENABLE - enables

wakeup, or WDU_WAKEUP_DISABLE - disables
wakeup.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.



WinDriver v6.20 User’s Guide 305

A.6.9 WDU_TransferDefaultPipe()

PURPOSE

• Transfersdatato or from adevice throughthedefaultpipe.

PROTOTYPE

DWORD WDU_TransferDefaultPipe(WDU_DEVICE_HANDLE hDevice,
DWORD fRead, DWORD dwOptions, PVOID pBuffer, DWORD dwBufferSize,
PDWORD pdwBytesTransferred, PBYTE pSetupPacket, DWORD dwTimeout);

PARAM ETERS

Name Type Input/Output
Seedescriptionof WDU_Transfer [A.6.7]. NotethatdwPipeNumis not a parameterof this function.

DESCRI PTI ON

Name Description
Seedescriptionof WDU_Transfer [A.6.7] . NotethatdwPipeNumis not aparameterof this function.

REM ARK S

Seedescriptionof WDU_Transfer [A.6.7] .
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A.6.10 WDU_TransferBulk()

PURPOSE

• Performsbulk datatransferto or from a device.

PROTOTYPE

DWORD WDU_TransferBulk(WDU_DEVICE_HANDLE hDevice,
DWORD dwPipeNum, DWORD fRead, DWORD dwOptions, PVOID pBuffer,
DWORD dwBufferSize, PDWORD pdwBytesTransferred, DWORD dwTimeout);

PARAM ETERS

Name Type Input/Output
Seedescriptionof WDU_Transfer [A.6.7]. NotethatpSetupPacket is not a parameterof this function.

DESCRI PTI ON

Name Description
Seedescriptionof WDU_Transfer [A.6.7]. NotethatpSetupPacket is not a parameterof this function.

REM ARK S

Seedescriptionof WDU_Transfer [A.6.7].
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A.6.11 WDU_TransferIsoch()

PURPOSE

• Performsisochronousdatatransferto or from adevice.

PROTOTYPE

DWORD WDU_TransferIsoch(WDU_DEVICE_HANDLE hDevice, DWORD dwPipeNum,
DWORD fRead, DWORD dwOptions, PVOID pBuffer, DWORD dwBufferSize,
PDWORD pdwBytesTransferred, DWORD dwTimeout);

PARAM ETERS

Name Type Input/Output
Seedescriptionof WDU_Transfer [A.6.7]. NotethatpSetupPacket is not aparameterof this function.

DESCRI PTI ON

Name Description
Seedescriptionof WDU_Transfer [A.6.7]. NotethatpSetupPacket is not aparameterof this function.

REM ARK S

Seedescriptionof WDU_Transfer [A.6.7].



308 A FunctionReference

A.6.12 WDU_TransferInterrupt()

PURPOSE

• Performsinterruptdatatransferto or from a device.

PROTOTYPE

DWORD WDU_TransferInterrupt(WDU_DEVICE_HANDLE hDevice,
DWORD dwPipeNum, DWORD fRead, DWORD dwOptions, PVOID pBuffer,
DWORD dwBufferSize, PDWORD pdwBytesTransferred, DWORD dwTimeout);

PARAM ETERS

Name Type Input/Output
Seedescriptionof WDU_Transfer [A.6.7]. NotethatpSetupPacket is not a parameterof this function.

DESCRI PTI ON

Name Description
Seedescriptionof WDU_Transfer [A.6.7]. NotethatpSetupPacket is not a parameterof this function.

REM ARK S

Seedescriptionof WDU_Transfer [A.6.7].
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A.6.13 WDU_HaltTransfer()

PURPOSE

• Halts thetransferon thespecifiedpipe(only onesimultaneoustransferperpipe is
allowedby WinDriver).

PROTOTYPE

DWORD WDU_HaltTransfer(WDU_DEVICE_HANDLE hDevice, DWORD dwPipeNum);

PARAM ETERS

Name Type Input/Output
➢ hDevice WDU_DEVICE_HANDLE Input
➢ dwPipeNum DWORD Input

DESCRI PTI ON

Name Description
hDevice A uniqueidentifierfor thedevice/interface
dwPipeNum Thenumberof thepipe

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.6.14 WDU_ResetPipe()

PURPOSE

• Resetsa pipeby clearingboththehalt conditionon thehostsideof thepipeandthe
stallconditionontheendpoint.This functionis applicablefor all pipesexceptpipe00.

PROTOTYPE

DWORD WDU_ResetPipe(WDU_DEVICE_HANDLE hDevice, DWORD dwPipeNum);

PARAM ETERS

Name Type Input/Output
➢ hDevice WDU_DEVICE_HANDLE Input
➢ dwPipeNum DWORD Input

DESCRI PTI ON

Name Description
hDevice A uniqueidentifierfor thedevice/interface
dwPipeNum Thepipe’snumber

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

REM ARK S

This functionshouldbeusedif a pipeis halted,in orderto clearthehalt.
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A.6.15 WDU_ResetDevice()

PURPOSE

• Resetsadevice to helprecover from anerror, whena device is markedasconnected
but is not enabled.

PROTOTYPE

DWORD WDU_ResetDevice(WDU_DEVICE_HANDLE hDevice, DWORD dwOptions);

PARAM ETERS

Name Type Input/Output
➢ hDevice WDU_DEVICE_HANDLE Input
➢ dwOptions DWORD Input

DESCRI PTI ON

Name Description
hDevice A uniqueidentifierfor thedevice/interface.
dwOptions Canbeeither0 or WD_USB_HARD_RESET- will reset

the device even if it is not disabled. After usingthis
option it is advisedto set the interfaceof the device,
usingWDU_SetInterface() [A.6.2].

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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REM ARK S

WDU_ResetDevice is supportedonly onWindows.

This function issuesa requestfrom the Windows USB driver to reseta hub port,
providedtheWindowsUSB driversupportsthis feature.
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A.6.16 WDU_GetDeviceData()

PURPOSE

• Getsconfigurationinformationfrom the device, includingall the descriptorsin a
WDU_DEVICE [A.7.3] struct,andcopiesit to auser-allocatedbuffer.

PROTOTYPE

DWORD WDU_GetDeviceData(WDU_DEVICE_HANDLE hDevice, PVOID pBuf,
DWORD *pdwBytes);

PARAM ETERS

Name Type Input/Output
➢ hDevice WDU_DEVICE_HANDLE Input
➢ pBuf PVOID Input
➢ pdwBytes DWORD* Input/Output

DESCRI PTI ON

Name Description
hDevice A uniqueidentifierfor thedevice/interface
pBuf Addressof thedatabuffer; Passing0 will just returnin

pdwBytesthebuffer sizerequiredfor thedata
pdwBytes If pBuf is 0, returnsthe datasize,otherwisereturns

pBuf’ssize
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RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.7 USB- Structures

Thefollowing figuredepictsthestructurehierarchyusedby WinDriver’sUSB API.
The arrayssituatedin eachlevel of the hierarchymaycontainmoreelementsthan
aredepictedin thediagram.Arrowsareusedto representpointers.In theinterestof
clarity, only onestructureat eachlevel of thehierarchyis depictedin full detail(with
all of its elementslistedandpointersfrom it pictured).
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A.7.1 WDU_MATCH_TABLE Elements:

NOTE:
(*) For all field members,if valueis setto 0 - matchall.

Name Type Description
wVendorId WORD RequiredUSB VendorID

to detect,asassignedby
USB-IF. (*)

wProductId WORD RequiredUSB ProductID
to detect,asassignedby the
productmanufacturer. (*)

bDeviceClass BYTE Thedevice’s classcode,as
assignedby USB-IF. (*)

bDeviceSubClass BYTE Thedevice’ssub-classcode,
asassignedby USB-IF. (*)

bInterfaceClass BYTE The interface’s classcode,
asassignedby USB-IF. (*)

bInterfaceSubClass BYTE The interface’s sub-class
code, as assignedby
USB-IF. (*)

bInterfaceProtocol BYTE The interface’s protocol
code, as assignedby
USB-IF. (*)
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A.7.2 WDU_EVENT_TABLE Elements:

Name Type Description
pfDeviceAttach WDU_ATTACH_CALLBACK Will becalledby WinDriver

whena device is attached
pfDeviceDetach WDU_DETACH_CALLBACK Will becalledby WinDriver

whena device is detached
pfPowerChange WDU_POWER_CHANGE_CALLBACK Will becalledby WinDriver

whenthereis a changein a
device’spowerstate

pUserData PVOID Pointerto user-modedatato
bepassedto thecallbacks



318 A FunctionReference

A.7.3 WDU_DEVICE Elements:

Name Type Description
Descriptor WDU_DEVICE_DESCRIPTOR Containsbasicinformation

abouta device
Pipe0 WDU_PIPE_INFO Storesinformationaboutthe

device’sdefaultpipe
pConfigs WDU_CONFIGURATION * Pointerto buffer containing

informationaboutadevice’s
configurations

pActiveConfig WDU_CONFIGURATION * Pointerto buffer containing
informationabouttheactive
configuration

pActiveInterface WDU_INTERFACE* Pointerto buffer containing
informationabouttheactive
interface
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A.7.4 WDU_CONFIGURATION Elements:

Name Type Description
Descriptor WDU_CONFIGURATION_DESCRIPTOR Containsbasicinformation

abouta configuration
dwNumInterfaces DWORD Number of interfaces

supportedby this
configuration

pInterfaces WDU_INTERFACE* Pointerto buffer containing
information about this
configuration’s interfaces
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A.7.5 WDU_INTERFACE Elements:

Name Type Description
pAlternateSettings WDU_ALTERNATE_SETTING* Pointerto buffer containing

information about the
interface’salternatesettings

dwNumAltSettings DWORD Numberof alternatesettings
pActiveAltSetting WDU_ALTERNATE_SETTING* Pointerto buffer containing

informationabouttheactive
alternatesetting
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A.7.6 WDU_ALTERNATE_SETTING Elements:

Name Type Description
Descriptor WDU_INTERFACE_DESCRIPTOR Containsbasicinformation

aboutaninterface
pEndpointDescriptors WDU_ENDPOINT_DESCRIPTOR* Pointerto bufferscontaining

informationabouta device’s
endpoints

pPipes WDU_PIPE_INFO* Pointerto bufferscontaining
informationabouta device’s
pipes
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A.7.7 WDU_DEVICE_DESCRIPTOR Elements:

Name Type Description
bLength UCHAR Size, in bytes, of the

descriptor(18bytes)
bDescriptorType UCHAR Devicedescriptor(0x01)
bcdUSB USHORT Number of the USB

specificationwith which
thedevicecomplies

bDeviceClass UCHAR Thedevice’sclass
bDeviceSubClass UCHAR Thedevice’ssub-class
bDeviceProtocol UCHAR Thedevice’sprotocol
bMaxPacketSize0 UCHAR Maximum size of

transferredpackets
idVendor USHORT VendorID, asassignedby

USB-IF
idProduct USHORT ProductID, asassignedby

theproductmanufacturer
bcdDevice USHORT Device releasenumber
iManufacturer UCHAR Index of manufacturerstring

descriptor
iProduct UCHAR Index of productstring

descriptor
iSerialNumber UCHAR Index of serialnumberstring

descriptor
bNumConfigurations UCHAR Number of possible

configurations
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A.7.8 WDU_CONFIGURATION_DESCRIPTOR Elements:

Name Type Description
bLength UCHAR Size, in bytes, of the

descriptor
bDescriptorType UCHAR Configurationdescriptor

(0x02)
wTotalLength USHORT Total length, in bytes,of

datareturned
bNumInterfaces UCHAR Numberof interfaces
bConfigurationValue UCHAR Configurationnumber
iConfiguration UCHAR Index of string descriptor

that describesthis
configuration

bmAttributes UCHAR Power settingsfor this
configuration:
D6 for self-powered,D5
for remotewakeup(allows
device to wakeup thehost)

MaxPower UCHAR Maximum power
consumptionfor this
configuration,in 2mA units
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A.7.9 WDU_INTERFACE_DESCRIPTOR Elements:

Name Type Description
bLength UCHAR Size, in bytes, of the

descriptor(9 bytes)
bDescriptorType UCHAR Interfacedescriptor(0x04)
bInterfaceNumber UCHAR Interfacenumber
bAlternateSetting UCHAR Alternatesettingnumber
bNumEndpoints UCHAR Numberof endpointsused

by this interface
bInterfaceClass UCHAR The interface’s classcode,

asassignedby USB-IF
bInterfaceSubClass UCHAR The interface’s sub-class

code,asassignedbyUSB-IF
bInterfaceProtocol UCHAR The interface’s protocol

code,asassignedbyUSB-IF
iInterface UCHAR Index of string descriptor

thatdescribesthis interface
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A.7.10 WDU_ENDPOINT_DESCRIPTOR Elements:

Name Type Description
bLength UCHAR Size, in bytes, of the

descriptor(7 bytes)
bDescriptorType UCHAR Endpointdescriptor(0x05)
bEndpointAddress UCHAR Endpointaddress:Usebits

0-3 for endpointnumber, set
bits 4-6 to zero(0), andset
bit 7 to zero(0) for outbound
dataandone(1) for inbound
data(ignoredfor control
endpoints)

bmAttributes UCHAR Specifiesthe transfertype
for this endpoint(control,
interrupt, isochronous
or bulk). Seethe USB
specificationfor further
information.

wMaxPacketSize USHORT Maximum sizeof packets
this endpointcansendor
receive

bInterval UCHAR Interval, in framecounts,
for polling endpointdata
transfers.
Ignoredfor bulk andcontrol
endpoints.Must equal1
for isochronousendpoints.
May rangefrom 1 to 255for
interruptendpoints.
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A.7.11 WDU_PIPE_INFO Elements:

Name Type Description
dwNumber DWORD Pipenumber;0 for default

pipe
dwMaximumPacketSize DWORD Maximum sizeof packets

thatcanbetransferredusing
thispipe

type DWORD Transfertypefor this pipe
direction DWORD Direction of transfer:

USB_DIR_IN or
USB_DIR_OUT for
isochronous,bulk
or interrupt pipes,
USB_DIR_IN_OUTfor
controlpipes.

dwInterval DWORD Interval in milliseconds;
Relevant only to interrupt
pipes
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A.8 Plug and Play and Power Management

A.8.1 Calling Sequence

Thefollowing is a typical calling sequenceof theWinDriver API, usedfor handling
PlugandPlayandpowermanagementevents.

NOTE:
For USB it is recommendedto useWDU_Init [A.6.1]/WDU_Uninit [A.6.6]
(describedabove) to handlePlugandPlayandpower managementevents,instead
of directly usingthefollowing API.
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A.8.2 EventRegister()

PURPOSE

• Registeryour applicationto receive Plug andPlay andpower managementevent
notifications,accordingto a predefinedsetof criteria,andcall a callbackfunction
uponeventreceipt.

PROTOTYPE

DWORD EventRegister(HANDLE *phEvent, HANDLE hWD,
WD_EVENT *pEvent, EVENT_HANDLER pFunc, void *pData);

PARAM ETERS

Name Type Input/Output
➢ phEvent HANDLE * Output
➢ hWD HANDLE Input
➢ event WD_EVENT * Input

❏ handle DWORD Output
❏ dwAction DWORD Input
❏ dwStatus DWORD N/A
❏ dwEventId DWORD N/A
❏ dwCardType WD_BUS_TYPE Input
❏ hKernelPlugIn DWORD Input
❏ dwOptions DWORD Input
❏ u union

✦ Pci struct
✧ cardId WD_PCI_ID

♦ dwVendorId DWORD Input
♦ dwDeviceId DWORD Input

✧ pciSlot WD_PCI_SLOT
♦ dwBus DWORD Input
♦ dwSlot DWORD Input
♦ dwFunction DWORD Input

✦ Usb struct
✧ deviceId WD_USB_ID
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♦ dwVendorId DWORD Input
♦ dwProductId DWORD Input

✧ dwUniqueID DWORD Input
➢ func EVENT_HANDLER Input
➢ data void Input
➢ dwEventVer DWORD Internaluse
➢ dwNumMatchTables DWORD Input
➢ matchTables[1] WDU_MATCH_TABLE Input

DESCRI PTI ON

Name Description
phEvent If successful,phEventwill hold thehandleto beusedin

EventUnregister [A.8.3].
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
event The criteria set for registering to receive event

notifications.
handle Optionalhandleto beusedbyWD_EventUnregister

[A.9.3]. Returns0 wheneventregistrationfails.
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dwAction A bit maskfield indicatingwhich eventsto registerto.
Plug and Play events:
• WD_INSERT - Device inserted
• WD_REMOVE - Device removed
Device power state:
• WD_POWER_CHANGED_D0- Full power
• WD_POWER_CHANGED_D1- Low sleep
• WD_POWER_CHANGED_D2- Mediumsleep
• WD_POWER_CHANGED_D3- Full sleep
• WD_POWER_SYSTEM_WORKING - Fully on
Systemspower state:
• WD_POWER_SYSTEM_SLEEPING1- Fully on but
sleeping
• WD_POWER_SYSTEM_SLEEPING2- CPU off,
memoryon,PCI on
• WD_POWER_SYSTEM_SLEEPING3- CPU off,
Memoryis in refresh,PCI on auxpower
• WD_POWER_SYSTEM_HIBERNATE - OS saves
context beforeshutdown
• WD_POWER_SYSTEM_SHUTDOWN - No context
saved

dwCardType CanbeeitherWD_BUS_PCIor WD_BUS_USB(from
theWD_BUS_TYPEoptions).

hKernelPlugIn Handle to Kernel PlugIn returned from
WD_KernelPlugInOpen [A.11.1] (whenusingthe
KernelPlugInto handletheevents).

dwOptions Can be either WD_ACKNOWLEDGE or zero. If
WD_ACKNOWLEDGE, the usercanperformactions
on therequestedeventbeforeacknowledgingit. TheOS
waitson theeventuntil theusercallsWD_EventSend().
If the EventRegister() [A.8.2] wrapperis called,
WD_EventSend()[A.9.5] will be calledautomatically
afterthecallbackfunctionexits.

dwVendorId PCI VendorID to registerto. If zero,registerto all PCI
vendorID’s.

dwDeviceId PCI Device ID to registerto. If zero,registerto all PCI
Device ID’s.

dwVendorId VendorID of detecteddevice.



WinDriver v6.20 User’s Guide 331

dwBus PCI busnumberto registerto. If zero,registerto all PCI
busses.

dwSlot PCIslot to registerto. If zero,registerto all slots.
dwFunction PCI function (on the device) to register to. If zero,

registersto all functions.
dwVendorId USBVendorID to registerto. If zero,registerto all USB

vendorID’s.
dwProductId USBProductID to registerto. If zero,registerto all USB

ProductID’s.
dwUniqueID UniqueID of the USB device to register to. If zero,

registerto all uniqueID’s.
func The callbackfunction to call upon receiptof event

notification.
data Thedatato passto thecallbackfunction.
dwEventVer For internaluseonly.
dwNumMatchTables For USB only.

(*)

NOTE:
For USB it is recommendedto use
WDU_Init()/WDU_Uninit() (seeUSB function
reference,SectionA.4), insteadof directly using
EventRegister()/EventUnregister().

matchTables[1] For USB only; SeeNOTE above(*).

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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REM ARK S

This function wrapsWD_EventRegister [A.9.2], WD_EventPull [A.9.4],
WD_EventSend [A.9.5] andInterruptEnable [A.2.14].

EXAM PL E

HANDLE *event_handle;
WD_EVENT event;
DWORD dwStatus;
BZERO(event);
event.dwAction = WD_INSERT | WD_REMOVE;
event.dwCardType = WD_BUS_PCI;
dwStatus = EventRegister(&event_handle, hWD, &event,

event_handler_func, NULL);
if (dwStatus!=WD_STATUS_SUCCESS)
{

printf("Failed register\n");
return ;

}
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A.8.3 EventUnregister()

PURPOSE

• Un-registers from receiving Plug and Play and power managementevent
notifications.

PROTOTYPE

DWORD EventUnregister(HANDLE hEvent);

PARAM ETERS

Name Type Input/Output
➢ hEvent HANDLE * Input

DESCRI PTI ON

Name Description
hEvent Handlereceivedfrom EventRegister [A.8.2].

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

REM ARK S

This functionwrapsWD_EventUnregister [A.9.3] andInterruptDisable
[A.2.15].
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EXAM PL E

EventUnregister(event_handle);
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A.9 Plug and Play and Power Management- Low
Level Functions

A.9.1 Calling Sequence

Thefollowing is a typical calling sequenceof theWinDriver API, usedfor handling
Plug and Play and power managementevents. We recommendthat you use
EventRegister [A.8.2] andEventUnregister [A.8.3], or WDU_Init
[A.6.1] andWDU_Uninit [A.6.6] (for USB), insteadof theselow level functions,in
orderto handlePlugandPlayandpower managementeventsin a moreconvenient
manner.

 
 
 
 
 
 
 
 
 
 
 
 
 

WD_EventRegister() 
 

InterruptEnable() 
 

WD_EventPull() 
 

WD_EventSend() 
 

WD_EventUnregister() 

InterruptDisable() 
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A.9.2 WD_EventRegister()

PURPOSE

• Registeryour applicationto receive Plug andPlay andpower managementevent
notifications,accordingto a predefinedsetof criteria.

PROTOTYPE

DWORD WD_EventRegister(HANDLE hWD, WD_EVENT *pEvent);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pEvent WD_EVENT *

❏ handle DWORD Output
❏ dwAction DWORD Input
❏ dwStatus DWORD N/A
❏ dwEventId DWORD N/A
❏ dwCardType WD_BUS_TYPE Input
❏ hKernelPlugIn DWORD Input
❏ dwOptions DWORD Input
❏ u union

✦ Pci struct
✧ cardId WD_PCI_ID

♦ dwVendorId DWORD Input
♦ dwDeviceId DWORD Input

✧ pciSlot WD_PCI_SLOT
♦ dwBus DWORD Input
♦ dwSlot DWORD Input
♦ dwFunction DWORD Input

✦ Usb struct
✧ deviceId WD_USB_ID

♦ dwVendorId DWORD Input
♦ dwProductId DWORD Input

✧ dwUniqueID DWORD Input
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DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pEvent WD_EVENTelements:
handle Handleto beusedbyWD_EventUnregister [A.9.3].

Returns0 wheneventregistrationfails.
dwAction A bit maskfield indicatingwhich eventsto registerto.

Plug and Play events:
• WD_INSERT - Device inserted
• WD_REMOVE - Device removed
Device power state:
• WD_POWER_CHANGED_D0- Full power
• WD_POWER_CHANGED_D1- Low sleep
• WD_POWER_CHANGED_D2- Mediumsleep
• WD_POWER_CHANGED_D3- Full sleep
• WD_POWER_SYSTEM_WORKING - Fully on
Systemspower state:
• WD_POWER_SYSTEM_SLEEPING1- Fully on but
sleeping
• WD_POWER_SYSTEM_SLEEPING2- CPU off,
memoryon,PCIon
• WD_POWER_SYSTEM_SLEEPING3- CPU off,
Memoryis in refresh,PCI onauxpower
• WD_POWER_SYSTEM_HIBERNATE - OS saves
context beforeshutdown
• WD_POWER_SYSTEM_SHUTDOWN - No context
saved

dwCardType CanbeeitherWD_BUS_PCIor WD_BUS_USB(from
theWD_BUS_TYPEoptions).

hKernelPlugIn Optional handleto Kernel PlugIn returnedfrom
WD_KernelPlugInOpen [A.11.1].

dwOptions CanbeeitherWD_ACKNOWLEDGEor zero.
dwVendorId PCI VendorID to registerto. If zero,registerto all PCI

vendorID’s.
dwDeviceId PCI Device ID to registerto. If zero,registerto all PCI

Device ID’s.
dwVendorId VendorID of detecteddevice.
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dwBus PCI busnumberto registerto. If zero,registerto all PCI
busses.

dwSlot PCI slot to registerto. If zero,registerto all slots.
dwFunction PCI function (on the device) to register to. If zero,

registersto all functions.
dwVendorId USBVendorID to registerto. If zero,registerto all USB

vendorID’s.
dwProductId USBProductID to registerto. If zero,registerto all USB

ProductID’s.
dwUniqueID UniqueID of the USB device to registerto. If zero,

registerto all uniqueID’s.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

REM ARK S

In orderto receive thedesirednotificationsyou mustalsocall InterruptEnable
[A.2.14]. Whenthecallbackfunctionsentto InterruptEnable is calledit means
thata new eventhasoccurred.

NOTE:
If WD_ACKNOWLEDGE is set in the dwOptions field, you must call
WD_EventPull [A.9.4] andWD_EventSend [A.9.5] to acknowledgethe
event in orderto allow thesystemto handletheeventnormally. If you do not call
WD_EventPull andWD_EventSend, thesystemmight hangwhile waiting for
yourapplicationto acknowledgetheevent.

EXAM PL E

WD_EVENT Event;
BZERO(Event);
Event.dwAction = WD_INSERT | WD_REMOVE;
Event.dwCardType = WD_BUS_PCI;
WD_EventRegister(hWD, &Event);
if (Event.handle)

printf("successfully registered to receive Plug and Play events\n");
else

printf("WD_EventRegister failed\n");
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A.9.3 WD_EventUnregister()

PURPOSE

• Un-registersfrom receiving Plug and Play and power managementevents
notifications.

PROTOTYPE

DWORD WD_EventUnregister(HANDLE hWD, WD_EVENT *pEvent);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pEvent WD_EVENT*

❏ handle DWORD Input
❏ dwAction DWORD N/A
❏ dwStatus DWORD N/A
❏ dwEventId DWORD N/A
❏ dwCardType WD_BUS_TYPE N/A
❏ hKernelPlugIn DWORD N/A
❏ dwOptions DWORD N/A
❏ u union

✦ Pci struct
✧ cardId WD_PCI_ID

♦ dwVendorId DWORD N/A
♦ dwDeviceId DWORD N/A

✧ pciSlot WD_PCI_SLOT
♦ dwBus DWORD N/A
♦ dwSlot DWORD N/A
♦ dwFunction DWORD N/A

✦ Usb struct
✧ deviceId WD_USB_ID

♦ dwVendorId DWORD N/A
♦ dwProductId DWORD N/A

✧ dwUniqueID DWORD N/A
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DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pEvent WD_EVENT elements:
handle Handlereceivedby WD_EventRegister [A.9.2].

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

WD_EVENT Event;
BZERO(Event);
Event.handle = handle;
WD_EventUnregister(hWD, &Event);
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A.9.4 WD_EventPull()

PURPOSE

• Retrievesinformationregardinga PlugandPlayor power managementevent that
occurred.

PROTOTYPE

DWORD WD_EventPull(HANDLE hWD, WD_EVENT *pEvent);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pEvent WD_EVENT*

❏ handle DWORD Input
❏ dwAction DWORD Output
❏ dwStatus DWORD N/A
❏ dwEventId DWORD Output
❏ dwCardType WD_BUS_TYPE Output
❏ hKernelPlugIn DWORD N/A
❏ dwOptions DWORD Output
❏ u union

✦ Pci struct
✧ cardId WD_PCI_ID

♦ dwVendorId DWORD Output
♦ dwDeviceId DWORD Output

✧ pciSlot WD_PCI_SLOT
♦ dwBus DWORD Output
♦ dwSlot DWORD Output
♦ dwFunction DWORD Output

✦ Usb struct
✧ deviceId WD_USB_ID

♦ dwVendorId DWORD Output
♦ dwProductId DWORD Output

✧ dwUniqueID DWORD Output
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DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pEvent WD_EVENT elements:
handle Handlereceivedfrom WD_EventRegister [A.9.2].
dwAction A bit maskfield indicatingwhich eventsto registerto.

Plug and Play events:
• WD_INSERT - Device inserted
• WD_REMOVE - Device removed
Device power state:
• WD_POWER_CHANGED_D0- Full power
• WD_POWER_CHANGED_D1- Low sleep
• WD_POWER_CHANGED_D2- Mediumsleep
• WD_POWER_CHANGED_D3- Full sleep
• WD_POWER_SYSTEM_WORKING - Fully on
Systemspower state:
• WD_POWER_SYSTEM_SLEEPING1- Fully on but
sleeping
• WD_POWER_SYSTEM_SLEEPING2- CPU off,
memoryon,PCI on
• WD_POWER_SYSTEM_SLEEPING3- CPU off,
Memoryis in refresh,PCI on auxpower
• WD_POWER_SYSTEM_HIBERNATE - OS saves
context beforeshutdown
• WD_POWER_SYSTEM_SHUTDOWN - No context
saved

dwEventId An ID to identify the event in the complementary
WD_EventSend [A.9.5] function.

dwCardType CanbeeitherWD_BUS_PCIor WD_BUS_USB(from
theWD_BUS_TYPEoptions).

dwOptions Return WD_ACKNOWLEDGE if it was usedin
WD_EventRegister [A.9.2].

dwVendorId PCI VendorID.
dwDeviceId PCI Device ID.
dwBus PCI busnumber.
dwSlot PCI slot.
dwFunction PCI function(on thedevice).
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dwVendorId USBVendorID.
dwProductId USBProductID.
dwUniqueID UniqueID of theUSBdevice.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

REM ARK S

Your applicationshouldcall WD_EventPull [A.9.4], after receiving an event
notification,in orderto retrieve additionalinformationidentifying the event. (For
example:your applicationcanregisterto receive a notificationaboutevery Plugand
Playor powermanagementeventthatoccurs,andafterreceiving a notification,it can
retrieve theexactdetailsof the event i.e., insertion/removal, vendorID, device ID,
etc.).

EXAM PL E

WD_EVENT Event;
BZERO(Event);
Event.handle = handle;
WD_EventPull(hWD, &Event);
if (Event.dwCardType==WD_BUS_PCI)
{

printf("got PCI event %d.%d.%d vid %04x/%04x action 0x%x\n",
Event.u.Pci.pciSlot.dwBus, Event.u.Pci.pciSlot.dwSlot,
Event.u.Pci.pciSlot.dwFunction, Event.u.Pci.cardId.dwVendorId,
Event.u.Pci.cardId.dwDeviceId, Event.dwAction);

}
else
{

printf("got USB event unique %x vid %04x/%04x action 0x%x\n",
Event.u.Usb.dwUniqueID, Event.u.Usb.deviceId.dwVendorId,
Event.u.Usb.deviceId.dwProductId, Event.dwAction);

}



344 A FunctionReference

A.9.5 WD_EventSend()

PURPOSE

• Acknowledgesa PlugandPlayor powermanagementevent.

PROTOTYPE

DWORD WD_EventSend(HANDLE hWD, WD_EVENT *pEvent);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pEvent WD_EVENT *

❏ handle DWORD Input
❏ dwAction DWORD Input
❏ dwStatus DWORD N/A
❏ dwEventId DWORD Input
❏ dwCardType WD_BUS_TYPE N/A
❏ hKernelPlugIn DWORD N/A
❏ dwOptions DWORD Input
❏ u union

✦ Pci struct
✧ cardId WD_PCI_ID

♦ dwVendorId DWORD N/A
♦ dwDeviceId DWORD N/A

✧ pciSlot WD_PCI_SLOT
♦ dwBus DWORD N/A
♦ dwSlot DWORD N/A
♦ dwFunction DWORD N/A

✦ Usb struct
✧ deviceId WD_USB_ID

♦ dwVendorId DWORD N/A
♦ dwProductId DWORD N/A

✧ dwUniqueID DWORD N/A
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DESCRI PTI ON

Name Description
hWD Thehandleto WinDriver’s kernel-modedriver received

from WD_Open [A.1.2].
pEvent WD_EVENTelements:
handle Handleto beusedbyWD_EventUnregister [A.9.3].

Returnszerowheneventregistrationfails.
dwEventId EventID receivedfrom WD_EventPull [A.9.4].
dwOptions ShouldbeWD_ACKNOWLEDGE.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

REM ARK S

You mustuseWD_EventSend [A.9.5] to acknowledgePlug andPlay or power
managementevents,if you registeredto receive notificationsof sucheventswith the
WD_ACKNOWLEDGEflag setin WD_EventRegister [A.9.2].

EXAM PL E

WD_EVENT Event;
BZERO(Event);
Event.handle = handle;
WD_EventPull(hWD, &Event);
if (Event.dwOptions & WD_ACKNOWLEDGE)

WD_EventSend(hWD, &Event);
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A.10 Extensionfor customUSBHID

A.10.1 Calling Sequence

Thefollowing is a typical calling sequencefor theWinDriver extensionfor custom
USBHID:

• Call WDL_Version [A.10.2] to checktheversionis correct

• Call WDL_Init [A.10.3] to attachto a specificdevice, andget handlefor
furthercommands

• Call WDL_SetNotificationCallback [A.10.11] to setcallbacksfor
connect/disconnect

• Call WDL_Read [A.10.5]/WDL_Write [A.10.6] to read/writedata

• Call WDL_Close [A.10.4] to closethedevice

A.10.2 WDL_Version()

PURPOSE

• GetWinDriverversioninformationof thelibrary.

PROTOTYPE

WDL_STATUS WDL_Version(u32 *version_number, const char **version_string);

PARAM ETERS

Name Type Input/Output
➢ version_number u32* Output
➢ version_string constchar** Output
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DESCRI PTI ON

Name Description
version_number Returnsanintegercontainingtheversionnumber
version_string Returnsapointerto stringcontainingtheversiontext

RETURN VAL UE

ReturnsWDL_SUCCESS(0) on success,or an appropriateWDL_STATUS error
codeotherwise.

EXAM PL E

u32 ver;
char *vers;
WDL_Version(&ver, &vers);
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A.10.3 WDL_Init()

PURPOSE

• Registerto work with aspecificUSBHID device.

PROTOTYPE

WDL_STATUS WDL_Init(WDL_HANDLE *handle, u16 vid, u16 pid,
void *context, char *license);

PARAM ETERS

Name Type Input/Output
➢ handle WDL_HANDLE * Output
➢ vid u16 Input
➢ pid u16 Input
➢ context void * Input
➢ license char* Input

DESCRI PTI ON

Name Description
handle Returnshandleto thedeviceopened
vid VendorIDof thedevice to open
pid ProductIDof thedevice to open
context Parameterto bepassedto callbackfunctions
license Licensestringof WinDriver
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RETURN VAL UE

ReturnsWDL_SUCCESS(0) on success,or an appropriateWDL_STATUS error
codeotherwise.

EXAM PL E

WDL_HANDLE myhandle;
WDL_Init(&myhandle, 0x5310, 0x4432, NULL, "my license string");
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A.10.4 WDL_Close()

PURPOSE

• Closethedeviceopenedvia WinDriver.

PROTOTYPE

WDL_STATUS WDL_Close(WDL_HANDLE handle);

PARAM ETERS

Name Type Input/Output
➢ handle WDL_HANDLE Input

DESCRI PTI ON

Name Description
handle Handleto thedevice to beclosed

RETURN VAL UE

ReturnsWDL_SUCCESS(0) on success,or an appropriateWDL_STATUS error
codeotherwise.

EXAM PL E

WDL_Close(myhandle);
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A.10.5 WDL_Read()

PURPOSE

• Reada reportfrom a device.

PROTOTYPE

WDL_STATUS WDL_Read(WDL_HANDLE handle, int reportid, u8 *buffer,
size_t max_buffer_size, size_t *buffer_read_size, WDL_TIMEOUT timeout);

PARAM ETERS

Name Type Input/Output
➢ handle WDL_HANDLE Input
➢ reportid int Input
➢ buffer u8* Output
➢ max_buffer_size size_t Input
➢ buffer_read_size size_t* Output
➢ timeout WDL_TIMEOUT Input

DESCRI PTI ON

Name Description
handle Handleto thedevice to bereadfrom
reportid ID of thereportto read(unused)
buffer Buffer for thereportread
max_buffer_size Maximumsizeof buffer
buffer_read_size Sizeof readbuffer
timeout Timeoutfor operationin milliseconds
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RETURN VAL UE

ReturnsWDL_SUCCESS(0) on success,or an appropriateWDL_STATUS error
codeotherwise.

REM ARK S

Readoperationis donesynchronously. Thecalling applicationshouldtake careof
settingany readthreadsfor asynchronousoperation.ThetimeoutmaybeINFINITE.

EXAM PL E

struct MyReport0 {
unsigned char reportid;
unsigned char X;
unsigned char Y;
unsigned char button1: 1;
unsigned char button2: 1;
unsigned char button3: 1;
unsigned char button4: 1;
unsigned char button5: 1;
unsigned char button6: 1;

} ;

MyReport0 report;
size_t num_read;
WDL_Read(myhandle, 0, (u8 *)report, sizeof (report), &num_read, 200);
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A.10.6 WDL_Write()

PURPOSE

• Write a reportto adevice.

PROTOTYPE

WDL_STATUS WDL_Write(WDL_HANDLE handle, int reportid, u8 *buffer,
size_t buffer_size, WDL_TIMEOUT timeout);

PARAM ETERS

Name Type Input/Output
➢ handle WDL_HANDLE Input
➢ reportid int Input
➢ buffer u8* Input
➢ buffer_size size_t Input
➢ timeout WDL_TIMEOUT Input

DESCRI PTI ON

Name Description
handle Handleto thedevice to write to
reportid ID of thereportto write (unused)
buffer Buffer for thereportdata
buffer_size Sizeof buffer
timeout Timeoutfor operationin milliseconds
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RETURN VAL UE

ReturnsWDL_SUCCESS(0) on success,or an appropriateWDL_STATUS error
codeotherwise.

REM ARK S

Write operationis donesynchronously. Thecalling applicationshouldtake careof
settingany write threadsfor asynchronousoperation.timeoutmaybeINFINITE.

EXAM PL E

struct MyReport0 {
unsigned char reportid;
unsigned char X;
unsigned char Y;
unsigned char button1: 1;
unsigned char button2: 1;
unsigned char button3: 1;
unsigned char button4: 1;
unsigned char button5: 1;
unsigned char button6: 1;

} ;

MyReport0 report;
report.reportid=0;
report.X=5;
report.Y=34;
size_t num_read;
WDL_Write(myhandle, 0, (u8 *)report, sizeof (report), 200);



WinDriver v6.20 User’s Guide 355

A.10.7 WDL_GetFeature()

PURPOSE

• Reada featurereportfrom a device.

PROTOTYPE

WDL_STATUS WDL_GetFeature(WDL_HANDLE handle, int reportid,
u8 *buffer, size_t max_buffer_size);

PARAM ETERS

Name Type Input/Output
➢ handle WDL_HANDLE Input
➢ reportid int Input
➢ buffer u8* Output
➢ max_buffer_size size_t Input

DESCRI PTI ON

Name Description
handle Handleto thedevice to bereadfrom
reportid ID of thereportto read(unused)
buffer Buffer for thereportread
max_buffer_size Maximumsizeof buffer

RETURN VAL UE

ReturnsWDL_SUCCESS(0) on success,or an appropriateWDL_STATUS error
codeotherwise.
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REM ARK S

Getfeatureoperationis donesynchronously. Thecalling applicationshouldtakecare
of settingany readthreadsfor asynchronousoperation.

EXAM PL E

struct MyReport0 {
unsigned char reportid;
unsigned char X;
unsigned char Y;
unsigned char button1: 1;
unsigned char button2: 1;
unsigned char button3: 1;
unsigned char button4: 1;
unsigned char button5: 1;
unsigned char button6: 1;

} ;

MyReport0 report;
size_t num_read;
WDL_GetFeature(myhandle, 0, (u8 *)report, sizeof (report));
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A.10.8 WDL_SetFeature()

PURPOSE

• Write a featurereportto a device.

PROTOTYPE

WDL_STATUS WDL_SetFeature(WDL_HANDLE handle, int reportid,
u8 *buffer, size_t max_buffer_size);

PARAM ETERS

Name Type Input/Output
➢ handle WDL_HANDLE Input
➢ reportid int Input
➢ buffer u8* Input
➢ max_buffer_size size_t Input

DESCRI PTI ON

Name Description
handle Handleto thedevice to write to
reportid ID of thereportto write (unused)
buffer Buffer for thereportto write
max_buffer_size Maximumsizeof buffer

RETURN VAL UE

ReturnsWDL_SUCCESS(0) on success,or an appropriateWDL_STATUS error
codeotherwise.
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REM ARK S

Setfeatureoperationis donesynchronously. Thecalling applicationshouldtakecare
of settingany write threadsfor asynchronousoperation.

EXAM PL E

struct MyReport0 {
unsigned char reportid;
unsigned char X;
unsigned char Y;
unsigned char button1: 1;
unsigned char button2: 1;
unsigned char button3: 1;
unsigned char button4: 1;
unsigned char button5: 1;
unsigned char button6: 1;

} ;

MyReport0 report;
repot.reportid=0;
report.X=65;
report.Y=12;
WDL_SetFeature(myhandle, 0, (u8 *)report, sizeof (report));
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A.10.9 WDL_IsAttached()

PURPOSE

• Checkif theUSBHID device is attached.

PROTOTYPE

WDL_STATUS WDL_IsAttached(WDL_HANDLE handle);

PARAM ETERS

Name Type Input/Output
➢ handle WDL_HANDLE Input

DESCRI PTI ON

Name Description
handle Handleto thedevice

RETURN VAL UE

ReturnsWDL_SUCCESS(0) on success,or an appropriateWDL_STATUS error
codeotherwise.

REM ARK S

WDL_IsAttachedreturnsWDL_SUCCESSif thedevice is attached.

EXAM PL E

WDL_STATUS res=WDL_IsAttached(myhandle);
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A.10.10 WDL_CheckHandle()

PURPOSE

• Checkif thehandleis valid andexists.

PROTOTYPE

WDL_STATUS WDL_CheckHandle(WDL_HANDLE handle);

PARAM ETERS

Name Type Input/Output
➢ handle WDL_HANDLE Input

DESCRI PTI ON

Name Description
handle Handleto thedevice

RETURN VAL UE

ReturnsWDL_SUCCESS(0) on success,or an appropriateWDL_STATUS error
codeotherwise.

REM ARK S

WDL_CheckHandlereturnsWDL_SUCCESSif thehandleis valid.

EXAM PL E

WDL_STATUS res=WDL_CheckHandle(myhandle);
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A.10.11 WDL_SetNotificationCallback()

PURPOSE

• Setcallbacknotificationsfor thedevice.

PROTOTYPE

WDL_STATUS WDL_SetNotificationCallback(WDL_HANDLE handle,
WDL_CALLBACK_OPS *ops);

PARAM ETERS

Name Type Input/Output
➢ handle WDL_HANDLE Input
➢ ops WDL_CALLBACK_OP* Input

❏ cbConnect WDL_CALLBACK
❏ cbDisconnect WDL_CALLBACK
❏ cbPower WDL_CALLBACK
❏ cbDataAvailable WDL_CALLBACK
❏ cbDataSent WDL_CALLBACK

DESCRI PTI ON

Name Description
handle Handleto thedevice
ops Pointerto callbackfunctionsstructure
cbConnect Connectcallback
cbDisconnect Disconnectcallback
cbPower Powerchangecallback(N/A)
cbDataAvailable Readcompletedcallback(N/A)
cbDataSent Write completedcallback(N/A)
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RETURN VAL UE

ReturnsWDL_SUCCESS(0) on success,or an appropriateWDL_STATUS error
codeotherwise.

REM ARK S

Callbacksaredefinedasfollows:

typedef void (__cdecl *WDL_CALLBACK)(WDL_HANDLE handle, void *context);

Wherehandle is thehandleto theHID objectperformingthecallback,andcontext
is a pointerto parameterasreceivedfrom WDL_Init() [A.10.3].

EXAM PL E

WDL_CALLBACK_OPS ops;
ZeroMemory(&ops,sizeof (ops));
ops.cbConnect=OnConnect;
ops.cbDisconnect=OnDisconnect;
WDL_SetNotificationCallback(myhandle,&ops);
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A.10.12 WDL_Stat2Str()

PURPOSE

• Retrievesthestatusstringthatcorrespondsto a statuscode.

PROTOTYPE

const char *WDL_Stat2Str(WDL_STATUS status);

PARAM ETERS

Name Type Input/Output
➢ status WDL_STATUS Input

DESCRI PTI ON

Name Description
status A numericstatuscode.

RETURN VAL UE

Returnstheverbalstatusdescription(string)thatcorrespondsto thespecifiednumeric
statuscode.

REM ARK S

SeeSectionA.14 for a completelist of statuscodesandstrings.
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A.11 Kernel PlugIn - User-Mode Functions

Thefollowing functionsaretheuser-modefunctionswhich initiate theKernelPlugIn
operations,andactivateits callbacks.

A.11.1 WD_KernelPlugInOpen()

PURPOSE

• Obtaina valid handlefor theKernelPlugIn.

PROTOTYPE

DWORD WD_KernelPlugInOpen(HANDLE hWD, WD_KERNEL_PLUGIN
*pKernelPlugIn);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Output
➢ pKernelPlugIn WD_KERNEL_PLUGIN*

❏ hKernelPlugIn DWORD Output
❏ pcDriverName PCHAR Input
❏ pcDriverPath PCHAR Input
❏ pOpenData PVOID Input

DESCRI PTI ON

Name Description
hWD Handleto WinDriver
pKernelPlugIn Pointerto WD_KERNEL_PLUGINinformation
hKernelPlugIn Returnsthehandleto theKernelPlugIn
pcDriverName Nameof KernelPlugInto load,up to 12chars
pcDriverPath File nameof KernelPlugInto load. If NULL, thedriver

will be searchedfor in the Windows systemdirectory
usingthenamein pcDriverName
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pOpenData Pointerto datathat will be passedto the KP_Open
[A.12.2] callbackin theKernelPlugIn

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

WD_KERNEL_PLUGIN kernelPlugIn;
BZERO(kernelPlugIn);

// Tells WinDriver which driver to open
kernelPlugIn.pcDriverName = "KPTEST";

HANDLE hWD = WD_Open(); // validate handle here

dwStatus = WD_KernelPlugInOpen(hWD, &kernelPlugIn);
if (dwStatus)

printf ("Failed opening a handle to the Kernel
PlugIn. Error: 0x%x (%s)\n", dwStatus,
Stat2Str(dwStatus));

else
printf("Opened a handle to the Kernel PlugIn

(0x%x)\n", kernelPlugIn.hKernelPlugIn);
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A.11.2 WD_KernelPlugInClose()

PURPOSE

• Closes the WinDriver Kernel PlugIn handle obtained from
WD_KernelPlugInOpen [A.11.1].

PROTOTYPE

DWORD WD_KernelPlugInClose(HANDLE hWD,WD_KERNEL_PLUGIN
*pKernelPlugIn);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pKernelPlugIn WD_KERNEL_PLUGIN* Input

DESCRI PTI ON

Name Description
hWD Handleto WinDriver
pKernelPlugIn Pointerto WD_KERNEL_PLUGINinformation

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

EXAM PL E

WD_KernelPlugInClose(hWD, &kernelPlugIn);
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A.11.3 WD_KernelPlugInCall()

PURPOSE

• Callsa routinein theKernelPlugInto beexecuted.

PROTOTYPE

DWORD WD_KernelPlugInCall( HANDLE hWD, WD_KERNEL_PLUGIN_CALL
*pKernelPlugInCall);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pKernelPlugInCall WD_KERNEL_PLUGIN_CALL* Input

❏ hKernelPlugIn DWORD Input
❏ dwMessage DWORD Input
❏ pData PVOID Input
❏ dwResult DWORD Output

DESCRI PTI ON

Name Description
hWD Handleto WinDriver
pKernelPlugInCall Pointerto WD_KERNEL_PLUGIN_CALLinformation
hKernelPlugIn Handleto theKernelPlugIn
dwMessage MessageID to passto theKP_Call [A.12.4] callback
pData Pointerto datato passto theKP_Call callback
dwResult Valuesetby KP_Call callback
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RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

REM ARK S

Calling theWD_KernelPlugInCall [A.11.3] functionin theusermodewill call
yourKP_Call [A.12.4] callbackfunctionin thekernel.TheKP_Call function in
theKernelPlugInwill determinewhat routineto executeaccordingto themessage
passedto it in theWD_KERNEL_PLUGIN_CALLstructure.

EXAM PL E

WD_KERNEL_PLUGIN_CALL kpCall;

BZERO (kpCall);
// Prepare the kpCall structure from WD_KernelPlugInOpen()
kpCall.hKernelPlugIn = hKernelPlugIn;
// The message to pass to KP_Call(). This will determine
// the action performed in the kernel:
kpCall.dwMessage = MY_DRV_MSG;

kpCall.pData = &mydrv; // The data to pass to the call.
dwStatus = WD_KernelPlugInCall(hWD, &kpCall);
if (dwStatus)

printf("Result = 0x%x\n", kpCall.dwResult);
else

printf("WD_KernelPlugInCall() failed. Error: 0x%x
(%s)\n", dwStatus, Stat2Str(dwStatus));
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A.11.4 WD_IntEnable()

PURPOSE

• Enablesinterruptsfor KernelPlugin

PROTOTYPE

DWORD WD_IntEnable(HANDLE hWD,WD_INTERRUPT *pInterrupt);

PARAM ETERS

Name Type Input/Output
➢ hWD HANDLE Input
➢ pInterrupt WD_INTERRUPT*

❏ kpCall WD_KERNEL_PLUGIN_CALL
✦ hKernelPlugIn HANDLE Input
✦ dwMessage DWORD N/A
✦ pData PVOID Input
✦ dwResult DWORD N/A

DESCRI PTI ON

Name Description
hWD Handleto WinDriver
pInterrupt Pointerto WD_INTERRUPT information
hKernelPlugIn Handleto theKernelPlugIn. If zero,no KernelPlugIn

interrupthandleris installed
dwMessage N/A
pData Pointerto datato passto theKP_IntEnable callback
dwResult N/A
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RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.

REM ARK S

If a valid handleto a KernelPlugIn is passedto this function,the interruptswill be
handledin theKernelPlugIn.

In sucha case,the KP_IntEnable callbackwill executeas a result of the
call to WD_IntEnable and upon receiving the interrupt, your kernel-mode
KP_IntAtIrql function [A.12.8] will execute. If this function returnsa value
greaterthan0, yourdeferredprocedurecall,KP_IntAtDpc [A.12.9] , will becalled.
For information aboutall other parametersof WD_IntEnable, refer to the
documentationof WD_IntEnable, in ChapterA, in SectionA.3.2.

EXAM PL E

WD_INTERRUPT Intrp;
BZERO(Intrp);
Intrp.hInterrupt = hInterrupt; // from WD_CardRegister()
// from WD_KernelPlugInOpen():
Intrp.kpCall.hKernelPlugIn = hKernelPlugIn;

WD_IntEnable(hWD, &Intrp);

if (!Intrp.fEnableOk)
printf ("failed enabling interrupt\n");
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A.12 Kernel PlugIn - Kernel-ModeFunctions

Thefollowing functionsarecallbackfunctionswhichareimplementedin yourKernel
PlugIndriver, andwhich will becalledwhentheir calling eventoccurs.For example:
KP_Init [A.12.1] is thecallbackfunction that is calledwhenthedriver is loaded.
Any codethatyouwantto executeuponloadingshouldbein this function.

KP_Init setsthethenameof thedriverandtheKP_Open function.

KP_Open setstherestof thedriver’scallbackfunctions.

For example:
kpOpenCall->funcClose = KP_Close;
kpOpenCall->funcCall = KP_Call;
kpOpenCall->funcIntEnable = KP_IntEnable;
kpOpenCall->funcIntDisable = KP_IntDisable;
kpOpenCall->funcIntAtIrql = KP_IntAtIrql;
kpOpenCall->funcIntAtDpc = KP_IntAtDpc;
kpOpenCall->funcEvent = KP_Event;

NOTE:
It is the conventionof this referenceguide to mark the KernelPlugIn callback
functionsasKP_XXX - i.e. KP_Open, KP_Call, etc. However, you arefree to
selectany namethat you wish for your KernelPlugIn callbackfunctions,apart
from KP_Init, providedyouimplementrelevantcallbackfunctionsin yourKernel
PlugIn. The generatedDriverWizard KernelPlugIn code,for example,usesthe
selecteddriver namein the callbackfunction names(e.g. for a <MyKP> driver:
KP_MyKP_Open, KP_MyKP_Call, etc.).
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A.12.1 KP_Init()

PURPOSE

• CalledwhentheKernelPlugIndriver is loaded.
Setsthe nameof the KernelPlugIn driver and the KP_Open [A.12.2] callback
function.

PROTOTYPE

BOOL __cdecl KP_Init(KP_INIT *kpInit);

PARAM ETERS

Name Type Input/Output
➢ kpInit KP_INIT *

❏ dwVerWD DWORD Output
❏ cDriverName[12] CHAR Output
❏ funcOpen KP_FUNC_OPEN Output

DESCRI PTI ON

Name Description
kpInit KP_INIT elements:
dwVerWD Theversionof theWinDriverKernelPlugInlibrary
cDriverName Thedevicedrivername(up to 12 characters)
funcOpen TheKP_Open callbackfunction,whichwill beexecuted

whenWD_KernelPlugInOpen is called
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RETURN VAL UE

TRUE if successful.OtherwiseFALSE.

REM ARK S

You mustdefinetheKP_Init function in your codein order to link the Kernel
PlugIndriver to WinDriver. KP_Init is calledwhenthedriver is loaded.Any code
thatyouwantto executeuponloadingshouldbein this function.

EXAM PL E

BOOL __cdecl KP_Init(KP_INIT *kpInit)
{
// Check if the version of the WinDriver Kernel
// PlugIn library is the same version
// as windrvr.h and wd_kp.h
if (kpInit->dwVerWD != WD_VER)
{

// You need to re-compile your Kernel PlugIn
// with the compatible version of the WinDriver
// Kernel PlugIn library, windrvr.h and wd_kp.h

return FALSE;
}

kpInit->funcOpen = KP_Open;
strcpy (kpInit->cDriverName, "KPTEST"); // up to 12 chars

return TRUE;
}



374 A FunctionReference

A.12.2 KP_Open()

PURPOSE

• CalledwhenWD_KernelPlugInOpen [A.11.1] is calledfrom usermode.
Setstherestof theKernelPlugIncallbackfunctions(KP_Call, KP_IntEnable,
etc.) andperformsany otherdesiredinitialization (suchasallocatingmemoryfor the
drivercontext andfilling it with datapassedfrom theusermode,etc.).
Thereturneddrivercontext (pDrvContext) will bepassedto restof theKernelPlugIn
callbackfunctions.

PROTOTYPE

BOOL __cdecl KP_Open(KP_OPEN_CALL *kpOpenCall, HANDLE hWD,
PVOID pOpenData, PVOID *ppDrvContext);

PARAM ETERS

Name Type Input/Output
➢ kpOpenCall KP_OPEN_CALL Input
➢ hWD HANDLE Input
➢ pOpenData PVOID Input
➢ ppDrvContext PVOID * Output

DESCRI PTI ON

Name Description
kpOpenCall Structureto fill in theaddressesof theKP_xxx callback

functions
hWD TheWinDriverhandlethatWD_KernelPlugInOpen

[A.11.1] wascalledwith
pOpenData Pointerto datapassedfrom usermode
ppDrvContext Pointerto drivercontext datawith which theKP_Close

[A.12.3], KP_Call [A.12.4], KP_IntEnable
[A.12.6] andKP_Event [A.12.5] functionswill be
called. Use this to keepdriver specificinformation,
which will besharedamongthesecallbacks
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RETURN VAL UE

TRUE if successful.If FALSE, thecall to WD_KernelPlugInOpen from theuser
modewill fail.

EXAM PL E

BOOL __cdecl KP_Open(KP_OPEN_CALL *kpOpenCall, HANDLE hWD,
PVOID pOpenData, PVOID *ppDrvContext)

{
kpOpenCall->funcClose = KP_Close;
kpOpenCall->funcCall = KP_Call;
kpOpenCall->funcIntEnable = KP_IntEnable;
kpOpenCall->funcIntDisable = KP_IntDisable;
kpOpenCall->funcIntAtIrql = KP_IntAtIrql;
kpOpenCall->funcIntAtDpc = KP_IntAtDpc;
kpOpenCall->funcEvent = KP_Event;

// You can allocate driver context memory here:
*ppDrvContext = malloc(sizeof (MYDRV_STRUCT));
return *ppDrvContext!=NULL;

}
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A.12.3 KP_Close()

PURPOSE

• CalledwhenWD_KernelPlugInClose [A.11.2] is calledfrom theusermode.
Canbeusedto performany requiredclean-upfor theKernelPlugIn(suchasfreeing
memorypreviouslyallocatedfor thedrivercontext, etc.).

PROTOTYPE

void __cdecl KP_Close(PVOID pDrvContext);

PARAM ETERS

Name Type Input/Output
➢ pDrvContext PVOID Input

DESCRI PTI ON

Name Description
pDrvContext Drivercontext datathatwassetby KP_Open [A.12.2]

RETURN VAL UE

None

EXAM PL E

void __cdecl KP_Close(PVOID pDrvContext)
{

if (pDrvContext)
free(pDrvContext); // Free allocated driver context memory

}
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A.12.4 KP_Call()

PURPOSE

• Called when the user-modeapplicationcalls the WD_KernelPlugInCall
[A.11.3] function.
This functionis a messagehandlerfor yourutility functions.

PROTOTYPE

void __cdecl KP_Call(PVOID pDrvContext, WD_KERNEL_PLUGIN_CALL
*kpCall, BOOL fIsKernelMode);

PARAM ETERS

Name Type Input/Output
➢ pDrvContext PVOID Input/Output
➢ kpCall WD_KERNEL_PLUGIN_CALL

❏ dwMessage DWORD Input
❏ pData PVOID Input/Output
❏ dwResult DWORD Output

➢ fIsKernelMode BOOL Input

DESCRI PTI ON

Name Description
pDrvContext Driver context datathatwassetby KP_Open [A.12.2]

and will also be passedto KP_Close [A.12.3],
KP_IntEnable [A.12.6] andKP_Event [A.12.5]

kpCall Structure with user-mode information from
WD_KernelPlugInCall [A.11.3] and/or with
informationto returnbackto theusermode

dwMessage MessageID passedfrom WD_KernelPlugInCall
pData Pointerto datapassedfrom WD_KernelPlugInCall

and/orto datato returnto theusermode
dwResult Valueto returnto theusermode
fIsKernelMode This parameteris passedby theWinDriver kernel(see

remarks)
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RETURN VAL UE

None

REM ARK S

• Calling theWD_KernelPlugInCall [A.11.3] function in the usermode
will call your KP_Call [A.12.4] callbackfunction in thekernelmode. The
KP_Call functionin theKernelPlugInwill determinewhichroutinetoexecute
accordingto themessagepassedto it in theWD_KERNEL_PLUGIN_CALL
structure.

• The fIsKernelModeparameteris passedby the WinDriver kernel to the
KP_Call routine.Theuseris not requiredto doanythingaboutthisparameter.
However, notice how this parameteris passedin the samplecodeto the
macroCOPY_TO_USER_OR_KERNEL – This is requiredfor the macroto
functioncorrectly. Pleaserefer to sectionA.12.10for moredetailsregarding
theCOPY_TO_USER_OR_KERNEL andCOPY_FROM_USER_OR_KERNEL
macros.

EXAM PL E

void __cdecl KP_Call(PVOID pDrvContext,
WD_KERNEL_PLUGIN_CALL *kpCall, BOOL fIsKernelMode)

{
kpCall->dwResult = MY_DRV_OK;
switch (kpCall->dwMessage)
{

// in this sample we implement a GetVersion message
case MY_DRV_MSG_VERSION:

{
DWORD dwVer = 100;
MY_DRV_VERSION *ver = (MY_DRV_VERSION *)kpCall->pData;
COPY_TO_USER_OR_KERNEL(&ver->dwVer, &dwVer,

sizeof (DWORD), fIsKernelMode);
COPY_TO_USER_OR_KERNEL(ver->cVer, "My Driver V1.00",

sizeof ("My Driver V1.00")+1, fIsKernelMode);

kpCall->dwResult = MY_DRV_OK;
}
break ;

// you can implement other messages here
default :
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kpCall->dwResult = MY_DRV_NO_IMPL_MESSAGE;
}

}
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A.12.5 KP_Event()

PURPOSE

• CalledwhenaPlug-and-Playor powermanagementeventfor thedevice is received,
provided the user-modeapplicationfirst calledEventRegister [A.8.2] with a
handleto theKernelPlugIn(seeRemarks).

PROTOTYPE

BOOL __cdecl KP_Event(PVOID pDrvContext, WD_EVENT *wd_event);

PARAM ETERS

Name Type Input/Output
➢ pDrvContext PVOID Input/Output
➢ wd_event WD_EVENT * Input

DESCRI PTI ON

Name Description
pDrvContext Driver context datathatwassetby KP_Open [A.12.2]

and will also be passedto KP_Close [A.12.3],
KP_IntEnable [A.12.6] andKP_Call [A.12.4]

wd_event Pointerto thePnP/powermanagementeventinformation
receivedfrom theusermode

RETURN VAL UE

TRUE in orderto notify theuserabouttheevent.
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REM ARK S

KP_Event will be calledif the applicationcalledEventRegister() [A.8.2]
with ahandleto theKernelPlugIn.

EXAM PL E

BOOL __cdecl KP_Event(PVOID pDrvContext, WD_EVENT *wd_event)
{

// handle the event here
return TRUE; // Return TRUE to notify the user about the event.

}
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A.12.6 KP_IntEnable()

PURPOSE

• CalledwhenWD_IntEnable [A.3.2] is calledfrom theusermodewith a Kernel
PlugInhandle.
The interruptcontext (pIntContext) will bepassedto the restof the KernelPlugIn
interruptfunctions.

PROTOTYPE

BOOL __cdecl KP_IntEnable (PVOID pDrvContext,
WD_KERNEL_PLUGIN_CALL *kpCall, PVOID *ppIntContext);

PARAM ETERS

Name Type Input/Output
➢ pDrvContext PVOID Input/Output
➢ kpCall WD_KERNEL_PLUGIN_CALL Input

❏ dwMessage DWORD Input
❏ pData PVOID Input/Output
❏ dwResult DWORD Output

➢ ppIntContext PVOID * Input/Output

DESCRI PTI ON

Name Description
pDrvContext Driver context datathatwassetby KP_Open [A.12.2]

and will also be passedto KP_Close [A.12.3],
KP_Call [A.12.4] andKP_Event [A.12.5]

kpCall Structurewith information from WD_IntEnable
[A.3.2]

dwMessage MessageID passedfrom WD_IntEnable
pData Pointerto datapassedfrom WD_IntEnable or to data

to returnto theusermode
dwResult Valueto returnto theusermode
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ppIntContext Pointerto interruptcontext datathatwill bepassedto the
KP_IntDisable [A.12.7], KP_IntAtIrql [A.12.8]
andKP_IntAtDpc [A.12.9] functions.Usethis to keep
interruptspecificinformation

RETURN VAL UE

ReturnsTRUE if enableis successful.

REM ARK S

Thisfunctionshouldcontainany initializationneededfor yourKernelPlugIninterrupt
handling.

EXAM PL E

BOOL __cdecl KP_IntEnable(PVOID pDrvContext,
WD_KERNEL_PLUGIN_CALL *kpCall, PVOID *ppIntContext)

{
DWORD *pIntCount;

// You can allocate specific memory for each interrupt
// in *ppIntContext
*ppIntContext = malloc(sizeof (DWORD));
if (!*ppIntContext)

return FALSE;
// In this sample the information is a DWORD used to
// count the incoming interrupts
pIntCount = (DWORD *) *ppIntContext;
*pIntCount = 0; // reset the count to zero

return TRUE;
}
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A.12.7 KP_IntDisable()

PURPOSE

• Called when the user-modeapplicationcalls the WD_IntDisable [A.3.5]
function.
This function shouldfree any memorythat was allocatedin KP_IntEnable
[A.12.6].

PROTOTYPE

void __cdecl KP_IntDisable(PVOID pIntContext);

PARAM ETERS

Name Type Input/Output
➢ pIntContext PVOID Input

DESCRI PTI ON

Name Description
pIntContext Interruptcontext datathatwassetby KP_IntEnable

[A.12.6]

RETURN VAL UE

None

EXAM PL E

void __cdecl KP_IntDisable(PVOID pIntContext)
{
// You can free the interrupt specific memory
// allocated to pIntContext here
free(pIntContext);

}
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A.12.8 KP_IntAtIr ql()

PURPOSE

• This functionwill run at HIGH IRQL if theKernelPlugInhandleis passedwhen
enablinginterrupts.

PROTOTYPE

BOOL __cdecl KP_IntAtIrql(PVOID pIntContext,
BOOL *pfIsMyInterrupt);

PARAM ETERS

Name Type Input/Output
➢ pIntContext PVOID Input/Output
➢ pfIsMyInterrupt BOOL * Input

DESCRI PTI ON

Name Description
pIntContext Interruptcontext datathatwassetby KP_IntEnable

[A.12.6] andwill alsobe passedto KP_IntAtDpc
[A.12.9] (if executed)andKP_IntDisable [A.12.7]

pfIsMyInterrupt Setthis to TRUE if the interruptbelongsto this driver,
or FALSE if not. If you arenot sure,it is safestto return
FALSE

RETURN VAL UE

TRUE if deferredinterruptprocessing(DPC)is required;otherwiseFALSE.



386 A FunctionReference

REM ARK S

Coderunningat IRQL will only beinterruptedby higherpriority interrupts.

Coderunningat IRQL is limited by thefollowing restrictions:

• You mayonly accessnon-pageablememory.

• You may only call the following functions: WD_Transfer [A.2.10],
WD_MultiTransfer [A.2.11], WD_DebugAdd [A.1.6] andspecificOS
kernel functions(suchasWindows DDK functions)that areallowed to be
calledfrom anIRQL. NotethatusingOS-specifickernelfunctionsmaydamage
thecode’sportability to otheroperatingsystems.
You may not call malloc, free, or any WD_xxx API other than the
aforementionedfunctions.

The codeperformedat HIGH IRQL shouldbe minimal (e.g.,only the codethat
acknowledgeslevel-sensitive interrupts),sinceit is operatingat a high priority. The
restof your codeshouldbewritten at KP_IntAtDpc [A.12.9], which runsat the
deferredDISPATCH level andis notsubjectto theaboverestrictions.

EXAM PL E

BOOL __cdecl KP_IntAtIrql(PVOID pIntContext,
BOOL *pfIsMyInterrupt)

{
DWORD *pdwIntCount = (DWORD *) pIntContext;

// You should check your hardware here to see
// if the interrupt belongs to you.
// If in doubt, return FALSE (this is the safest)
*pfIsMyInterrupt = FALSE;

// In this example we will schedule a DPC
// once in every 5 interrupts
(*pdwIntCount) ++;
if (*pdwIntCount==5)
{

*pdwIntCount = 0;
return TRUE;

}

return FALSE;
}
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A.12.9 KP_IntAtDpc()

PURPOSE

• This is theDeferredProcedureCall which is executedonly if theKP_IntAtIrql
[A.12.8] functionreturnedTRUE.

PROTOTYPE

DWORD __cdecl KP_IntAtDpc(PVOID pIntContext, DWORD dwCount);

PARAM ETERS

Name Type Input/Output
➢ pIntContext PVOID Input/Output
➢ dwCount DWORD Input

DESCRI PTI ON

Name Description
pIntContext Interruptcontext datathatwassetby KP_IntEnable

[A.12.6], passedto KP_IntAtIrql [A.12.8] andwill
bepassedto KP_IntDisable [A.12.7]

dwCount The numberof times KP_IntAtIrql [A.12.8]
returnedTRUE sincethe last DPC call. If dwCount
is 1, KP_IntAtIrql requesteda DPC only once
sincethe last DPC call. If the value is greaterthan
1, KP_IntAtIrql hasalreadyrequesteda DPC a
few times, but the interval was too short, therefore
KP_IntAtDpc wasnot calledfor eachDPCrequest.
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RETURN VAL UE

Returnsthe numberof timesto notify usermode(i.e., returnfrom WD_IntWait
[A.3.3]).

REM ARK S

Mostof theinterrupthandlingshouldbewrittenatDPC.
If KP_IntAtDpc returnswith a valueof 1 or more,WD_IntWait returnsand
theuser-modeinterrupthandlerwill executein thenumberof timessetin thereturn
value.If youdonotwanttheuser-modeinterrupthandlerto execute,KP_IntAtDpc
shouldreturn0.

EXAM PL E

DWORD __cdecl KP_IntAtDpc(PVOID pIntContext, DWORD dwCount)
{
// Return WD_IntWait as many times as KP_IntAtIrql
// scheduled KP_IntAtDpc()
return dwCount;

}
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A.12.10 COPY_TO_USER_OR_KERNEL,
COPY_FROM_USER_OR_KERNEL()

PURPOSE

• Macrosfor copying datafrom theusermodeto theKernelPlugInandviceversa.

REM ARK S

TheCOPY_TO_USER_OR_KERNEL andCOPY_FROM_USER_OR_KERNEL are
macrosusedfor copying data(whennecessary)to/fromuser-modememoryaddresses
(respectively), when accessingsuchaddressesfrom within the Kernel PlugIn.
Copying thedataensuresthattheuser-modeaddresscanbeusedcorrectly, evenif the
context of theuser-modeprocesschangesin themidstof theI/O operation.This is
particularlyrelevantfor long operations,duringwhich thecontext of theuser-mode
processmay change.The useof macrosto performthe copy providesa generic
solutionfor all supportedoperatingsystems.

Pleasenote that if you wish to accessthe user-mode data from within the
KP_IntAtIrql() [A.12.8] or KP_IntAtDpc() [A.12.9] functions,you should
first copy the datainto somevariablein the KernelPlugIn beforethe executionof
theseroutines.

The COPY_TO_USER_OR_KERNEL and COPY_FROM_USER_OR_KERNEL
macrosaredefinedin theWinDri ver\include\kpstdlib.h headerfile.

For an exampleof using the COPY_TO_USER_OR_KERNEL macro, seethe
KP_Call() [A.12.4] implementationin the samplekptest.c file (found under
theWinDri ver\kerplug\kptest\kermodedirectory).

To sharea databuffer betweenthe user-modeandKernelPlugIn routines(e.g.,
KP_IntAtIrql() [A.12.8] andKP_IntAtDpc() [A.12.9]) safely, consider
using the techniqueoutlinedin the technicaldocumenttitled "How do I sharea
memorybuffer betweenKernelPlugIn anduser-modeprojectsfor DMA or other
purposes?"found underthe "KernelPlugIn" technicaldocumentssectionof the
"Support"section.
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A.13 Kernel PlugIn - StructureReference

This sectioncontainsdetailedinformationaboutthedifferentKernelPlugIn related
structures.
WD_xxx structuresareusedin user-modefunctionsandKP_xxx structuresareused
in kernel-modefunctions.

A.13.1 WD_KERNEL_PLUGIN

Definesa KernelPlugInopencommand.

Usedby WD_KernelPlugInOpen [A.11.1] andWD_KernelPlugInClose
[A.11.2].

Members:

Type Name Description
DWORD hKernelPlugIn Handleto a KernelPlugIn
PCHAR pcDriverName Name of Kernel PlugIn driver.

Should be no longer than 12
characters.Shouldnot include the
VXD or SYSextension.

PCHAR pcDriverPath This field shouldbe set to NULL.
WinDriver will search for the
driver in the operating system’s
drivers/modulesdirectory.

PVOID pOpenData Data to pass to the KP_Open
[A.12.2] callback in the Kernel
PlugIn.
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A.13.2 WD_INTERRUPT

Usedto describeaninterrupt.

Used by the following functions: InterruptEnable [A.2.14],
InterruptDisable [A.2.15], WD_IntEnable [A.3.2], WD_IntDisable
[A.3.5], WD_IntWait() [A.3.3], WD_IntCount() [A.3.4].

Members:

Type Name Description
WD_KERNEL_ PLUGIN_CALL
[A.13.3]

kpCall The kpCall structurecontainsthe
handle to the Kernel PlugIn and
to otherinformationthat shouldbe
passedto thekernel-modeinterrupt
handlerwhen installing it. If the
handle is zero, the interrupt is
installed without a Kernel PlugIn
interrupthandler. If a valid Kernel
PlugIn handleis set, this structure
will passedas a parameterto the
KP_IntEnable [A.12.6] Kernel
PlugIncallbackfunction.

For informationabouttheothermembersof WD_INTERRUPT, seeSectionA.2.14.
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A.13.3 WD_KERNEL_PLUGIN_CALL

Containsinformationthatwill bepassedto theKernelPlugIn. This structureis used
whenpassingmessagesto the KernelPlugIn or wheninstalling a KernelPlugIn
interrupt.
Usedby WD_KernelPlugInCall [A.11.3], InterruptEnable [A.2.14] and
WD_IntEnable [A.3.2].
Passedasaparameterto theKernelPlugInKP_Call [A.12.4] andKP_IntEnable
[A.12.6] callbackfunctions.

Members:

Type Name Description
DWORD hKernelPlugIn Handleto a KernelPlugIn.
DWORD dwMessage MessageID to pass to a Kernel

PlugIncallback.
PVOID pData Pointer to data to passto Kernel

PlugIncallback.
DWORD dwResult Value set by a Kernel PlugIn

callback, to return back to user
mode.
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A.13.4 KP_INIT

TheKP_INIT structureis usedby theKP_Init [A.12.1] function in the Kernel
PlugIn. Its primary useis for notifying WinDriver of the given driver’s nameand
of which kernel-modefunctionto call whenWD_KernelPlugInOpen [A.11.1] is
calledfrom theusermode.

M EM BERS:

Type Name Description
DWORD dwVerWD The version of the WinDriver

KernelPlugInlibrary.
CHAR cDriverName[12]The device driver name,up to 12

characters.
KP_FUNC_OPEN funcOpen The KP_Open [A.12.2]

kernel-mode function that
WinDriver should call when
WD_KernelPlugInOpen
[A.11.1] is called from the user
mode.
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A.13.5 KP_OPEN_CALL

This is the structurethroughwhich the KernelPlugIn definesthe namesof the
callbackswhich it implements.It is usedin theKP_Open [A.12.2] KernelPlugIn
function.

A KernelPlugInmayimplement7 differentcallbackfunctions:

funcClose - Calledwhentheapplicationis donewith this instanceof thedriver.

funcCall - CalledwhentheapplicationcallsWD_KernelPlugInCall [A.11.3].
This function is a generalpurposefunction. In it, implementany functions
thatshouldrun in kernelmode(excepttheinterrupthandlerwhich is a special
case).ThefuncCall will determinewhich functionto executeaccordingto
themessagepassedto it.

funcIntEnable - Called when the applicationcalls WD_IntEnable [A.3.2] /
InterruptEnable [A.2.14] with a KernelPlugIn handle. This callback
functionshouldperformany initalizationrequiredwhenenablinganinterrupt.

funcIntDisable - Thecleanupfunction,which is calledwhentheapplicationcalls
WD_IntDisable [A.3.5] / InterruptDisable [A.2.15].

funcIntAtIr ql - This is thekernelmodeinterrupthandler. This callbackfunction
is called at HIGH IRQL when WinDriver processesthe interrupt that is
assignedto this KernelPlugIn. If this functionreturnsa valuegreaterthan0,
funcIntAtDpc is calledasa Deferredprocedurecall.

funcIntAtDpc - Most of your interrupthandlercodeshouldbe written in this
callback.It is calledasa deferredprocedurecall, if funcIntAtIrql returns
a valuegreaterthan0.

funcEvent - Calledwhena Plug-and-Playor power managementeventoccurs,if
the applicationfirst calledEventRegister [A.8.2] with a KernelPlugIn
handle.This callbackfunctionshouldimplementthedesiredkernelhandling
for Plug-and-Playandpowermanagementevents.
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Type Name Description
KP_FUNC_CLOSE funcClose Nameof yourKP_Close [A.12.3]

functionin thekernel.
KP_FUNC_CALL funcCall Nameof your KP_Call [A.12.4]

functionin thekernel.
KP_FUNC_INT_ENABLE funcIntEnable Name of your KP_IntEnable

[A.12.6] functionin thekernel.
KP_FUNC_INT_DISABLE funcIntDisable Name of your KP_IntDisable

[A.12.7] functionin thekernel.
KP_FUNC_INT_AT_IRQL funcIntAtIrql Name of your KP_IntAtIrql

[A.12.8] functionin thekernel.
KP_FUNC_INT_AT_DPC funcIntAtDpc Name of your KP_IntAtDpc

[A.12.9] functionin thekernel.
KP_FUNC_EVENT funcEvent Nameof yourKP_Event [A.12.5]

functionin thekernel.
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A.14 WinDri ver Status/Error Codes

A.14.1 Intr oduction

Most of the WinDriver API functions return a status code, where 0
(WD_STATUS_SUCCESS)meanssuccessanda non-zerovaluemeansfailure.
TheStat2Str [A.15.1] andWDL_Stat2Str [A.10.12] canbeusedto retrievethe
statusdescriptionstringfor agivenstatuscode.Thestatuscodesandtheir descriptive
stringsarelistedbelow.

A.14.2 StatusCodesReturned by WinDri ver

Code Descriptive String
WD_STATUS_SUCCESS Success
WD_STATUS_INVALID_WD_HANDLE Invalid WinDriverhandle
WD_WINDRIVER_STATUS_ERROR Error
WD_INVALID_HANDLE Invalid handle
WD_INVALID_PIPE_NUMBER Invalid pipenumber
WD_READ_WRITE_CONFLICT Conflict betweenreadandwrite

operations
WD_ZERO_PACKET_SIZE Packetsizeis zero
WD_INSUFFICIENT_RESOURCES Insufficient resources
WD_UNKNOWN_PIPE_TYPE Unknown pipetype
WD_SYSTEM_INTERNAL_ERROR Internalsystemerror
WD_DATA_MISMATCH Datamismatch
WD_NO_LICENSE No valid license
WD_NOT_IMPLEMENTED Functionnot implemented
WD_KERPLUG_FAILURE KernelPlugInfailure
WD_FAILED_ENABLING_INTERRUPT Failedenablinginterrupt
WD_INTERRUPT_NOT_ENABLED Interruptnot enabled
WD_RESOURCE_OVERLAP Resourceoverlap
WD_DEVICE_NOT_FOUND Devicenot found
WD_WRONG_UNIQUE_ID WronguniqueID
WD_OPERATION_ALREADY_DONE Operationalreadydone
WD_USB_DESCRIPTOR_ERROR Usbdescriptorerror
WD_SET_CONFIGURATION_FAILED Set configurationoperation

failed
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WD_CANT_OBTAIN_PDO CannotobtainPDO
WD_TIME_OUT_EXPIRED Timeoutexpired
WD_IRP_CANCELED IRP operationcancelled
WD_FAILED_USER_MAPPING Failedto mapin userspace
WD_FAILED_KERNEL_MAPPING Failedto mapin kernelspace
WD_NO_RESOURCES_ON_DEVICE No resourceson thedevice
WD_NO_EVENTS No events
WD_INVALID_PARAMETER Invalid parameter
WD_INCORRECT_VERSION IncorrectWinDriver version

installed
WD_TRY_AGAIN Try again
WD_INVALID_IOCTL Receivedaninvalid IOCTL

A.14.3 StatusCodesReturned by USBD

The following WinDriver statuscodescomply with USBD_XXX statuscodes
returnedby theUSBstackdrivers.

Code Descriptive String
USBDStatusTypes
WD_USBD_STATUS_SUCCESS USBD: Success
WD_USBD_STATUS_PENDING USBD: Operationpending
WD_USBD_STATUS_ERROR USBD: Error
WD_USBD_STATUS_HALTED USBD: Halted
USBDStatusCodes(NOTE: Theseare comprisedof oneof the statustypesabove
and an error code, i.e., 0xXYYYYYYYL,where X=statustypeand YYYYYYY=error
code. Thesameerror codesmayalso appearwith oneof the other statustypesas
well.)
HC (Host Controller) StatusCodes(NOTE: Theseusethe
WD_USBD_STATUS_HALTED statustype.)
WD_USBD_STATUS_CRC HC status:CRC
WD_USBD_STATUS_BTSTUFF HC status:Bit stuffing
WD_USBD_STATUS_DATA_TOGGLE_MISMATCH HC status: Data toggle

mismatch
WD_USBD_STATUS_STALL_PID HC status:PID stall
WD_USBD_STATUS_DEV_NOT_RESPONDING HC status: Device not

responding
WD_USBD_STATUS_PID_CHECK_FAILURE HC status:PID checkfailed
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WD_USBD_STATUS_UNEXPECTED_PID HC status:UnexpectedPID
WD_USBD_STATUS_DATA_OVERRUN HC status:Dataoverrun
WD_USBD_STATUS_DATA_UNDERRUN HC status:Dataunderrun
WD_USBD_STATUS_RESERVED1 HC status:Reserved1
WD_USBD_STATUS_RESERVED2 HC status:Reserved2
WD_USBD_STATUS_BUFFER_OVERRUN HC status:Buffer overrun
WD_USBD_STATUS_BUFFER_UNDERRUN HC status:Buffer Underrun
WD_USBD_STATUS_NOT_ACCESSED HC status:Not accessed
WD_USBD_STATUS_FIFO HC status:Fifo
For Windowsonly:
WD_USBD_STATUS_XACT_ERROR HC status:Thehostcontroller

hassetthe TransactionError
(XactErr) bit in the transfer
descriptor’sstatusfield

WD_USBD_STATUS_BABBLE_DETECTED HC status:Babbledetected
WD_USBD_STATUS_DATA_BUFFER_ERROR HC status:Databuffer error
For WindowsCE only:
WD_USBD_STATUS_NOT_COMPLETE USBD:Transfernot completed
WD_USBD_STATUS_CLIENT_BUFFER USBD:Cannotwrite to buffer
For all platforms:
WD_USBD_STATUS_CANCELED USBD:Transfercancelled
Returnedby HCD (Host Controller Driver) if a transferis submittedto an
endpointthat is stalled:
WD_USBD_STATUS_ENDPOINT_HALTED HCD: Transfersubmittedto

stalledendpoint
Software StatusCodes(NOTE: Only the error bit is set):
WD_USBD_STATUS_NO_MEMORY USBD:Outof memory
WD_USBD_STATUS_INVALID_URB_FUNCTION USBD: Invalid URB function
WD_USBD_STATUS_INVALID_PARAMETER USBD: Invalid parameter
Returnedif client driver attemptsto closean endpoint/interfaceor configuration
with outstandingtransfers:
WD_USBD_STATUS_ERROR_BUSY USBD: Attemptedto close

endpoint/interface/configuration
with outstandingtransfer

Returnedby USBDif it cannotcompletea URB request.Typically this will be
returnedin the URB statusfield (whenthe Irp is completed)with a more specific
NT error code. TheIrp statuscodesare indicatedin WinDriver’s Debug Monitor
tool (wddebug_gui):
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WD_USBD_STATUS_REQUEST_FAILED USBD: URB requestfailed

WD_USBD_STATUS_INVALID_PIPE_HANDLE USBD: Invalid pipehandle
Returnedwhenthere is not enoughbandwidthavailable to opena requested
endpoint:
WD_USBD_STATUS_NO_BANDWIDTH USBD: Not enoughbandwidth

for endpoint
GenericHC (Host Controller) error:
WD_USBD_STATUS_INTERNAL_HC_ERROR USBD: Hostcontrollererror
Returnedwhena short packet terminatesthe transfer, i.e.,
USBD_SHORT_TRANSFER_OKbit not set:
WD_USBD_STATUS_ERROR_SHORT_TRANSFER USBD: Transferterminated

with shortpacket
Returnedif the requestedstart frameis not within USBD_ISO_START_FRAME_RANGE
of the current USBframe(NOTE: Thestall bit is set):
WD_USBD_STATUS_BAD_START_FRAME USBD: Start frame outside

range
Returnedby HCD (Host Controller Driver) if all packetsin an isochronous
transfercompletewith an error:
WD_USBD_STATUS_ISOCH_REQUEST_FAILED HCD: Isochronoustransfer

completedwith error
Returnedby USBDif the framelengthcontrol for a givenHC (Host Controller) is
alreadytaken by anotherdriver:
WD_USBD_STATUS_FRAME_CONTROL_OWNED USBD: Framelengthcontrol

alreadytaken
Returnedby USBDif the caller doesnot own framelengthcontrol and attemptsto
releaseor modify the HC framelength:
WD_USBD_STATUS_FRAME_CONTROL_NOT_OWNED USBD: Attemptedoperationon

framelengthcontrolnot owned
by caller

Additional software error codesaddedfor USB2.0 (for Windowsonly):
WD_USBD_STATUS_NOT_SUPPORTED USBD: API not

supported/implemented
WD_USBD_STATUS_INAVLID_CONFIGURATION_DESCRIPTOR USBD: Invalid configuration

descriptor
WD_USBD_STATUS_INSUFFICIENT_RESOURCES USBD: Insufficient resources
WD_USBD_STATUS_SET_CONFIG_FAILED USBD: Setconfigurationfailed
WD_USBD_STATUS_BUFFER_TOO_SMALL USBD: Buffer too small
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WD_USBD_STATUS_INTERFACE_NOT_FOUND USBD: Interfacenot found
WD_USBD_STATUS_INAVLID_PIPE_FLAGS USBD: Invalid pipeflags
WD_USBD_STATUS_TIMEOUT USBD:Timeout
WD_USBD_STATUS_DEVICE_GONE USBD:Devicegone
WD_USBD_STATUS_STATUS_NOT_MAPPED USBD:Statusnot mapped
Extendedisochronouserror codesreturnedby USBD.
Theseerrors appearin the packet statusfield of an isochronoustransfer:
WD_USBD_STATUS_ISO_NOT_ACCESSED_BY_HW USBD: Thecontrollerdid not

accesstheTD associatedwith
this packet

WD_USBD_STATUS_ISO_TD_ERROR USBD: Controllerreportedan
errorin theTD

WD_USBD_STATUS_ISO_NA_LATE_USBPORT USBD: The packet was
submittedin time by theclient
but failedto reachtheminiport
in time

WD_USBD_STATUS_ISO_NOT_ACCESSED_LATE USBD:Thepacketwasnot sent
becausetheclient submittedit
too lateto transmit

A.14.4 Err or CodesReturned by WDL_Stat2Str (HID Support)

Code Descriptive String
WDL_SUCCESS Success
WDL_FAIL Error
WDL_TIMEOUT_EXPIRED TimeOutexpired
WDL_FAILED_TO_REGISTER_NOTIFICATIONS Failedto registernotifications
WDL_INVALID_HANDLE Invalid handle
WDL_BUFFER_TOO_SMALL Buffer toosmall
WDL_DEVICE_NOT_CONNECTED Devicenot connected
WDL_NO_LICENSE No valid license
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A.15 User-Mode Utility Functions

This sectiondescribesa numberof user-modeutility functionsyou will find
usefulfor implementingvarioustasks. Theseutility functionsare multi-platform,
implementedon all operating systemssupportedby WinDriver.

A.15.1 Stat2Str()

PURPOSE

• Retrievesthestatusstringthatcorrespondsto a statuscode.

PROTOTYPE

const char * Stat2Str(DWORD dwStatus);

PARAM ETERS

Name Type Input/Output
➢ dwStatus DWORD Input

DESCRI PTI ON

Name Description
dwStatus A numericstatuscode

RETURN VAL UE

Returnstheverbalstatusdescription(string)thatcorrespondsto thespecifiednumeric
statuscode.
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REM ARK S

SeeSectionA.14 for a completelist of statuscodesandstrings.
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A.15.2 get_os_type()

PURPOSE

• Retrievesthetypeof theoperatingsystem.

PROTOTYPE

OS_TYPE get_os_type();

PARAM ETERS

None

RETURN VAL UE

Returnsthetypeof theoperatingsystem.
If theoperatingsystemtypeis not detected,returnsOS_CAN_NOT_DETECT.
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A.15.3 ThreadStart()

PURPOSE

• Createsa thread.

PROTOTYPE

DWORD ThreadStart(HANDLE *phThread, HANDLER_FUNC pFunc, void *pData);

PARAM ETERS

Name Type Input/Output
➢ phThread HANDLE * Output
➢ pFunc HANDLER_FUNC Input
➢ pData VOID * Input

DESCRI PTI ON

Name Description
phThread Returnsthehandleto thecreatedthread
pFunc Startingaddressof the codethat the new threadis to

execute
pData Pointerto thedatato bepassedto thenew thread

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.15.4 ThreadWait()

PURPOSE

• Waits for a threadto exit.

PROTOTYPE

void ThreadWait(HANDLE hThread);

PARAM ETERS

Name Type Input/Output
➢ hThread HANDLE Input

DESCRI PTI ON

Name Description
hThread Thehandleto thethreadwhosecompletionis awaited

RETURN VAL UE

None
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A.15.5 OsEventCreate()

PURPOSE

• Createsaneventobject.

PROTOTYPE

DWORD OsEventCreate(HANDLE *phOsEvent);

PARAM ETERS

Name Type Input/Output
➢ phOsEvent HANDLE * Output

DESCRI PTI ON

Name Description
phOsEvent The pointerto a variablethat receivesa handleto the

newly createdeventobject

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.15.6 OsEventClose()

PURPOSE

• Closesa handleto aneventobject.

PROTOTYPE

void OsEventClose(HANDLE hOsEvent)

PARAM ETERS

Name Type Input/Output
➢ hOsEvent HANDLE Input

DESCRI PTI ON

Name Description
hOsEvent Thehandleto theeventobjectto beclosed

RETURN VAL UE

None
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A.15.7 OsEventWait()

PURPOSE

• Waits until a specifiedeventobjectis in thesignaledstateor thetime-outinterval
elapses.

PROTOTYPE

DWORD OsEventWait(HANDLE hOsEvent, DWORD dwSecTimeout)

PARAM ETERS

Name Type Input/Output
➢ hOsEvent HANDLE Input
➢ dwSecTimeout DWORD Input

DESCRI PTI ON

Name Description
hOsEvent Thehandleto theeventobject
dwSecTimeout Time-outinterval of theevent,in seconds.

If dwSecTimeoutis INFINITE, the function’s time-out
interval neverelapses.

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.15.8 OsEventSignal()

PURPOSE

• Setsthespecifiedeventobjectto thesignaledstate.

PROTOTYPE

DWORD OsEventSignal(HANDLE hOsEvent);

PARAM ETERS

Name Type Input/Output
➢ hOsEvent HANDLE Input

DESCRI PTI ON

Name Description
hOsEvent Thehandleto theeventobject

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.15.9 OsEventReset()

PURPOSE

• Resetsthespecifiedeventobjectto thenon-signaledstate.

PROTOTYPE

DWORD OsEventReset(HANDLE hOsEvent);

PARAM ETERS

Name Type Input/Output
➢ hOsEvent HANDLE Input

DESCRI PTI ON

Name Description
hOsEvent Thehandleto theeventobject

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.15.10 OsMutexCreate()

PURPOSE

• Createsamutex object.

PROTOTYPE

DWORD OsMutexCreate(HANDLE *phOsMutex);

PARAM ETERS

Name Type Input/Output
➢ phOsMutex HANDLE * Output

DESCRI PTI ON

Name Description
phOsMutex The pointerto a variablethat receivesa handleto the

newly createdmutex object

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.15.11 OsMutexClose()

PURPOSE

• Closesahandleto amutex object.

PROTOTYPE

void OsMutexClose(HANDLE hOsMutex);

PARAM ETERS

Name Type Input/Output
➢ hOsMutex HANDLE Input

DESCRI PTI ON

Name Description
hOsMutex Thehandleto themutex objectto beclosed

RETURN VAL UE

None
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A.15.12 OsMutexLock()

PURPOSE

• Locksthespecifiedmutex object.

PROTOTYPE

DWORD OsMutexLock(HANDLE hOsMutex)

PARAM ETERS

Name Type Input/Output
➢ hOsMutex HANDLE Input

DESCRI PTI ON

Name Description
hOsMutex Thehandleto themutex objectto belocked

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.15.13 OsMutexUnlock()

PURPOSE

• Releases(unlocks)a lockedmutex object.

PROTOTYPE

DWORD OsMutexUnlock(HANDLE hOsMutex);

PARAM ETERS

Name Type Input/Output
➢ hOsMutex HANDLE Input

DESCRI PTI ON

Name Description
hOsMutex Thehandleto themutex objectto beunlocked

RETURN VAL UE

ReturnsWD_STATUS_SUCCESS(0) on success,or an appropriateerror code
otherwise.
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A.15.14 PrintDbgMessage()

PURPOSE

• Sendsdebugmessagesto thedebugmonitor.

PROTOTYPE

void PrintDbgMessage(DWORD dwLevel, DWORD dwSection,
const char *format[, argument]...);

PARAM ETERS

Name Type Input/Output
➢ dwLevel DWORD Input
➢ dwSection DWORD Input
➢ format constchar* Input
➢ argument Input

DESCRI PTI ON

Name Description
dwLevel Assignsthelevel in theDebugMonitor, in whichthedata

will bedeclared.If dwLevel is 0, thenD_ERROR will
bedeclared.
For moredetailspleaserefer to DEBUG_LEVEL in
windr vr.h.

dwSection Assignsthesectionin theDebug Monitor, in which the
datawill bedeclared.If dwSectionis 0, thenS_MISC
sectionwill bedeclared.
For moredetailspleaserefer to DEBUG_SECTIONin
windr vr.h.

format Format-controlstring
argument Optionalarguments,limited to 256bytes
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RETURN VAL UE

None
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TroubleshootingandSupport

Pleaserefer to http://www.jungo.com/support for additionresourcesfor
developers,including:

• Technicaldocuments

• FAQs

• Samples

• Quick startguides
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AppendixC

Limitations of theDiffer ent
EvaluationVersions

Windows 98/Me and NT/2000/XP/Server 2003

• Eachtime WinDriver is activated,anUnregisteredmessageappears.

• Whenusingthe DriverWizard,a dialog box with a messagestatingthat an
evaluationversionis beingrun appearson every interactionwith thehardware.

• WinDriverwill functionfor only 30daysaftertheoriginal installation.

Windows CE

• Eachtime WinDriver is activated,anUnregisteredmessageappears.

• The WinDriver CE Kernel(windr vr6.dll ) will operatefor no morethan60
minutesat a time.

• WinDriverCE emulationon WindowsNT will stopworkingafter30 days.

Linux

• Eachtime WinDriver is activated,anUnregisteredmessageappears.

418



Limitations of the DifferentEvaluationVersions 419

• Whenusingthe DriverWizard,a dialog box with a messagestatingthat an
evaluationversionis beingrunappearson every interactionwith thehardware.

• TheLinux Kernelwill work for nomorethen60 minutesat a time.
In order to continueworking, WinDriver Kernelmodulemustbe reloaded
(removeandinsertthemodule)usingthefollowing commands:
To remove:
/sbin# rmmod
To insert:
/sbin# insmod
The parameterfor the above commandsis: windrvr6 (after successful
installation).

Solaris

• EachtimeWinDriver is activated,anUnregisteredmessageappears.

• Whenusingthe DriverWizard,a dialog box with a messagestatingthat an
evaluationversionis beingrunappearson every interactionwith thehardware.

• TheSolariskernelwill work for no morethen60 minutesat a time. In order
to continueworking,WinDriverKernelmodulemustbereloaded(removeand
insertthemodule)usingthefollowing commands:
To remove:
/usr/sbin$ rem_drv
To insert:
/usr/sbin$ add_drv
The parameterfor the above commandsis: windrvr6 (after successful
installation).

VxWorks

• TheVxWorksKernelwill work for no morethen60 minutesata time.
In orderto continueworking, thesystemmustberebooted.

Dri verWizard GUI

• EachtimeWinDriver is activated,anUnregisteredmessageappears.

• Whenusingthe DriverWizard,a dialog box with a messagestatingthat an
evaluationversionis beingrunappearson every interactionwith thehardware.
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PurchasingWinDri ver

Fill in theorderform foundin Start | WinDri ver | Order Form on your Windows
startmenu,andsendit to Jungovia email,faxor mail (seedetailsbelow).

Your WinDriver packagewill besentto you via Fedex or standardpostalmail. The
WinDriver licensestringwill beemailedto you immediately.

E M A I L

Support: support@jungo.com

Sales: sales@jungo.com

P H O N E / F A X

Phone:

USA (Toll-Free): 1-877-514-0537

Worldwide: +972-9-8859365

Fax:

USA (Toll-Free): 1-877-514-0538

Worldwide: +972-9-8859366

W E B:

http://www.jungo.com

P O S T A L A D D R E S S
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JungoLtd.
P.O.Box8493
Netanya42504
ISRAEL
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Distrib uting Your Dri ver–Legal
Issues

WinDriver is licensedper-seat. TheWinDriver licenseallows onedeveloper
on a singlecomputerto developan unlimitednumberof device drivers, and to
freelydistribute the createddrivers without royalties,as outlinedin the license
agreementin the windriver/docs/license.txt file.

422



AppendixF

Additional Documentation

Updated Manual

ThemostupdatedWinDriverUser’smanualcanbefoundonJungo’ssiteat:
http://www.jungo.com/support/manuals.html#manuals

Version History

If youwish to view WinDriverversionhistory, pleasereferto
http://www.jungo.com/wdver.html. Hereyouwill beableto view a list of
all new features,enhancementsandfixeswhich have beenaddedin eachWinDriver
version.

Technical Documents

For additionalinformation,you may refer to theTechnicalDocumentsdatabaseon
our siteat:
http://www.jungo.com/support/tech_docs_indexes/main_index.html.

The TechnicalDocumentsdatabaseincludesdetaileddescriptionsof WinDriver’s
features,utilities andAPIs and their correctusage,troubleshootingof common
problems,usefultipsandanswersto frequentlyaskedquestions.
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